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Abstract— A secret image kept in a single information-carrier could be easily retrieved or damaged by
unauthorized entity. In the gigantic internet communication, the secret image sharing schemes can be
used to share a secret image with utmost confidentiality over unsecured public channels. In this scheme a
secret image is programmed into n transparencies of arbitrary prototypes. It is possible to decode the
secret image visually by superimposing a qualified subset of transparencies. Nevertheless, no secret image
can be acquired from the superposition of an illegal subset. In this paper, an efficient Ant Colony
Optimization (ACO) algorithm is proposed for secret image sharing scheme. The original secret image
pixels and key matrix is used to construct the transparencies. Here an ACO algorithm is utilized to
optimize the key matrix to improve the transparency image quality. Experiments are conducted to show
the security and efficiency of the proposed scheme. Comparisons with previous approaches show the
advantages of the proposed scheme.
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. INTRODUCTION

Nowadays transmitting multimedia data by means of all-pervasive Internet is the trend gaining interest. With
the advent of e-commerce, it has become extremely essential to tackle the sensitive issues of affording data
security, especially in the ever-blooming open network environment of the modern era. The encrypting
technologies of the time-honored cryptography are generally employed to shelter data safety extensively [1].
Cryptography is used to send and receive encrypted information which can be decrypted only by the sender or
receiver. This technique is mainly used to store and transmit the data in an appropriate manner that can be read
and processed only by the intended person. In the cryptography process, encryption is the conversion of
plaintext (ordinary text or clear text) into cipher text and the reverse process is called decryption and the people
who are working in this domain are called as cryptographers. With the emergence of multimedia applications,
there is a huge demand for transmission and secured storage of information. So security is indispensable for
proper data protection. If the information is protected, the intruders may not be able to distort the data. It
becomes challenging to transmit the data in a secured and proper manner. Cryptographic techniques afford the
confidentiality and security by reducing the prospect of adversaries [2]. Unlike traditional cryptographic
methods such as Data Encryption Standard (DES) scheme and Advanced Encryption Standard (AES) scheme,
the Visual Cryptography (VC) scheme provides fast decryption without any complex computation [3]. Visual
Cryptography (secret sharing scheme) is a modern cryptographic technique used to share the secret data in a
secure pattern, maintained with utmost confidentiality. A sender transmits the secret data which is divided into
shadows and it holds hidden information. When all of these shadows are aligned and stacked together, it tends to
expose the secret data information to the receiver [4]. The main role of VC scheme is to encrypt the secret data
with the help of partitioning process. The private message cannot be revealed by the help of some split data’s.
The original image requires all split data’s to be revealed. The process of visual cryptography is to divide an
image into prearranged number of parts and then without any computation or algorithm, the secret data can be
revealed by aligning and stacking together [5]. Another, secret sharing scheme is Visual Secret Sharing (VSS),
based on the (k-n) threshold concept. This method works out of n shadow with any k or more reconstructed
shadows to retrieve the original secret by superimposing the shadows that eliminates complex computations [6].
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Il. RELATED WORKS

Amitava Nag et al. proficiently put forward a new (k, n) secret sharing scheme [7] with the help of Boolean
operations. In this scheme, n-k shares are lost, secret image could be recovered using remaining k shares. The
restored image is lost in case if k<n and lossless when k=n. Moreover, reconstruction complexity is of low
means O(k) and expressed better fault tolerance property than other schemes.

Tzung-Her Chen et al. developed an algorithm [8] for (n+1, n+1) multi-secret sharing using XOR operations. In
this scheme, ‘n’ original data (image) is encoded into ‘n+1" meaningless shadow images and need all n+1 share
to restore all n secret images. Moreover, extra random matrix is used to create shared images. This advanced
scheme provides some features such as Restoration of original image in lossless manner, absence of pixel
expansion problem and also no codebook required. Computational cost is O(m)for n secret images.

Xuehu Yan et al. have suggested a (k, n) threshold VSS method [9] that depends upon the RG with AND and
XOR operations to accomplish a non-destructive recovery. If less than ‘k’ shadow images are collected,
information of the secret image cannot be revealed. This scheme has good features such that no pixel expansion,
no codebook required and reconstructed image is lossless.

Gyan Singh Yadav et al. proposed a multi-secret sharing scheme [10] based on the capabilities of bit-plane
flipping and Boolean operations. In this scheme, two levels of encryption are performed. The first level is
flipping some of the bit planes in circular order that makes it random. Further, to improve the security, another
level of encryption is performed by using XOR. This scheme successfully completes the objective with two
layer security, no pixel expansion problem; lossless retrieval of secret image and also no codebook is needed.

Sachin Kumar et al. have developed the method [11] for threshold VSS using Boolean operations. In this
method two algorithms are designed to encode a plain image into ‘n’ unmeaning shares. Thus, no confidential
data is retrieved by exclusive OR of any k-1 or less shares, otherwise the data is revealed. This scheme is the
extension of Boolean basis of non-threshold VSS into threshold VSS with the achievement of no pixel
expansion problem. The benefits of this scheme includes no codebook requirement, no alignment required
during decoding process and also encoding binary, gray mode or color images.

111.PROPOSED SECRET IMAGE SHARING SCHEME

The original secret holder is secret image which is classified into ‘n’ transparencies and distributed into ‘n’
dealers. If all the ‘n’ transparencies are together only, one can reveal the original secret image. This is general
idea behind the image sharing scheme. The proposed image sharing scheme suggested that the following
procedures. Initially, the secret color image is distorted into three grayscale images (also matrix format) based
on its color components. Generate distinct random matrix with the size of the secret image size. After that,
XOR operation is performed with random matrices and color component matrices to create the transparencies as
separately. Here, qualities of the transparencies image are varied due to mainly the random matrices and so the
random matrices values are optimized with the help of proposed ACO Algorithm. To evaluate the strength of
the proposed scheme the sequence of investigations such as statistical and security assessments are carried out
on the transparencies. The entire process of proposed methodology is depicted in the following diagram.

A. Ant Colony Optimization (ACO) Algorithm

In computer science and operations research, the ant colony optimization algorithm (ACO) is a probabilistic
technique for solving computational problems which can be reduced to finding good paths through graphs [12].
The ACO algorithm is one of the most competent methods that indicate the main aspects of state transition rules
and pheromone modernize devices. In each iteration, colonies of ants are sent to a particular place for solution.
Each ant works steadily in their state transition rules. Suppose, if an ant completes a work, then the pheromone
modernized begins to search another ant with similar strength. But it significantly reduces the opportunities and
changes the search methodology.

B. Transparency Images Generation Algorithm

The secret image represents ly«,. Here | indicates the pixels values of the secret image (where h=height,
w=width). The RGB color component pixel values are extracted from the secret image.

Ihxw=> R +G;+B,

Get the pixel value and then generate sum of ‘n” random numbers which are lesser than the pixel value for
individual color component.

If Rt,1y = 150 for red component, then generate 4 random numbers (if transparency=4) such as 40,80,20,10.
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The process repeated until last pixel values reached to create four matrices and it is considered as basic
matrices. Then generate random (key) matrices of size hxw as the size of original image. Transparencies are
generated by using Exclusive — OR between key matrices and RGB matrices. Transparencies PSNR values are
calculated and the value is considered as initial fitness. Every time the fitness value is compared with other
solutions and this process is iterated until optimal key values are obtained using ACO algorithm. Finally good
and improved transparencies are obtained from the proposed ACO algorithm.

Proposed Ant Colony Optimization (ACO) Algorithm
Step 1: Initialize the solution H,

Step 2: Find the fitness value (F;)

F, =PSNR +CC
Step 3: Based on the fitness find Probability transition matrix

pe_ (Tij )a (77ij )ﬂ
J Z(Tij )a (ﬂij)
Step 4: Update pheromone and Evaporation pheromone
S
T :(1_:0)*Tij +ZATHC
C=1

Where, p = pheromone evaporation rate, S = number of ants
Az = is the quantity of pheromone laid on edge (i, j) by c"ant
Step 5: Find the fitness for H_ from pheromone evaporation
If (Hnew) > f (HI)
Step 6: Store the best solution so far attained

Iteration=Iteration+1
Step 7: Stop until optimal key matrix is attained

C. Transparency ImagesRregeneration Algorithm

RGB color components pixel values are extracted from the transparencies. Then XOR operations are
performed between the transparency and Optimal key matrices for individual color components to retrieve basic
matrices. All basic matrices combined together to retrive the secret image color components individually.
Finally retrieve the secret image (Ihxw),

Ihxw=Y S +S,+S,

IV.RESULTS AND ANALYSIS
A. Experimental Results

Different test images are used to evaluate the performance of the proposed secret image sharing scheme. This
process considers 2 test images [14] such as the Barbara (imagel) and Tiffany (image 2) images are used. The
experimental result from the implementation of the proposed scheme, the original secret image and its
transparency images and decrypted secret image of the Barbara and Tiffany image is represents in the Figure 1
and 2.

~ (b)
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Fig. 1. Results of the Barbara (a) Secret image (b, €) Transparency Images (f) Transparencies to Reconstructed Image;

@ | ) (f)

Fig. 2. Results of the Tiffany (a) Secret image (b, e) Transparency Images (f) Transparencies to Reconstructed Image;

B. Performance Analysis
The performance of the proposed scheme is analyzed by using the PSNR value in all images.

1) Peak Signal to Noise Ratio (PSNR): The signal, here, represents the original data, and the noise relates to
the flaw triggered by the compression. While analyzing and contrasting the compression codec’s, the PSNR
constitutes an approximation to human insight of modernization excellence. Even though a superior PSNR
usually reveals the fact that the modernization is of superb quality, though there are exceptions to this trend.
Therefore, it is highly essential to take utmost care regarding the extent of validity of this metric.

TABLE I. PSNR (in db) Values for Different Sample Images

Image Name PSNR

Transparencyl | Transparency2 | Transparency3 | Transparency4
Barbara 6.31 6.78 6.09 6.98
Tiffany 7.27 7.74 6.87 7.45

In table 1, the proposed scheme with their PSNR is employed for various sample test images. When the
PSNR value is compared for the original image with encrypted image, the PSNR is low which yields better
encryption quality. It is clear that the PSNR values are 6 to 8, which shows low PSNR value, it represents better
encryption quality with high security of the secret image.

2) Comparative Analysis: Table 2 shows a comparison between proposed ACO algorithm based secret
image sharing scheme and existing scheme [15] (without optimize the key matrix) based on significant
parameter of PSNR values.
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TABLE II. Comparison of PSNR values of Proposed Schemes with Existing Schemes

Image Name | Proposed ACO for SIS Scheme | SIS Scheme

Barbara 6.54 8.49
Tiffany 7.33 8.45

From the table above, the PSNR value of proposed method remains lower than existing SIS scheme. The
transparency qualities are improved by using the proposed scheme with assist of ACO Algorithm. It noticeably
shows that the proposed method provides the best security scheme when compared with the existing scheme.

V. CONCLUSION

In this paper an optimized secret image sharing scheme based on ant colony optimization algorithm is
presented. In the existing secret image sharing schemes, transparencies are generated with aid of random
matrices. The resultant transparency quality and security depends on only those random matrices. This is one of
the main drawbacks of the existing schemes. This issue is resolved by using optimization algorithm. In this
proposed method optimal random key matrix is generated with help of ACO algorithm. The performance and
comparative analysis of the proposed scheme, which shows that the effectiveness of the proposed scheme. So
this approach possesses excellent potential for secret image sharing schemes.
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