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Abstract— With the rapid development in the digital world, the authentication and protection of the 
data i.e. audio, image, video, is one of the major problem in the present era. Digital watermarking is the 
technique to provide copyright protection of the data. In past and in recent years many algorithms or 
schemes have been introduced for copyright protection of images. Among which few are unable to 
recover the original image after embedding the watermark i.e. the image get distorted during extraction 
of watermark. And few schemes are reversible in nature. In this paper, we proposed a watermarking 
scheme in discrete wavelet transform (DWT) domain, which is not only reversible in nature but also 
robust against various attacks in providing copyright protection of images. In the proposed scheme, 
watermark is embedded at third and fourth level DWT and extracted watermark is compared with 
original watermark. Watermarked image is attacked by various types of attacks to check the invisibility, 
robustness & effectiveness of the scheme. Watermark is extracted from the attacked watermarked image 
and then compared with original watermark based on normalized correlation to validate the proposed 
scheme of providing reversibility in digital watermarking. It is useful in various real time applications 
such as: copyright protection, broadcast monitoring, content archiving, digital fingerprinting, etc.   

  
Keywords— Digital watermarking, 3-Level DWT, 4-Level DWT,  Discrete wavelet transform, copyright 

protection. 
 

I. INTRODUCTION 

 In comparison to traditional analog media, digital media is becoming more popular with invention of high 
speed processor. Digital media can be stored, duplicated and distributed without loss of fidelity unlike analog 
media [1]. Digital content that have been used in a network environment are easy to be duplicated, so 
enforcement of digital copyright protection is an important issue [2].  Digital watermarking solves the problem 
of copyright protection by watermark embedding in digital data, such as image [3]. The watermark embedded in 
digital works must have the following important features to be called digital watermarking: 

1) Invisibility: The process of digital watermark embedding in the image does not distort the quality of image. 
The embedded watermark must be invisible after the embedding process in the image. Generally, in practise our 
subjective feeling is used to observe the invisibility of the embedded watermark. We can assume the watermark 
transparency and invisibility by our human senses, whether it contains a watermark or not. 

2) Stability (robustness): Digital signals sometime go through intentionally or unintentionally 
transformation like filtering, noises and many attacks during dissemination processes. The embedded 
information i.e. watermark must have some stability against such operations or transformations. 

3) Security: Anti-interference ability should be possessed by digital watermark against various attacks, due to 
which unauthorised person may find large difficulty in copying or modifying it.  In other words, any third 
person who is not authorised to access the data i.e. image, cannot read and detect the embedded information. 

4) Effectiveness: Effectiveness of the scheme or algorithm for watermark extraction will be validated only 
when, it will be simple and fast [4]. 

As per the domain in which the embedding of watermark will be done, the watermarking techniques are 
classified into two categories such as: spatial domain techniques and transform domain techniques [5-6, 9-15, 
19-20]. In comparison to transform domain techniques, the spatial domain techniques are simple but they are 
very less robust against many attacks [5-6]. Some transform domain techniques used for watermarking are 
discrete cosine transform (DCT), discrete wavelet transform (DWT), discrete Fourier transform (DFT), etc. In 
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comparison to spatial domain algorithm, the watermark information embedded in the transform domain more 
evenly distributed, by spreading to all the pixels in the original image, which will be favourable in ensuring the 
invisibility of the watermark. In transform domain algorithm the more information can be embedded without 
degrading the quality of the image. Watermark algorithm based on transform domain has many advantages in 
comparison to spatial domain because of its excellent performance [4]. Among the various transform domains 
techniques, wavelet based techniques are more popular because of its excellent frequency localisation properties 
[5]. Digital watermarking technology involves various image processing concepts and mathematical tools. It 
becomes very complex situation while using the ordinary programming tools for the implementation of the 
schemes. So MATLAB is one of the best tools for the digital watermarking scheme [8]. Many researchers in 
different fields are now using digital watermarking technique in various applications [21]. In past and in recent 
years many algorithms or schemes have been introduced for copyright protection of images [1-6, 22-27]. 
Among which few are unable to recover the original image after embedding the watermark i.e the image get 
distorted during extraction of watermark [6]. All these algorithms have various advantages with some 
limitations. In the proposed scheme, watermark is embedded at third and fourth level DWT to increase the level 
of security, so that it is difficult for unauthorized person to detect the embedded watermark along with its level 
and subband of the DWT. In this paper performance of 3rd and 4th level of the DWT reversible digital 
watermarking is evaluated. The very first and important rule of digital watermarking is its invisibility feature. 
For its justification, histogram of both host and watermarked images are compared on the basis of distribution of 
various pixels of various intensities. Also, it is observed that watermark is invisible after embedding in host 
image by human perception of visualization. The invisibility criteria are not the only features required in digital 
watermarking. Second feature is the reversibility. For the validity of the reversibility feature, the extracted 
watermark image is compared with the original watermark image on the basis of normalized correlation (NC) 
value. If the NC value between the watermarked and the host image is equal to 1, then the watermark embedded 
in the particular level of the DWT is reversible and not distorted during its extracting process from the 
watermarked image. Robustness or stability against various attacks is one of the most important required 
features in digital watermarking technique. The watermarked image is attacked by various types of standard 
attacks. Then watermark is extracted from attacked watermarked image and compared with original watermark 
based on NC value to validate the proposed scheme of providing robustness in digital watermarking. If NC 
value is greater than 0.5 it shows the similarity between two images. Maximum value of NC can be 1. It is very 
much essential in various real time applications.   

II. DISCRETE WAVELET TRANSFORM 

The Discrete wavelet transform depends on wavelets. It is helpful in observing the image in various 
frequency components at distinct frequency levels. Discrete wavelet transform (DWT) is a multi-resolution 
representation of an image [7]. 

The DWT can be implemented as a multistage transformation. Wavelet transform divides the image  into 
horizontal, vertical, diagonal, and low frequency subbands. Low frequency part which contains the maximum 
information of the image, known as the approximation subband and the other parts are called the detail subband. 
At first level in the DWT an image is divided into four sub-bands denoted as LL, LH, HL, and HH domain, 
where LH, HL, and HH symbolizes the high frequency wavelet coefficients and LL symbolize low frequency 
wavelet coefficients. The decomposition process continues in the LL subband as per the required application. To 
maintain better image quality, high frequency subbands are more suitable  for watermark embedding, as human 
eyes are much more sensitive to the low-frequency part (the LL sub-band) [16,19]. 

Process of wavelet decomposition can be expressed in the following form: [17]  
                         
௧ܯܿ                     = ௧ାଵܯܿ + ሻݔ௧ାଵሺܪܿ + ሻݕ௧ାଵሺܪܿ +  ሻ                                          .................(1)ݖ௧ାଵሺܪܿ

 where ܿܯ  shows the low frequency part i.e. approximation part of the image and ܿܪሺݔሻ, ܿܪሺݕሻ and ܿܪሺݖሻ  show the higher frequency parts i.e. horizontal, vertical and diagonal part of the image in higher 
frequency region. The variable 't' represents the level of decomposition. In general, we represent high frequency 
bands like HH, LH and HL subbands. For further steps, there will be decomposition of  ܿݐܯ as ܿܯ௧ାଵ  and so 
on as per the applications.  The large coefficients normally indicate edges in the image in these bands. Therefore, 
the DWT understands the human visual system [18]. 

III. THE PROPOSED SCHEME 

The proposed scheme is elaborated in this section. In general, a scheme of watermarking includes two main 
stages such as watermark embedding stage and watermark extraction stage. The proposed scheme includes both 
the stages to provide invisibility, reversibility and robustness features. The proposed scheme has used grayscale 
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images. One image is used as host image and other one as watermark image. It is found from the reported 
literatures that the. LL subband is not suitable for watermark embedding. As the LL subband is a low frequency 
subband and it contains maximum information of the image which is distorted by embedding the watermark in 
this subband. The HH subband contributes insignificantly towards signal energy and contains finer details. 
Hence, embedding of watermark in this region will not affect the perpetual fidelity of the image [11]. In the 
proposed scheme, watermark is embedded at third and fourth level DWT to increase the level of security, so that 
it is difficult for unauthorized person to detect the embedded watermark along with its level and subband of the 
DWT. 

 

A. DWT at 3rd and 4th level 

In proposed scheme the embedding of watermark is done in the HH subband in 3rd and 4th level of the DWT 
as shown in the Fig.1 and Fig. 2 respectively. The proposed scheme is described in the section B. To check the 
invisibility feature of the scheme, histogram of both host and watermarked images are compared on the basis of 
distribution of various pixels with their different intensities and also by human perception of visualization. It is 
observed that watermark is invisible after embedding in the host image. For validation of reversibility feature, 
watermark is extracted and compared with original watermark. And to justify the robustness feature of the 
scheme, watermarked image gone through various attacks, like salt and pepper noise, speckle noise, histogram 
equalization, motion blur, gamma intensity transformation, scaling (multiply and divide), etc. 

B. Steps involved in the proposed scheme 

The proposed scheme can be described as follows: 
Step1:The grayscale original image i.e. host image decomposes by the DWT till 3rd level for one case and 

4th level for second case. 
Step2:Other gray scale image taken as watermark, and is embedded in HH sub-band of 3rd/4th level of DWT  

by considering key (K).  
Step3:To check the stability of the proposed scheme watermarked image is gone through various attacks, 

which causes some distortion in the watermarked image. 
Step4:Watermark is extracted  from the attacked watermarked image. 
Step5:The extracted watermark image is compared with  the original watermark image on the basis of 

normalized correlation (NC). If NC value closer to 1, it shows the robustness of the scheme. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 

 

 

 

 

 

                           Fig.1. DWT of host image at 3rd level 
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IV. RESULT AND DISCUSSION 

The proposed scheme is tested on grayscale host image of size 512 x 512 pixels and watermark image of size 
64 x 64 pixels for 3rd level DWT and 32 x 32 pixels for 4th level DWT. After DWT at 3rd and 4th level, 
watermark is embedded in the HH subband of that particular level using the key. After the watermark 
embedding stage,  watermark extraction stage is performed as it is the only symbol to authenticate the copyright 
protection of the image and to show the reversibility.  The Haar wavelet is used for the DWT in the proposed 
schemes. All the stimulation is performed in the MATLAB-R2015a. After watermark embedding, the important 
analysis, i.e., invisibility and robustness analysis are performed to validate the proposed scheme in providing the 
copyright protection to the images. 
A. Invisibility and reversibility analysis 

Invisibility feature of proposed scheme is validated, as the watermarked and original host image seems to be 
similar as shown inFig3, Fig 5 and  Fig 8. It shows that there is no visual difference between original watermark 
and extracted watermark, as both the images i.e. host and watermarked are looking similar as per the human 
visualisation. For further justification of invisibility feature, the histogram between host and watermarked image 
for both 3rd and 4th level of DWT is found to be similar as shown in Fig10-12. 

For reversibility analysis, extracted watermark shown in Fig 6 and Fig 9 is compared with original watermark 
shown in Fig 4 and Fig 7 respectively with the help of the NC values. The NC values can be computed between 
original watermark and extracted watermark as follows: 

                                                                         
ሻܥሺܰ ݊݋݅ݐ݈ܽ݁ݎݎ݋ܥ ݀݁ݏ݈݅ܽ݉ݎ݋ܰ    = ∑ ∑ ௐሺ௫,௬ሻ.ௐ೐ሺ௫,௬ሻವషభ೤సబವషభೣసబ∑ ሾௐሺ௫,௬ሻሿ.ሾௐሺ௫,௬ሻሿವషభ೤సబ                             ..............(2) 

 
where ܹሺݔ, ,ݔሻand ܹ݁ሺݕ  ሻare the original and extracted watermark respectively, D is the dimension ofݕ

original and extracted watermark image, (x, y) are the coordinate of pixels of the original and extracted 
watermark. The Table I gives the information of NC values between extracted watermark and original 
watermark which is equals to 1 for both 3rd and 4th level DWT. It shows the watermark embedded in the 
particular level of DWT, is reversible and not distorted during its extraction process from watermarked image. 

 

 

                     Fig. 2. DWT of host image at 4th level 
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B. Robustness analysis 

To validate this feature, watermarked image is attacked by various types of attacks such as contrast attack, 
salt and pepper noise attack, scaling (multiply and divide) attack, speckle noise attack, sharpening attack, motion 
blur attack, histogram equalization attack, Gaussian noise attack, gamma intensity transformation attack, 
wavelet transform attack (1 Level DWT). For the evaluation of robustness of the proposed scheme, all these 
attacks are applied on the watermarked image at 3rd/4th Level DWT, which produces distortion in the 
watermarked image. The attacked watermarked image and extracted watermark image at 3rd and 4th level DWT 
is shown in the Fig 13-34. Again the extracted watermark from the attacked watermarked image is compared 
with original watermark based on the NC values. To check the similarity between original watermark and 
extracted watermark, the NC value is calculated.  

 
 
 
 
                                                                             
 
 
 
              
                                                                               
 
 
 
 
                                                                          
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
The Table II compares the proposed scheme at 3rd and 4th level of DWT on the basis of NC values. 

Experimental results show the proposed scheme is robust against various attacks, as NC values are closer to 1 in 
every attack. Experimental results validate the proposed scheme in providing invisibility, reversibility and 
robustness in digital watermarking for copyright protection of images that is beneficial in various real time 
applications.  The experimental results also concludes, the proposed scheme is more robust at 4th level of DWT 
in comparison to 3rd level DWT.  

 

Fig. 5. Watermarked Image (3rd level DWT) 

Fig. 3. Host Image 

Fig . 4. Original watermark ( 3rd level DWT) 

Fig . 6. Extracted watermark ( 3rd level DWT) 

Fig. 7. Original watermark (4th level DWT) 
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Fig. 8. Watermarked Image (4th level DWT) 

Fig.  9 Extracted watermark (4th level DWT) 

        Fig. 10. Histogram of Host Image         Fig. 11. Histogram of Watermarked Image (3rd level DWT) 

        Fig. 12. Histogram of Watermarked Image (4th level DWT) 
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TABLE I 

 NC VALUE AT 3RD AND 4TH LEVEL DWT BETWEEN  
ORIGINAL WATERMARK AND EXTRACTED WATERMARK 

 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Level Normalised  Correlation 

3rd 
4th 

1 
1 

Fig. 14. Extracted watermark  after salt and pepper attack 
(density=0.015, 3rd level DWT) 

Fig. 15. Extracted watermark  after scaling attack  
(multiplied with constant=0.8, 3rd level DWT) 

Fig. 16. Extracted watermark  after scaling attack  
(divided by constant=0.8, 3rd level DWT) 

Fig. 17. Extracted watermark  after speckle 
noise  attack (variance=0.01, 3rd level DWT) Fig. 18. Extracted watermark  after sharpening  attack 

                             (3rd level DWT) 

Fig. 19. Extracted watermark  after motion blur  attack 
(length =2 pixel and angle =950, 3rd level DWT) Fig. 20. Extracted watermark  after histogram     

equalization  attack (3rd level DWT) 

Fig. 22. Extracted watermark  after gamma intensity 
transformation attack (gamma =0.7, 3rd level DWT) 

Fig. 13. Extracted watermark  after contrast attack 
(3rd level DWT) 

Fig. 21. Extracted watermark  after Gaussian noise  
attack (variance=0.001, 3rd level DWT) 
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Fig. 23. Extracted watermark  after DWT     
attack (level=1, 3rd level DWT) 

Fig. 24. Extracted watermark  after contrast 
attack (4th level DWT) 

Fig. 26. Extracted watermark  after scaling attack 
(multiplied with constant=0.8, 4th level DWT) 

Fig. 27. Extracted watermark  after scaling attack 
(divide by constant=0.8, 4th level DWT) 

Fig. 28. Extracted watermark  after speckle noise  
attack (variance=0.01, 4th level DWT) 

Fig. 32. Extracted watermark  after Gaussian noise  
attack (variance=0.001, 4th level DWT) 

Fig. 33. Extracted watermark  after gamma intensity 
transformation attack (gamma=0.7, 4th level DWT) 

Fig. 29. Extracted watermark  after sharpening 
attack (4th level DWT) 

Fig. 31. Extracted watermark  after histogram 
equalization  attack (4th level DWT) 

Fig. 34. Extracted watermark  after  DWT attack 
(level=1, 4th level DWT) 

Fig. 25. Extracted watermark  after salt and pepper 
noise attack (density=0.015,4th level DWT) 

Fig. 30. Extracted watermark  after motion blur attack 
(length=2 pixel and angle=950, 4th level DWT) 
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                TABLE II 

                         COMPARISON BETWEEN 3RD AND 4TH LEVEL DWT WATERMARKING ON THE BASIS OF NC 
                       VALUES BETWEEN ORIGINAL WATERMARK AND EXTRACTED WATERMARK 

 
Attacks NC value at 3rd level DWT NC value at 4th level DWT 

Contrast 0.9161 0.9442 
Salt and 

pepper noise 
Density = 0.01 0.7831 0.8070 

Density = 0.015 0.7365 0.7791 
Density = 0.02 0.6765 0.7186 

Scaling 
(Multiply) 

 

Constant = 0.09 0.9342 0.9488 
Constant = 0.085 0.8940 0.9140 
Constant = 0.08 0.8309 0.8884 

Scaling 
(Divide) 

 

Constant = 0.09 0.9332 0.9465 
Constant = 0.085 0.8897 0.9070 
Constant = 0.08 0.8701 0.8674 

Speckle Noise 
Variance = 0.01 0.6324 0.8512 

Variance = 0.015 0.6183 0.7884 
Variance = 0.02 0.6040 0.7581 

Sharpening 0.9540 0.9977 

Motion Blur 
 
 
 

Length = 2   
Angle 900 0.8370 0.9977 
Angle 950 0.8713 0.9977 
Angle 1000 0.8713 0.9977 

Length = 3   
Angle 900 0.6397 0.9907 
Angle 950 0.6048 0.9860 
Angle 1000 0.5594 0.9860 

Histogram equalisation 0.8560 0.8721 

Gaussian 
Noise 

Variance = 0.001 0.6446 0.9163 
Variance = 0.005 0.5876 0.7233 
Variance = 0.01 0.5607 0.6860 

Gamma 
intensity 

Transforma- 
tion 

Gamma = 0.7 0.8934 0.9488 
Gamma = 0.8 0.9461 0.9721 
Gamma = 1.2 0.9602 0.9860 
Gamma = 1.3 0.9246 0.9651 

Wavelet transform 
(Level 1 DWT) 

0.8235 0.8233 

 

V. CONCLUSIONS 

 A reversible invisible digital watermarking scheme is proposed in this paper to provide a copyright 
protection to digital images. The watermark embedding and watermark extraction are done in the discrete 
wavelet transform domain. In the proposed scheme watermark was embedded in HH subband at 3rd/4th level of 
DWT. To check the invisibility, histogram of both host and watermarked images are compared on the basis of 
distribution of various pixels with their different intensities and also by human perception of visualization. It is 
observed that watermark is invisible after embedding in host image. The reversibility feature is validated by 
comparing the extracted watermark with original watermark image on the basis of the NC values. And to check 
the robustness of the proposed scheme, various attacks are performed on the watermarked image. The extracted 
watermark is compared with original watermark on the basis of the NC values. It is observed that  the NC values 
are closer to 1 in every attacks. Experimental results show that proposed scheme has ability to resist against 
various attacks. The  performance evaluation of the proposed scheme are done by comparing the watermarking 
at 3rd and 4th level DWT, which gives the result in favour of 4th level DWT. At the 4th level DWT, the 
proposed scheme is more robust against various attacks. The proposed watermark extraction algorithm is simple 
and fast. It is also fulfilling the required feature for digital watermarking effectively. However, the scheme 
proposed in this paper cannot be applied directly on colour images. In future work, more effort will be given on 
this particular issue. 
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