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Abstract : 
Security plays a vital role in  Cloud Computing Services.  Public Key Encryption is the mostly used method to 
provide security that  needs sharing  the public keys and  digital certificates. Securing the data and resources in 
the Cloud is a difficult task. If the security method adopted in cloud environment is not understandable by the 
user, then the user may leave the service or application. So an easy-to-use security method is required for cloud 
applications. In this paper we propose the light weight  Secure  Framework for  Applications of Cloud 
Environment using Identity Based Cryptography that  overcomes  the problems of  existing security approaches.  
A mail application is developed to demonstrate the simplicity of proposed approach using Identity-Based 
Cryptography. Our approach allows several domains to execute independently and clearly depicts the 
complexity involved in Certificate Based Infrastructures and encourages the use of novel Identity-Based 
Infrastructure ,which is easy to perform and less complex than the traditional public key algorithms. 
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1. Introduction  
Cloud environment gives the best way to share services , resources and data. But providing the security in 
clouds is a challenging issue. Many service providers provide Cloud Computing Security. The commonly used 
security feature is public key encryption that requires pre-sharing of the public keys and  digital certificates.  It 
is difficult to understand how to  protect the data and resources in the Cloud from a security breach. Thus a 
security approach must be identified that is comprehensible and easy-to-use Identity-based Security 
Infrastructure is proposed. The difficulty  of using the  PKI is managing  the certificates and keys.  

In asymmetric algorithm, public information is used to generate the public keys. So a client can generate the 
public key of others. The parameters such as client identity, client’s position and key validity time are 
considered to generate the pair of keys. In public key cryptography, certificate authority verifies the certificate 
information. In identity based encryption, the trusted authority generates and distributes the key pairs. 

Similar to network-based application, Cloud computing also have certain vulnerabilities in  storage and 
communication.  Providing physical access to the unknown third parties present in the network. In this paper, 
we have proposed the Identity Encryption method. The features of the proposed system are  

i) There is no need for any public key certificate.   
ii) It provides a very secure way of storing and retrieving data in the Cloud.  
iii) Operating Costs were one-fifth of those of Public key systems. 
iv) It requires a simpler infrastructure. 

Thus it is more feasible to implement this security infrastructure in Cloud Environment. 

2. Literature Survey 
After doing a good study , it is clear that only limited  number of attempts have been made to apply Identity-
Based Cryptography to cloud computing . Identity based encryption proposed by Shamir [1] , solves the 
problem of authenticity of keys. 
Asish Kuamr has proposed the cloud computing and security [2]. Cloud Computing provides the services such 
as virtualization and on demand deployment. An efficient security scheme  is required to ensure the integrity of 
data in the cloud environments. A perfect cloud data security and performance is required to ensure the quality 
of services. 
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 The practical and secure Identity-based Public Key Encryption Scheme was presented by Boneh and Franklin 
[3]. They proposed that the key escrow can be circumvented by using Multiple Trusted Authorities. 
 Sai Krishna Parsha and Mohd Khaja Pasha have proposed Enhancing Data Access Security in Cloud 
Computing using Hierarchical Identity Based Encryption [4]. They have  proposed the deployment of data 
access security in cloud environments. Data access is restricted to un trusted users by organizing the users in a 
hierarchical method and the security is achieved by allowing only the trusted users to access the data. 
Schridde and Christian have proposed the identity-based security infrastructure for Cloud environments [5]. An 
identity-based cryptographic approach that does not require a trust hierarchy is proposed. Traditional 
cryptography methods and identity-based cryptography methods are compared towards data transfer rate is 
presented. 
Hongbing, Chunming, Zhenghua and Qingkai1 have proposed Identity Based Encryption and Biometric 
Authentication Scheme for Secure Data Access in Cloud Computing [6]. They proposed  an integrated data 
access approach  for cloud computing that uses parameter setup, key distribution, feature template creation, 
cloud data processing to provide the secure data access control.  
Hongwei Li, Yuanshun Dai and Bo Yang have proposed Identity-Based Cryptography for Cloud Security [7] . 
They presented a Hierarchical Architecture for Cloud Computing (HACC) that uses Identity-Based Encryption 
(IBE) and Identity-Based Signature (IBS).  Authentication Protocol for Cloud Computing (APCC) is presented 
to achieve high performance.  
Lim and Robshaw [8] propose a Dynamic Key Infrastructure for Grids based on Identity-Based Encryption . In 
the same way , Lim and Patterson [9] suggest the use of identity-Based Cryptography as an alternative for GSI . 
Gentry and Silverberg proposed HIBC in [10]  to ease the Private key Distribution problem and improve 
Scalability of the original IBE scheme. 
Cramptom,Lim and patterson  examined how Identity-Based Cryptography can be used to secure Web Services 
[11].  
Lim and Robshaw have presented  the use of IBC in a Grid Security Architecture . They stated that the 
properties of IBC allows the generation of keys that is used as an alternative approach to provide good security 
[12].  

3. Architecture 
3.1. Architecture of the Proposed system: 
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Fig 3.2.1: Architecture of IBC. 

 

 

 

 

 

 

 

 

Fig.1 Architecture of Identity Based Cryptography 

Web Interface layer acts as a mediator between the user and database and also between the user and the Third 
Party Server. This displays how the Identity based encryption secures the data that is stored in the cloud. Private 
key Generator acts as a middle layer between the Cloud and the user .This is also called as Trusted Authority 
(TA),since the user must trust this generator for secure transactions.  
3.2 Components of Identity Based Encryption   
The components of Identity Based Encryption is shown in the Fig.2 
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Fig.2 Components Identity-Based Cryptography  

3.3 Design of a secure mail application using Identity based cryptography  
Algorithm:  
            i)Record the User information. 

ii) Create new Identity. 
iii) Record Identity details. 
iv) Encrypt the Message. 
v) Send to the Intended user. 
vi) Check Identity Availability. 
vii) Receive the cipher text mail. 
viii) Decrypt the message. 

The following Fig.3 shows the detailed steps in encryption and decryption process. 

 
Fig.3 Encryption and Decryption Process 

4. Implementation of Identity Based Cryptography  
4.1 Generation of Public Shared parameters (PSP) 
Algorithm  : Extended Euclidean Algorithm is used to find the inverse of e mod n. 
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Input       :  Two large prime numbers[p,q]. 
Output       :  Public Shared Parameters  

 
Fig.4  Generation of Public Shared Parameters  

4.2 Generation of  Public Key Generation  
          
           Algorithm  : Generation of Public Key  
           Input           :  Identity and hash algorithm type. 
            Output      :  Hash Value of Identity/User Public Key. 
 
   Public key is generated using only the user’s identity by creating a hash value using SHA 256 or SHA 512 
algorithm       

 
 4.3   Encryption Process 
 
   Description :To encrypt the message using the User Public Key.                           
            Input           :  Message  
            Output        :  Encrypted text/Cipher text. 
 
The formula used for encryption process  
                 C = ࡴࢋࢍࢇ࢙࢙ࢋ࢓ሺࢊ࢏ሻ mod n  ,where H(id) is the Hash Value of Identity. 
 

    Fast Modular Exponentiation algorithm is used to do modular exponentiation  
 
     Fast Modular Exponentiation algorithm is extremely efficient and is very useful in our work relating to 
public key and elliptic curve cryptography: 
Input    :  An integer base c,an integer exponent x and an integer modulus m>1. 

Output  :  A nonnegative integer a,m that satisfies a=ܿ௫(mod m). 
Step 1 : Use Algorithm 1 to create the binary expansion of the exponent x : 

 ሾ݀௞d୩ିଵ…݀ଵ ݀଴](base 2)~ݔ                  

Step 2 : Repeatedly square the number c(mod m) as we run through the binary digits ݀௞ of x ,including the 
result in the cumulative product only when  ݀௞=1 . 
                 Set a=1 <Initialize cumulative product a> 
                 Set s=c (mod m) <Initialize squaring> 
                 FOR  k=0 TO K 

                     IF ݀௞=1 
                                 Update a a*s (mod m) 
                      END <IF> 
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                    Update sݏଶ(mod m) <Squaring need not be done when k=K> 
                  END <k FOR> 
Step 3 : Output : a 

 
Fig.5  Encryption 

   4.4 User Private Key Generation. 
            Description         :To generate User Private Key using PSPs.                           
            Input                  : PSPs and Hash value of Identity . 
            Output               : User Private Key. 

                User Private Key, d=[ ࡴሺࢊ࢏ሻି૚ mod phi]mod n    , 
                         where n and phi are the Publicly Shared Parameters. 

 
Fig.6 User Private Key Generation 

4.5  Decryption 
Description      :  To decrypt the message using the User Public Key.                           

         Input               :  Ciphertext and User Private Key . 
         Output            :  Original message. 

Decrypt ,M = ࢊ࢚࢞ࢋ࢚࢘ࢋࢎ࢖࢏࡯ mod n    ,where d is the User Private Key. 
The same Fast modular Exponentiation algorithm is used. 

 
Fig.7 Decryption 

5. Design of secure mail application using identity based encryption  
To demonstrate the proposed system a e mail application SCRIBE (SeCuring Resources using Identity-Based 
Encryption) is developed using the identity based encryption. 
5.1  Identity Creation Page : 
 The user can create a new Identity or use existing Identity by choosing one item.The identity will be 
immediately PostBack to the server for checking its Availability as shown below: 
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Fig.8 Identity Creation 

Here the user selects “Create New Identity” and enters some existing identity, so a message is displayed that it 
already exists. 
5.2 Use Existing Identity 
If the user chooses “ Use Existing identity” and gives a new identity,it should immediately postback to the 
server and check the availability and display a message if it doesn’t exists :  

 
Fig.9  Use Existing Identity 

5.3 Using Calendar as the validity of Identity 

 

 

 

 

 

Fig.10 Selecting Validity date for the Identity 

5.4 Sending mail 
Once Encryption is done, the interface will ask the user to provide the receiver’s email id to send the message . 
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Fig.11 Sending the mail using encryption 

5.5 Decrypt the content of email  
After receiving the encrypted message ,decryption is applied to convert the cipher text back to original message. 

 
Fig.12 Decrypting the content of mail 

6. Conclusion 
                  In this paper, an efficient and light-weight Security frame work for Applications of Cloud 
Environment using Identity Encryption method was discussed which overcomes the problems faced by 
Certificate-based security. A mail application is developed to demonstrate the simplicity of proposed approach 
using Identity Based Cryptography. This approach indicates that an alternative secure framework can be 
developed for the applications of cloud environment that offers easy to use infrastructure rather than certificate 
based cryptography.  
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