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Abstract - As we all know that IT is critical to business growth as it enables business model to scale and 
enhances the ability of the organization to successfully manage the complexity of the organization and its 
various processes. This paper attempts to review the CIO’s role in increasing and maintaining the 
competitive advantage of the company. The paper discusses the functional and technical scope of the 
CIO’s role based on the operating model, enterprise architecture and IT engagement model. The paper 
further discusses about how the role of CIO has evolved in recent years and continues to evolve even 
further keeping in mind the complexities of the business and its processes. Finally, the paper discusses 
about how CIOs need to step up to make a constructive effort in the era of constantly evolving 
technological landscape and make an impact in improving the operational efficiency of the company. 

Keywords: CIO’s role, operating model, enterprise architecture, IT engagement model, IT innovation, IT 
security risks. 

Introduction 

According to a recent International Study (Pose, 2011), IT is critical to business growth as it enables 
business model to scale and enhances the ability of the organization to successfully manage the complexity of 
the company and its various processes. Companies, whose businesses processes are scalable, are more likely to 
overcome obstacles to growth and quickly capture the business opportunities that may come across it and are 
easily able to differentiate from the competition. These companies have employed technology in their business 
processes so that they can efficiently and reliably execute the core operations of the company. Business 
processes and decision-making systems are inevitably linked with myriad ways. “IT is consistently correlated to 
changes in the way people work and how their performance is measured, controlled and reported” 
(Brynjolfsson, 2003, n.a). Even as companies “attempt to hire more skilled and educated workers, they must 
also make organizational adaptations to distribute information processing tasks” (Brynjolfsson, 2003, n.a). 

Many companies have used IT to gain competitive advantage but defining, measuring and maximizing the 
value remains incredibly tough. Analysing their approaches to IT enabled practices in their organization enables 
us to show how such practices can improve economic performance. At a time, “when costs are continually being 
squeezed, there is more pressure to demonstrate the business value of technology” however different business 
sectors are continuously adopting the cultural change from the costs of IT to the value of IT at increasingly fast 
changing rates (Computerweekly.com, n.d). This foundation and later transformation process makes the role of 
new CIO extremely crucial and indispensable for creating organization’s road map to harness IT resources for 
all business resources and its transformation by overcoming numerous barriers such as rigid processes, 
technology infrastructures that are not aligned with agile engaging customers. As IT costs are coming down, the 
pressure to show the value of IT is increasing. For this reason, the role of CIO in communicating the value of IT 
to all its stakeholders becomes incredibly important in emphasizing operations while aligning it with business 
objectives, using metrics to see how business is performing and what steps needed to be taken to improve the 
performance of business in addition to teaming on strategy and getting staff comfortable on the use of IT in 
business (CIO Executive Council, 2009). 

Functional And Technical Scope of CIO’s Role 

The scope of the position of the Chief Information Officer, or CIO, may vary depending on the size of the 
enterprise. This role has emerged from an information technology (IT) position to one that encompasses 
developing the IT strategic policies to ensure that the computer systems have the capability to assist the 
enterprise in attaining its objectives and goals. In some enterprises, the CIO is a member of the Board and 
participates as a contributor in formulating the strategic goals. The CIO also educates the members of executive 
management and the employees in topics concerning the business value and potential risks associated with IT. 
The CIO bears the responsibility of ensuring that the IT needs of the enterprise are met to provide business 
continuity in all related areas and, when the enterprise is large enough, the CIO delegates certain responsibilities 
to other staff members, such as desktop technicians and network administrators (Rouse, n.d.). 
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Hence CIO is the key driver of the most companies. In order to be the key driver of such transformational 
changes, CIOs have to focus on the following three key disciplines: 

An Operating Model (Ross, Weill, & Robertson, 2006) 

It is the necessary level of business process integration and standardization for delivering products and 
services to customers. Integration forces a common understanding of data across various business units and 
process standardizations create efficiencies across business units. There are four types of operating model as 
given below: 

Diversification.  Business units in diversified companies offer different products and services to different 
customers with limited control of central management over these business units. 

Coordination.  A coordination company share one or more of products, customers, suppliers or/and 
partners and may include integrated customer service, transparency across supply chain processes and cross 
selling. 

Replication.  Replication model grants autonomy to business units but runs operations in a highly 
standardized fashion and is dependent on global innovation for the overall company and on the efficiency of all 
business units. 

Unification.  The unification companies are tightly integrated around a standard set of processes by 
integrating data and driving variability out of business processes thus maximizing customer service and 
efficiency. 

Enterprise Architecture (Daniel, 2007)  

The CIO is responsible for aligning a business's strategic vision with its information technology in order to 
develop and implement the enterprise architecture (EA). As the corporate environment has expanded to often 
encompass international entities, it is imperative to provide cohesive solutions to ensure business continuity. As 
such, the CIO must be able to differentiate between various types of learning in order to ensure the relative 
consistency between various technological artefacts in addition to having the ability to maintain this consistency 
in the event of changing learning types. Companies go through four stages in learning about how to use 
enterprise architecture approach in designing business processes as given below (Ross, Weill & Robertson, 
2006): 

Business Silos.  Companies look to maximize individual business functional needs. 

Standardized Technology.  Provides IT efficiencies through technology standardization. 

Optimized Core.  Provides company-wide data, process, and standardization as appropriate for the 
operating model. 

Business Modularity.  Companies manage and reuse loosely coupled IT-enabled business process 
components to preserve global standards while enabling local differences. 

These learning types are obtained through the knowledge and skill sets of the various individuals that 
contribute to the development of the EA as it applies to the objectives of the enterprise. This requires knowledge 
of the business procedures to determine that all models and physical objects have been considered, developing 
an understanding of the levels of granularity changes within the EA, and if permanent changes and temporal 
changes are distinguishable as well as if proposed changes will present a high impact or low impact effect. The 
CIO must have the ability to determine if there are incompatibilities between the EA requirements and those 
presented through the business process requirements as well as the ability to determine alternative solutions 
(Kirikova, 2015). 

IT Engagement Model (Ross, Weill & Robertson, 2006) 

IT engagement model is the system of governance mechanisms that ensure business and IT projects achieve 
both local and companywide objectives. The IT engagement model influences project decisions so that 
individual solutions are guided by the enterprise architecture. This model influences project decision so that the 
individual solutions are guided by the enterprise architecture. As the company’s architecture matures, the new 
CIO’s role evolves and must comprise the following key skills: 

 Detailed knowledge of how the business functions, 
 Ability to facilitate innovations off new platform, 
 Understanding the strategic benefits of architecture, 
 Understanding the architecture as a business enabler, 
 Ability to work with top management team to establish basic governance, 
 Ability to manage large organizational change efforts, 
 Ability to manage large central budget, 
 Credibility with business units and functional heads, 
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 Technical knowledge to help with standard decisions, 
 Ability to delegate ownership of key process and data modules while still ensuring adherence to 

standards, etc. 

Discussion 

The role of CIOs, now a days, is at the cross-road as some believe that spending in IT does not bring 
competitive advantage because of the lingering disaffection from IT from Internet bust (Broadbent & Kitzis, 
2004). On the other hand, IT is gaining renewed ground because of executive’s desperation for innovation. 
Hence, businesses need CIOs who are leaders, and can transform organizations and processes based on a clear 
vision of the fast-changing future. This transformation begins with CIOs’ vision for IT enabling their enterprise. 
Thus CIOs have to adopt strategies that will help in transforming the business strategies and process and will 
bring innovation to the fold for attaining competitive advantage in the long run. When combined with the 
business strategy, these capabilities can then be used to identify the technology platforms and tactical activities 
required to enable them. The synthesis of these activities will enable to create a cohesive vision for the 
organization for taking the next leadership steps (Broadbent & Kitzis, 2004). 

Hence new CIO leaderships focus on both Demand-side and Supply-side functioning of CIOs. On the 
supply side, CIOs do have the formal authority that comes from their role in the organization as the senior 
information technology executive. Developing the desired operating model for the IT function, determining 
which activities to outsource to third parties, and managing enterprise IT risks are illustrative of supply side 
activities. On the demand side, CIOs must lead as peers, colleagues, and sometimes subordinates. For example, 
when seeking to improve businesses processes or enable adoption of a new CRM platform, the CIO typically 
needs to exert his or her influence through persuasion and does not have formal authority over all required 
stakeholders and supporting systems. According to Broadbent & Kitzis (2004), new CIO leaders will develop 
and identify all the opportunities for the specific opportunities and will position themselves and the enterprise to 
move to the next level of performance. New CIO leaders will not only unlock the business and information 
intelligence but will also take a leading role to influence and coach about the potential business use of particular 
technology (Broadbent & Kitzis, 2004).  

It has become incredibly important for IT investments to create value in business and to convince all the 
stakeholders about want values it brings. Unless the IT becomes the mainstream business activity of the 
organization, the value it is creating, is not easy to estimate (Computerweekly.com, n.d). Since effective 
engagement between the business and the IT value needs to be maintained for the survival of IT function, CIOs 
must be able to maintain and analyse the value of IT operations relative to their financial costs. “It is important 
to measure not only the services that are used, but also the business results that come from their use” 
(Computerweekly.com, n.d). To understand how IT creates value for the organization, CIOs and the entire IT 
team must be able to first understand who the organization’s customers are, what they value, how the 
organization plans to create profits by providing that value, and how the organization intends to deliver that 
value in a way the competition cannot mimic. To answer these questions, the CIOs must have the organization 
define its business model and strategies. To be successful, the organization’s business model and strategy need 
to be complementary (Burg & Singleton, 2005). CIOs must follow the following steps in order to create value 
(Hunter & Westerman, 2009): 

 Business executives should not have to work to see the good side of IT performance. CIOs who are 
striving to deliver better value need to make it clear that they know what the problems are and are 
working hard to improve them. 

 CIOs must report IT’s operational efficiency in terms of essential services and outcomes that are visible 
to the rest of business by linking the cost of IT operations to the quality and volume of service followed 
by benchmarking the costs and performance and thereby inviting comparison to peer organization. 

 CIOs must be able to create a virtuous cycle that visibly maximizes the value of investments in IT 
thereby improving the outcomes of each initiatives and creating capabilities that will increase learning 
and value with each new project. 

 CIOs must indicate that the top executives understands and appreciates the value of IT and CIOs 
become a business leader, and not only an expert in solving problem in technology and operate as a 
peer in an executive team providing value beyond IT itself. 

Hence, in order to enhance IT’s values among all the stakeholders, new CIOs need to step up to make a 
constructive effort to improve communication among the IT & non IT workers. New CIOs must have the ability 
of dedicated communicator so that he/she can transform how information is transmitted and received and will be 
able to understand and recognize different sets of stockholders – internal management, business users, the 
internal IT community and external parties- and must be able to look into various sets through different eyes. 
The CIOs must develop a clear vision of the objectives of the enterprise as well as knowing the limitations to 
their role within the company. This entails establishing relationship with executives within the enterprise and 
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establishing clear lines of communication to further develop the understanding of the expectations of others 
(Bloch & Willmott, 2012). The CIOs should participate in the prioritization of the objectives of the enterprise to 
ensure that the technological artefacts have the ability to accomplish the objectives. The CIOs must also develop 
a thorough understanding of the use of technology in the specific industry to determine the value created and 
provided as well as understanding the risks associated with technology in order to develop a cohesive plan that 
encompasses numerous levels, including the associated costs with technological advances and staffing, the 
service levels provided, the number of employees needed to support the enterprise, IT projects, and IT health 
focusing on the existing architecture, capabilities, culture, and delivery. The CIOs have the responsibility to 
establish a team that can assist the enterprise with achieving its goals and objectives even when circumstances 
require unexpected changes as well as develop relationships built on respect and effective communications 
(Bloch & Willmott, 2012). 

Finally, as information technology pervades our society and directs the core process of the business 
strategies, it also gives rise to a number of social problems including loss of privacy, identity thefts, computer 
crimes, global outsourcing of job, intellectual property loss, data breach etc. There are three main objectives for 
information technology security-confidentiality, integrity and availability of data. Hence information technology 
security has become the challenge of balancing the demands of users verses the need for data confidentiality and 
integrity, which has also made the job of CIOs extremely crucial. Between IT-regulated laws and governance 
regulations, CIOs have to take care of many more legal issues than ever before such as compliance regulations, 
privacy rules and data protection. There are number of ethical and legal issues that need to be managed by 
companies as it relates to IT enabled initiatives and its implementation in the organization. There are four major 
areas of security and risks concerns, CIOs must be aware of (Durbin, 2014): 

(a) BYODs and Cloud Threats 

(b) Privacy and Data Breach Regulations 

(c) Data Security Threats 

(d) IT failures 

Hence the CIOs must manage their IT response to new risks within the context of risk management 
program, in addition to making sure that, with the help of senior executives in the company, all IT initiatives are 
compliant with Sarbanes-Oxley Act (SOX) or/and any other legal and ethical standards (IT governance ……, n.d) 
depending upon the geographical and cultural locations. 

Impact 

CIOs must be able to exercise strong organizational discipline to build and leverage a strong foundation, as 
mentioned above, in order to initiate change from the top and remove barriers. First CIOs should be able to 
identify the appropriate operating model before linking strategic vision of the company with its information 
technology in the form of Enterprise Architecture for soothing customer experience (Daniel, 2007). They must 
have the ability to manage a matrix-pack of often entrenched and silos technologists, and should be having a 
deeper understanding of the business and interpersonal skills (Heller, 2011). In order to map the credible 
enterprise architecture, the CIOs should not skip any of the four stages, as mentioned above, but incrementally 
builds and leverages the capabilities. Subsequently CIOs should follow the following steps (Brynjolfsson, 2003; 
Hunter & Westerman, 2009): 

 Develop measures of IT, productivity and organizational characteristics, 
 Compare practices with effective IT users, 
 Adopt a change management process, 
 Clear expectations for benefits, 
 Baseline measurement of the financial or operational performance areas that are targets of the 

initiatives, 
 A Structural post-implementation review process and team-building, and 
 Effectively and efficiently communicate business results and value to the top business executive team 

and board of directors. 

In many instances, the CIOs report to the Chief Executive Officer (CEO), who often considers IT to be a 
method of initiating corporate growth through the development of a competitive advantage by applying 
measures to ensure efficiency. The CIOs are often expected to provide innovative solutions to complex issues 
regarding the use of IT to assist the enterprise with becoming more strategic while adding values. In these areas, 
the contribution of CIOs consists of assisting with designing and managing the innovation process as a key 
member of the executive committee providing strategic business management and through the development and 
implementation of the technology necessary to propel innovative practices (Baya, Gruman, & Mathaisel, 2011). 
The design process provides focus on four deliverables consisting of the following elements to increase 
efficiency while providing innovative solutions. The first deliverable consists of common nomenclature to 
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ensure that all parties in the process have an understanding of the terminology used, especially when considering 
that each department, such as sales, marketing and market research, and programmers, utilize terminology that 
applies to that area of expertise. Common nomenclature provides clarity to the objectives as well as the course 
of action and reduces the risk of potential confusion. Digital interfaces allow CIOs to redefine the manner in 
which the innovation process progresses throughout the enterprise to provide digital integration to streamline the 
process through the application of an end-to-end design. The third deliverable introduces new processes that are 
technology-enabled. The new process should work in conjunction with the users to automate common tasks, 
such as providing data feeds to import credit card usage for business purposes into expense reports, to reduce the 
number of errors and omissions. This provides a method of developing and implementing opportunities for 
innovation that provide solutions for systematic issues. Lastly, continuous monitoring and improvement is 
provided to establish measures of success and failure to ensure that the process is working as anticipated, 
thereby providing improvements to reduce the number of failures while increasing the amount of success. This 
requires determining the appropriate metrics to capture the data necessary to measure the effectiveness of the 
methods applied (Baya, Gruman, & Mathaisel, 2011).  

As technology continues to advance at a rapid pace, the role of the CIOs are changing as well. The CIOs are 
now often perceived as being the individual within an organization that wields the most power to implement 
change. This is the result of emerging technologies, including software as a service (SaaS), cloud services, and 
big data as well as outsourced services, which has changed the manner in which technology is used and 
supported. As such, the CIOs no longer serve as the authority concerning the manner in which computer systems 
and the infrastructure work and have expanded to encompass a leadership role that requires the coordination and 
management of external companies and suppliers as well as internal staff. As relationships with more external 
companies are developed to provide services in key areas, the internal staff is afforded the ability to transition 
from a more rigid structure to flexible collaboration in which innovation is a key factor. The CIOs must then 
address the challenges of a changing environment through embracing collaboration to ensure that the corporate 
objectives are met that develops further understanding of the enterprise in the areas of business strategy, 
customer offers, finances, and processes, allocate financial resources rationally by determining how IT can add 
value to the enterprise, and considers the team by developing realistic expectations to be able to adapt 
accordingly (Baldwin, 2015). 

Finally, CIOs should be able to draw a training plan for IT and non-IT employees for professional 
development to generate expected benefits of new systems (Baldwin, 2015). Hence strong foundation is very 
important for successful implementation of enterprise architecture followed by IT governance that will align 
strategic vision of the company with its IT objective thereby maximizing the business performance and hence 
the customer experience. Since there are growing number of technology-related risks such as data-protection 
and IP protection and growing number of such compliant regulations, it is CIOs’ job to determine that, during 
and after the strong foundation for implementing IT enabled initiatives that will align with the company’s vision 
and business objectives, must conform to all the legal and ethical regulation as conformed by any regulatory 
bodies (Baldwin, 2015). 

Conclusion 

The CIO plays an important role in any organization, as this individual is responsible for all things related 
to information technology. The advances in IT necessitate flexibility within the role of CIO as it is transitioning 
from one of upper management to being one who provides the vision for the enterprise, the CIO must expand 
their skill set beyond the knowledge of all IT-related things to encompass other areas, including product 
development, financial, and marketing, to develop an understanding of how IT can enable and further the ability 
for all departments within the enterprise to work together to achieve the objectives and goals of the company. As 
technology continues to evolve, the role of the CIO will continue to evolve as well. Hence new CIOs must 
develop the authority to bring changes and innovate in this changing environment. By adopting the above 
strategies will not only assist the efforts to develop the effective IT strategy but will also help to create shared 
expectations about the role of IT within the organization by having conversations with business colleagues about 
technologies and the investments required to implement and sustain it, thereby beginning the process of 
informing and shaping expectations. This will lead to transformational change in the organization by integrating 
business measures and IT measurement and deliver on the promise of IT and information to yield real, 
measurable and dependable business results. 

Finally, on order for smooth functioning of his responsibilities as a CIO, the new CIO will also have to have 
an excellent and healthy professional relationships with CISOs (Chief Information Security Officer) who are 
responsible for identifying, developing, implementing and maintaining processes across the organization to 
reduce information and information technology (IT) risks and to maintain regulatory compliance. Further 
research should be conducted on how, and to what extent, CIO’s role can be expanded so as to include the Chief 
Information Security Officers (CISOs) within its fold so that a better liaison can be maintained in order to 
eliminate or mitigate the cyber-security risks within the organization. 
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