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Abstract - Mobile Computing promotes uses of cloud based services in a portable environment. With the 
fast growth of mobile application, mobile security is predominately needed. To make sure the accuracy of 
User’s information in the cloud, the method generally focuses on the data protection over cloud 
computing paradigm. Many encryption technique have been proposed for secure communication. This 
paper presented the characteristics of a mixture of encryption algorithms with their limitations. 
Comparative analysis has been reviewed based on different size of records slab to estimate encryption/ 
decryption speed. 

Key terms: Encryption, decryption, Security, Cloud storage, Mobile Device 

I. Introduction 

The mobile computing is the emerging area of Information and CommunicationsTechnology (ICT). Mobile 
users is still increasing due to constantly improving user friendly hardware and software of mobile devices. Now 
adays, the smartphones and tables are used to share emailing, chatting, browsing, file sharing, reading or editing 
documents,entraining etc. From the market analysis, it was predicted that the number of usage of mobile devices 
is constantly increasing globally [3]. However, the mobile computing alone fails to meet the full  satisfaction of 
the large number of users and their computational requirements. 

The mobile cloud computing (MCC) is introduced as services of cloud computing, which is offered in either 
mobile phone environment or mobile embedded system environment. Mobile computing is integrated with 
cloud computing because of the essential characteristics of cloud model such as on-demand self-service, broad 
network access, resource pooling, rapid elasticity, and measured services. Moreover, the cloud computing is 
being popular to the mobile users as it can provide cloud like services [4], [5]. 

The mobile computing is used to demonstrate, development, transfer and distribute the applications and 
resources, whereas wireless communication is used so that the mobile users can utilize the network resources, 
services and support the communication between mobile devices and clouds.  

II. Elucidation of various Encryption Algorithms 

The proposed method compared three encryption techniques like AES, DES and RSA algorithm with their 
combination, namely A-RSA and D-RSA. DES and AES belong to symmetric key cryptography and RSA 
belongs to asymmetric key cryptography. RSA can be used only to encrypt small data and cannot be used for 
large data. But in AES and DES adopting longer key generation for avoiding these complexities, best solution to 
use RSA for bulk data encryption using the comparison of a secret key and public key based ARSA and DRSA 
algorithms. It solves the problem of key agreement and key exchange problem generated in secret key 
cryptography. 

The detailed explanations of these techniques are explained below. Experimental analyses are given for 
evaluating the effectiveness of each algorithm. The main concern of cryptography technique is Security and 
Privacy which protect the data against attacks with less time consuming. 

AES 

Advanced Encryption Standard [AES] is a symmetric key cryptography technique that encrypts data blocks of 
128 bits using symmetric keys of the size 128,192 (or) 256 accordingly uses 10,12 or 14 rounds. AES uses 
transformation types for providing security and speed. 

DES 

Data Encryption Standard [DES] is a symmetric block cipher that encrypts 64 bit block size with 56 bit key. It 
consists of 16 rounds of performing permutation and substitution. It provides a standard method for protecting 
sensitive and commercial data. Here same key is used for encryption and decryption. 

RSA 

It is a public key designed by Ron Rivest, Adi Shamir and Leonard Adleman. RSA operations can be 
decomposed into three steps such as key generation, encryption and decryption. The same key is used to encrypt 
the data for providing Security. 
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ARSA 

Symmetric algorithm  AES associated with RSA implemented for Security. During Encryption, private and 
public keys are generated using RSA then random AES key formed and encrypted through the RSA public key 
as well as data are encrypted through AES key and decryption is in reverse process[9]. 

DRSA 

Symmetric algorithm, DES associated with RSA implemented for Security. During Encryption, private and 
public keys are generated using RSA then random DES key formed and encrypted through the RSA public key 
as well as data are encrypted through DES key and decryption is in reverse process[10]. 

III. Performance Evaluation of various Encryption Algorithms 

In the following table, characteristics between AES, DES, RSA, ARSA and DRSA is presented with 8 
factors such as key size, block size, the algorithm used, encrypted time, decrypted time, power consumption, 
security, keys used and rounds.Comparative analysis has been reviewed based on different size of data blocks & 
keys to evaluate encryption/ decryption speed. ARSA and DRSA combines AES and DES encryption algorithm 
respectively[10]. 

Characteristics AES DES RSA ARSA DRSA 

Security Excellent Not Secure Least Secure Excellent Least Secure 

Keys used 

Same key 
used for 

Encryption 
&Decryption 

Same key 
used for 

Encryption 
&Decryption 

Different 
key used for 
Encryption 

&Decryption 

Secret key 
used for 

Encryption 
&Decryption 

Public key used 
for Encryption 
&Decryption 

Key Size 256 bits 56 bits >1024 bits >1024 bits >1024 bits 

Block size 128 bits 64 bits 512 bits 512 bits 512 bits 

Power 
Consumption 

Low Low High High Low 

Encryption Faster Moderate Slower Slower Faster 

Decryption Faster Moderate Slower Faster Slower 

Algorithm used Symmetric Symmetric Asymmetric 
Combined 

Symmetric & 
Asymmetric 

Combined 
Symmetric & 
Asymmetric 

IV. Conclusion 

Encryption Algorithm plays a major role in Secure Communication whereas file size, time computing, power 
consumption is the major concern. The encryption techniques AES,DES and RSA with the combination ARSA, 
DRSA are used for evaluating the performance based on the usage of text files. It is clearly proven that ARSA 
provides better result in all aspects compared with various encryption algorithms. 
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