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Abstract- In the recent world, designing of a secure cryptosystem is prime focused area for the
resear chers. This paper emphasizes on the image encryption/decryption technique using a key derived
from a plain image. In the proposed algorithm, encryption key is derived by applying new curved
scrambling method to the RGB layers of a plain image. In next step, a temporary cipher image is
obtained by modulo arithmetic using encryption key. To enhance security level, execute additional
diffusion method to reset the pixel values within the given block and finally generate a cipher image. The
described algorithm achieves a larger key space, good statistical property and effective resistance to the
bruteforce attack thus provides highly secure cryptosystem for thereal world applications.
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l. INTRODUCTION

Now a day, a huge amount of data in terms of text, image, audio and video has to transmit over the network.
An image carries lot of information compared to text hence importance of secure transmission of an image
increases. Because of sensitivity of image data, enormous size, high correlation among pixels of images and
strong redundancy of uncompressed data, traditional encryption methods are not suitable to achieve strong level
of security of transmitted data. The requirement of such a system arises so that illegal acquisition, modification,
alteration, copying and unauthorized accessing can be prevented and data must be transferred with original
contents. In some systems, image transmission is an important tool to pass detailed information like medical
imaging, military communication, scientific observation, health care, multimedia, picture messaging application
on cell phone, biological data etc. An efficient, strong and reliable encryption method is required to achieve a
secure transmission of confidential data over the network.

Image encryption is a technique used to convert original image into another image which is not identifiable
by unauthorized user [1], [2]. This is a method of transferring the information embedded in a digital image to a
non-recognizable form so that no one can access the data except those having details of decryption method with
key required to decrypt the data.

An important tool in image encryption is scrambling deals with change in position of the pixels and helps to
minimize the correlation coefficient value [3]. If correlation coefficient between original image and encrypted
image is zero or near to zero, hacker will be unable to guess the encryption method or key. Recently authors [4]
used DNA sequences as a secret key and implemented permutation process using Hao’s fractal representation.
They also used diffusion and scrambling to make the encryption process more secure and complicated. There
are remarkable methods available to achieve this such as steganography, water marking and cryptography. This
paper focuses on implementing a cryptography method using new curved scrambling and diffusionprocess to
encrypt/decrypt the digital images.

Il. RELATED WORK

Authors designed a secure cryptosystem using diffusion and permutation in addition to multiple chaotic
based circular mapping, provides a large number of secret keys and key dependent pixel value replacement [5].
Sometimes researchers analyzed the existing cryptographic algorithms [6] and suggested a better solution based
on the outcome. Here in [7], cryptanalysis was carried out by the authors and concluded that the system is
completely breakable under chosen plaintext attack. They suggested a more secure cryptosystem by introducing
two additional phases i.e. pixel shuffling phase and pixel encoding phase. Further diffusion process with a
combination of chaotic maps were used to encrypt RGB images in [8]. Authors used a 128-bit key to encrypt an
image which is layered into red, green and blue channel. A repeated execution of diffusion, mixing and
substitution process on each RGB layer resultant into a secure cryptosystem [9].

The author utilized the randomness of chaos in order to encrypt the images. They applied Henon map and
Lorentz map for pixel shuffling and calculated the correlation coefficient between the original image and cipher
image. Result shows that the proposed algorithm is best suited for a wireless communication using any single
map [10]. In the paper [11] an external secret key is used to encrypt an image. Author applied both pixel
substitution and pixel permutation process to get a secure cryptosystem. A feedback mechanism is applied to
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make it secure from the differential attack. Author generate encryption key sequence by utilizing piecewise
linear chaotic map and proposed a stream cipher algorithm for colour image encryption based on on-time keys
and robust chaotic maps [12]. A symmetric key image encryption algorithm is proposed by the author [13] in
which additive and affine encryption technique using six schemes of key sequence derived from random
sequence of cyclic elliptic curve points is discussed. The result concluded that the proposed cryptosystem is
secure from statistical, brute-force and cryptanalytic attacks. A combination of one-time key based on crossover
operator, chaos and secure hash algorithm (SHA-2) is employed to design a cryptosystem for the colour image
encryption [14]. In the paper [15], the proposed encryption method utilized the magic rectangle in addition to
traditional public key cryptography algorithm such as RSA.

1. PROPOSED METHOD

An algorithm is proposed to encrypt/decrypt a given image using another plain image. Before applying
encryption function, images are converted into three matrices of red, green and blue color pixels respectively.
The algorithm consists of two major steps to achieve higher level of security.

A. Curved Scrambling

Fig 1 displays that how curved scrambling process executes using eight bits’ binary digits of each pixel
value of image used to encrypt the given image.

The process of scrambling is as follows:

First convert the plain image into RGB intensity value, and then convertRGB matrix into R layer, B layer and G
layer matrix separately.After that decode each element value of the matrix into binary number of eight bits. The
process of curved scrambling executed on the bit value of each and every pixel of all three layers independently.
Let’s assume for R layer the current pixel value is X, the previous pixel (backward) value of the current pixel
value is Y and the next pixel (forward) value of the current pixel value is Z. Add extra index having value
zero(0) with the first and last index of the matrix for making calculation easy of forward and backward pixel
values.

R layer matrix-

Start
Bl
[R=
N
w
B

13 14 15 16

Add-0 Add-0
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Fig. 1. Pictorial representation of curved scrambling process

The bit values of pixels X, Y, and Z in R layer are denoted by (X7 X6 X5 X4 X3 X2 X1 X0), (Y7 Y6 Y5 Y4 Y3 Y2
Y1 YO) and (Z7 Z6 Z5 Z4 Z3 72 71 Z0) respectively. In the process, the odd bits of X are calculated through an
AND operation with Y, and the even bits of X are calculated in the same way with Z. After completion, the bit
values of pixel X in R layer are reset.
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R layer Y(ij) Y7Y6Y5Y4Y3Y2YI Y0

odd bit Y7 Y5 Y3 YI

R layer X(i,j) X7&Y7 X5&Y5 X3&Y3 XI1&Yl

X7 X6 X5 X4 X3 X2 X1 X0 X7 X6 X5 X4 X3' X2 XI' X0’
Z6&X6 ZA&X4A  72&X2 Z0&X0

!

even bit 76 74 72 70
R layer Z(i,j) Z776757473727170

Fig. 2. Curved scrambling process
The used function is:
. ( XiandYiwherei = 1,3,5,7
X _{ Zi and Xi where i = 0,2,4,6 Ea(D)

For example, let the current pixel value of X in R layer is 142 i.e. 10001110 in binary, Y is the backward pixel
having value 178 i.e.10110010 in binary and Z is forward pixel having value 75i.e. 01001011 in binary. Now
after applying Equation (1), we will get new value of X i.e.130 in decimal. Update the new value of X in the R
layer with of current value of X. Similarly continue the process for each pixel value in R layer as well as for
pixels of G layer and B layer matrices.

B. Encryption with Diffusion

After applying curved scrambling to the plain image, obtained image will be treated as encryption key to
encrypt the given image. The following equation is used to encrypt the plain image with the scrambled
encryption key and got the temporary cipher image

e{j = (ei]' + dl]) mod lEq(Z)
where e;; is the pixel value of (i,j) coordinate of given image, d;; is pixel value of scrambled image and e;; is
pixel value of temporary cipher image which is obtained after encryption process. The color of used image in
this experiment is 256-color i.e.[=256.

Diffusion process is nothing but rearrangement of the pixels by performing some calculations within the block
so that an unauthorized person could not be able to access the information in transit.

The process starts with the RGB matrices of temporary cipher image obtained in the previous step. In this phase
encrypted cells of previous and current matrices are XOR-ed with one-another according to given function.
Encryption Function: Cell C' can be obtained from Cell C as,

Cell C XOR Cell(C —1)', IfC'=1

calc={/c Ifc=1 Eq®)
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Example:

The sequence of applying diffusion process and corresponding output is depicted in the given fig 3.

Before XOR Operation After XOR Operation

1 2 3 4 1 3 0 4

5 6 7 1 8 16 22 17 12

9 10 11 ! 12 21 16 26 0
?

13 14 15 16 28 17 31 16

Fig.3. Diffusion Process

Start with the first pixel value of cell C i.e.1, so according to given function the value of cell C’ will be same as
cell C. Next pixel value from left to right in the cell C is 2, after calculation the value of cell C” will be 3 i.e.
00000010XOR00000001. Likewise, all values will be calculated for the given layer as well as for the other two
layers according to given sequence.

C. Decryption

At the receiver end, decryption process is implemented just reverse of encryption process because of
symmetric nature of algorithm. The decryption process starts with the anti-diffusion in the reverse direction and
the function used is:

Cell C' XOR Cell(C — 1), IfC'=1
cell C= { elLC" XOR Cell(C = 1), If
Cell C', Ifc=1
Eq(4)
After successfully applying the above function, Cell C is obtained from Cell C* which is the temporary cipher
image. Next step is to execute reverse modulo operation to get the actual given image. The equation is as
follows:

[V.  ALGORITHM
The encryption and decryption process can be stated in the following steps:

(1) Select a plain image which will be used to generate encryption key and a given image which is to be
transmitted in encrypted form and then enlarge both images to the size of M*N.

(2) Convert both images into three layer matrices i.e. red, green and blue and represent each pixel to its
eight bits’ form (binary).

(3) Apply curved scrambling process to the plain image pixels and generate key used to encrypt the given
image.

(4) Encrypt the given image by modulo operation with the encryption key obtained from the previous step.

(5) Execute diffusion process to the obtained temporary cipher image and finally got a cipher image.

(6) To decrypt, perform anti-diffusion to the cipher image in reverse direction (reverse of diffusion).

(7) Now apply reverse modulo operation to get the original given image back.
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Fig. 5. Decryption Process

RESULT AND DISCUSSION

The proposed algorithm is implemented using JAVArTy and used miscellaneous images to work upon. The
thing is to be considered is that the both images i.e. plain image and given image must be of same size. The
whole algorithm runs in one iteration and produced the desired output. Here fig 6 is the given image which is to
be transmitted in encrypted form and the encryption key is derived using the plain image given in fig7.After
performing curved scrambling and modulo operation, a cipher image is obtained as in fig8 and transmitted to the

At receiver end, convert this cipher image into RGB matrix and perform anti-diffusion process to get the
temporary cipher image. Finally, as resultant original image in fig 9 is obtained after executing reverse modulo

operation.

Fig.6. Given image
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Fig.8.Cipher Image Fig.9. Given image

VI. CONCLUSION

An image encryption algorithm has been proposed to provide a secure cryptosystem to transmit variety of
images. A new curved scrambling method increased the complexity of key generation process, therefore
difficult to decode by the hacker. Further diffusion process changes the corresponding pixel values thus
avoiding repeated permutation. All these techniques help to design a more complex and secure cryptosystem to
transmit the data over the insecure network. Being anintricate system, decryption process requires accurate
information regarding anti-diffusion process to recover the given image.The proposed encryption method
utilized larger key space hence increases the robustness and make it secure from brute force attack. We
concluded that the described algorithm can be used for efficient and secure transmission of images over the
unsecured network.
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