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Abstract - DDoS is one of the serious attacks in the ad hoc network. Among lot many DDoS attacks, UDP
flood attack and Ping of death attack are considered to be important as these two attacks may cause
severe damage to the network. To provide better security to the network, efficient intrusion detection
(IDS) system is required to monitor the network continuously, keeping track of malicious activities and
policy violations and produce report to the network administrator. UDP flood attack and ping of death
attack are given importance in this paper asthey are not well addressed in the existing research works.
Packet capture and packet decoder is used to identify the packets and retrieve the packet details. A
threshold is set for each node that is connected to the network. If the packet flow into the node exceeds
the threshold that is set then the administrator isnotified about the same.

Keyword - MANET- mobile ad-hoc network, DDoS-distributed denial of service, Intrusion detection system,
UDP flood attack, Ping of death attack.

I. INTRODUCTION

Mobile ad-hoc network is a technology that is emerging. It is a group of wireless nodes which is able to
communicate without the help of any centralized node; each node is capable of routing packets to this node. A
node in MANET moves freely and it can configure itself. It is vulnerable to many kinds of attack due to its
mobility and self-routing capability. Nodes in the MANET can even change its link to other devices very often.
So, one of the major challenges in MANET today is security, because there is no central controller which exists
[1, 2]. Nodes in the MANET assume that all the nodes in the network will help in healthy routing of the packets.
This assumption gives the attacker an opportunity to perform DDoS attack on the network [3].

DDoS is one of the main attacks in MANET. DoS attacks do not wish to modify data or gain illegal access,
but instead they will crash the servers and the networks, disrupting legitimate users’ communication [4]. DDoS
is a type of Denial of Service attack where multiple nodes called zombies are used to attack the victim node [5].
Zombies are the vulnerable nodes which are used to initiate the attack. These nodes are installed with attack
tools to allow the attacker to perform DDoS attack on the victim node [6].

There are two types of victims.
(1) Primary victims are those nodes which are under attack.
(i1) Secondary victims are those nodes which launch the attack[7].

The incoming packets that flood the victim node may originate from different sources, which may be
numerous [8]. Since the sources are many, it is very difficult to know the legitimate user when the attack occurs.
There are many types of DDoS attacks: they are wormhole attack, blackhole attack, UDP flood attack, ping of
death attack etc [9].

In this research work that is taken up, two specific attacks are being concentrated on; the UDP flood attack and
Ping of Death attack. UDP Flood attack, user datagram protocol is a session less networking protocol. In this
type of attack, attacker floods port on a remote host with numerous UDP packets and when the host checks for
the packet, which is to be received at that port and when there is no legitimate packet found, it replies with an
ICMP destination unreachable packet. This will ultimately lead to inaccessibility. The other attack is Ping of
Death attack which involves the attacker sending numerous malformed packets or malicious pings to a computer
which results in the overflow of memory buffers allocated for the packets causing the denial of service.

Intrusion detection system (IDS) discovers the intrusions in the network[10]. An intrusion detection
system (IDS) is a software application that will monitor the network or system activities for malicious activities
or policy violations and then it will produce the reports to the administrator.
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There are two type of intrusion detection system
(1) Signature based intrusion detection
(i1) Anomaly based intrusion detection [11].

Signature based intrusion detection system maintains a database of signature of previously known attacks and
match the signature of the newly captured data to monitor the intrusion in the network whereas anomaly based
system do not rely on the prior knowledge of attacks it monitors the system activities for abnormal behaviour
[12]. To detect the abnormal behaviour, the administrator should develop the detailed knowledge about the
accepted behaviour.

Il. PROPOSED SYSTEM

Mobile ad-hoc network is a self configuring network without a central system and each node works as the
router hence it is more vulnerable to DDoS attack. Understanding the network routers and the path it takes to
route the packets in a mobile ad-hoc networks is a major concern. There are different types of DDoS attack, but
in this paper two DDoS attacks are being concentrated; that is UDP flood attack and Ping of Death attack. These
attacks look very simple but it may cause a major damage to the network if it is neglected.

An intrusion detection system is developed to detect UDP flood attack and Ping of Death attack and secure the
MANET from the same. This system helps us to identify the attacking node by the number of packets it sends.

[Il. METHODOLOGY
Algorithm to Detect UDP Flood Attack
STEP 1: Start
STEP 2: Identify nodes in network.
STEP 3: If nodes in range
STEP 4: Set THRESHOLD.
STEP 5: CAPTURE packets.
STEP 6: If packet not of standard type
Notify Malformed_ packet.
STEP 7: Identify UDP_PACKET.
STEP 8: If UDP_PACKET > THRESHOLD
Notify UDP_FLOOD ATTACK
STEP 9: Stop
Algorithm to Detect Ping Of Death Attack
STEP 1: Start
STEP 2: Identify nodes in network.
STEP 3: If nodes in range
STEP 4: Set THRESHOLD.
STEP 5: CAPTURE packets.
STEP 6: If packet not of standard type
Notify Malformed packet.
STEP 7: Identify ICMP_PACKET.
STEP 8: If ICMP_PACKET > THRESHOLD
Notify PING OF DEATH ATTACK
STEP 9: Stop

The neighbouring nodes that are present in the network are checked at first. If the node belongs to the network
and if it is sending packets to the network then the Intrusion Detection System will capture the packets from the
network. The packet that is captured will be processed to know whether the packet is a UDP packet or an ICMP
packet and also get the other necessary information about the packet. The IDS will keep a count of all the
receiving packets. If the number of UDP packets received from a node is higher than the defined threshold, then
it will notify about UDP flood attack and in the same way, if the number of ICMP packets received from a node
is higher than the set threshold, the IDS will notify about the Ping of Death attack. The IDS will also show the
list of nodes which are sending UDP and ICMP packets which will be flooding and pinging continuously to the
node.
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1V. EXPERIMENTAL RESULTS
A. Comparison between normal UDP packet flow and UDP flood attack
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Fig 2 Comparison Between Normal UDP Packet Flow And UDP Flood Attack

B. Comparison between normal |CMP packet flow and Ping of Death attack
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Fig 2 Comparison Between Normal UDP Packet Flow And UDP Flood Attack

The main concept here is to get the knowledge about the number of packets that arrive from the node to the
IDS. The above depicted graph shows the reading about the normal packets that is received in a time interval of
30sec. Where the threshold for UDP flood attack was set to 700 and for Ping of Death attack the threshold is set
to 300. The observation made, tells that the UDP flood attack and ping of death attack will definitely affect the
network. During the attack it is observed that the routing load is very high because the attacker will try to flood
and ping the victim node and the congestion occurs. Hence the packets will not be delivered accurately and the
packet drop rate increases.

V. CONCLUSION

DDoS attacks make the nodes in mobile ad hoc network unavailable to the legitimate users. This research
work concentrates on two kinds of DDoS attacks namely UDP flood attack and ping of death attack. These two
attacks flood the victim nodes with unnecessary packets resulting in channel congestion and denial of service.

Intrusion detection systems are used to monitor the network for malicious activities or violations of policy.
The intrusion detection system will identify the kind of packets and if the flow of packet in the node is more
than the set threshold then it will identify the source node which is causing the UDP flood attack or the Ping of
Death attack and notify about the attack.
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VI. FUTURE WORK

Our analysis has concentrated on two main attacks in DDoS which seems to be simple but causes more
damage to the network. The captured raw data is checked whether the size of it is according to the standard size.
If the data captured is not according to the standard size then it can be called as the malicious or a malformed
packet. In the future work the source address of these malicious or the malformed packets can be identified. If
the source address of the node which sends malformed packets are identified then the network can be secured
from such attacks to an extent.
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