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Abstract—In this study, we present a scheme that combines L SB (L east Significant Bit) DWT (Discrete
Wavelet Transform) watermarking techniques. Data compression has rapidly evolved due to variable
mobile terminals and the vast amount of images and video. It is necessary to prevent access to and
maintain the confidentiality of data. L SB and wavelet water marking methods have arisen to address this
need. However, unlike the L SB insertion method, the proposed schemeis effective against several attacks.
The scheme first inserts a watermark using LSB in a test image, and 3-level DWT decomposition is
implemented for robustness and security. We measured the Mean Squared Error (MSE) and Peak Signal
to Noise Ratio (PSNR) to validate the scheme and acquired reasonable results. This study highlights the
hierar chical structure of the L SB and wavelet-based water marking technique.

K eyword-Digital watermarking, LSB, DWT, usage control
I. INTRODUCTION

The rise in the number of cars has led to more traffic accidents and the frustrating problem of illegal parking.
To counter this problem, we previously presented a novel application that can reduce the number of police
interventions by allowing residents to enforce parking themselves. The application works by sending two video
images of the illegally parked car aong with information regarding the time and duration that the car was
parked. During this process, we foresaw the possibility of tampering with the images. Therefore, to counter this,
we implemented a watermark technique. We previously used LSB (Least Significant Bit) insertion as a
watermarking technique to determine if an image had been tampered with [1, 2]. In this paper we implement a
combination of LSB [3] and DWT (Discrete Wavelet Transform) [4-7] as watermarking techniques as a better
solution to prevent tampering.

Invariant features for video processing in feature selection have been pointed out [8, 9]. One study showed the
possibility of using geometric distortions found unegually in an entire image for image analysis [10]. The
present study involves image encryption and decryption in a wireless environment [11] that could involve
smartphones. Thus, damage to the information transmitted using smartphones needs to be prevented [12, 13].

Section 2 discusses the original method of LSB watermarking. Afterwards, the new wavelet watermarking
technique is explained. Section 3 identifies the technique validated by several experiments that test the level of
toughness against various attacks. Sections 4 and 5 conclude the paper by discussing future works and possible
solutions for better protection of information.

Il. RELATED WORKS

This section briefly explains the LSB and wavelet watermarking techniques and shows how the two
techniques differ from each other.
A. LSB Watermarking Technique

The LSB (Least Significant Bit) technique hides a decryption key in the lowest bit in a video image. It first
divides the video into RGB (Red Green Blue) channels and then performs bit slicing on the watermarked image
[5]. This sequenceis hidden in the lowest bit in the blue channel, and then the modified channel is switched with
the original one, as shown in Figure 1.

B. Wavelet Watermarking Technique

The wavelet watermarking technique disassembles the original video and converts it to a wavelet space. To
insert a watermarked image in the wavelet space, the method processes the image first and then inserts the
origina image that has been wavelet-disassembled. The method can then recover the entire wavelet areas that

have been manipulated, as shown in Figure 2. There are many processes that prepare the watermarked image,
which shall be discussed in section 3.
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Fig. 1. LSB Watermarking scheme on blue channel

ol G | ¥ RI
HL HH
S domsn Spe desEm
TRkl domEl

g — ]

Fig. 2. Wavelet watermarking block diagram (O.l and R.I mean original and resulting images.)

I11.PROPOSED WORK

This section discusses the proposed watermarking technique. The technique was subjected to several attacks
and evaluated for the recoverability of the original data. The entire experiment was performed through
MATLAB using the Daegu University logo as the watermarked image.

A. Watermarking Insertion

As shown in Figure 3, the proposed method inserts 8 random characters into the watermark video by LSB
watermarking. 3-level wavelet decomposition was performed on the original and watermarked video. We
defined the decomposed areas as LL 3, LH3, HL3, HH3, LH2, HL2, HH2, LH1, HL1, and HH1, and the wavelet
decomposed areas from the watermark video were defined as LL3', LH3', HL3', HH3', LH2', HL2', HH2', LH1',
HL1', and HH1'. The LL3 and LL3' areas merge together. Here, the coefficient of LL3' is important. When
inserting the watermark, it should not be seen by the naked eye, and the original image must also be recoverable.

If the coefficient was less than 1/1000, the watermark was visible, but not when the coefficient was larger.
The coefficient was set as 1/1000 to insert the watermark. Equation (1) shows this process. We defined the
merged wavelet areaas LL3". If we subject LL3" and the remainder of the original video to the reverse wavel et
transform, we can recover the image.

LL3" = LL3 + —LL3’ @
1000
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Fig. 3. Proposed wavelet watermarking embedded scheme (O.1 and R.| mean original and resulting images.)

B. Watermark extraction

The recovery of the image can be achieved ssimply by reversing the process of inserting the watermark, as
shown in Figure 4. We performed 3-level wavelet restoration on a video with a watermark. The 3-level
decomposed LL part corresponds to the LL 3" area, and we can erase the LL 3 area of the current video from the
original video. The watermarked video can be obtained by taking the inverse transformation in the previous
equation while inverting the original coefficient. We then extract the key through the LSB recovery process
and compare it with the original.
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Fig. 4. Proposed DWT watermarking extraction scheme (W.I. means watermark inserted image.)

V. EXPERIMENTAL RESULTS
A. Comparison of images after watermark insertion

Fig. 5-(a) shows the origina image, and Fig 5-(b) shows the result of inserting a watermark. We aso inserted
an 8-character string, ‘ytHBEOIC', into the image. There are no distinguishable differences in the two images.
The Mean Squared Error (MSE) and Peak Signal to Noise Ratio (PSNR) [4] results are shown in Tablel.
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Fig. 5. (a) Origina Image and (b) watermarked image

TABLEI
Experimental result of MSE and PSNR with watermark embedding

M SE PSNR
Value 7.1845¢° 81.7629

B. Comparison of images after watermark extraction

Fig. 6-(a) shows another watermarked image, and Fig. 6-(b) shows a watermarked image with a string
embedded by the LSB method. Again, there is nothing that can distinguish the two different images. Lastly, Fig
6-(c) shows the image after the watermark was extracted. We extracted the ‘ytHBEOIC' string inserted earlier.
Table Il showsthe MSE and PSNR comparison between Fig. 6-(b) and Fig. 6-(c).

Fig.6. Image comparison after watermark extraction: (a) watermarked image, (b) string embedded watermarked image, and (c) watermark

extracted image
TABLEII
Experimental result of MSE and PSNR after watermark extraction
M SE PSNR
Value 10.3442 37.9838

V. CONCLUSION

The combined LSB and DWT-based watermarking technique has been shown and validated. The designed
system protects images and video frames from damage. However, the approach needs further evaluation and
improvements. The method should be tested for usage control and variable attacks in future works. This paper
has shown the possibility of protecting valuable information and could be applied to 1D integrated environments
[14] and human face processing [15].
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