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Abstract--Mobile ad hoc network is an emerging research area now days with practical applications
oriented. MANETS are infrastructure-less networks used for communication between two or more nodes
without a common access point. There are a number of Routing creations algorithms proposed in the
recent scenario. Now we are proposed a secure route creation scheme for Pseudo-Random Number
Generation (PNR) using RSA Algorithm. In this security scheme we use a random bit series number
function .In this function each node will generate random bit series number during signaling period and
reverse the order of random bit series numbers after reaching the destination node. The merit of this
security scheme is to protect from any intruder or outsider node to attack or capture the node of the
wireless network. We use random bit series nhumber function to make the network more secure for
MANETS.

Index Terms: Wireless Ad hoc networks, MANETS, Security, routing protocol, routing creation.
I INTRODUCTION

Security in MANETSs is the most important concern for the basic functionality of network [1]. The
availability of network services, integrity and confidentiality of the data can be achieved by assuring that
security issues have been met. Mobil ad hoc networks often suffer from security attacks because of its features
like open medium, shifting its topology dynamically, lack of middle monitoring and management, cooperative
algorithms and no clear security mechanism. These factors have changed the battle field situation for the
MANETSs against the security threats.

The Mobil ad hoc networks work without a centralized administration where the nodes communicate
with each other on the basis of mutual trust. This characteristic makes Mobil ad hoc networks more vulnerable
to be exploited by an attacker inside the network. Wireless links also makes the Mobil ad hoc networks more
susceptible to attacks, which make it simple way for the attacker to go inside the network and get access to the
ongoing communication. Mobile nodes inside within the range of wireless link can overhear and even
participate in the network. Mobil ad hoc networks must have a secure way for transmission and communication
and this is a quite challenging and vital issue as there is increasing threats of attack on the Mobile Networks.
Security is the challenge of the day. In order to provide secure communication and transmission of the user, so
must understand different types of attacks and their effects on the Mobil ad hoc networks. Attacks can be
classified into two types [2]: Passive Attack and Active Attack (Komninos et al., 2007). Passive attack is
eavesdropping on transmission and it is complicated to detect. While active attack involves creating or
modifying a fraudulent stream. Unfortunately, all types of Mobil ad hoc networks protocols have no security and
can be easy vulnerable to any types of attack to face these attacks many new security protocols have been
appeared to remove these endangered attacks and obtained Mobil ad hoc networks securities. These security
protocols have to satisfy a few of the objectives, which are (Mouchataris and Anjum, 2007):

1) Availability: Availability ensures that the network services area unit accessible.

2) Confidentiality: It ensures that info content is hided to unconstitutional entities.

3) Integrity: It ensures that knowledge isn't changed throughout transmission.

4) Authentication: Authentication ensures a node of the identity of the opposite party or parties that it's act
with

5) Non-repudiation: Guarantees that a celebration cannot be false denying its action.

Since there are many attacks require defining the above objectives. It is complicated to have a universal
protocol that can satisfy all the above security conditions. There are many protocols appeared to secure MANET
routing and packet forwarding that it is focused on different types of the attack.
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MANETs communication has two phases, route discovery and data transmission. Both phases are
vulnerable to a variety of attacks. The main goal of the route discovery and securing routing in one node to
another node.

Il.  CLASSIFICATION OF MANET LAYERS ATTACKS

Attacks on network are classified into two categories [3] — Internal attack and External attack. In
Internal attacks, the attacker wants to gain the ordinary access to the network and participate the network
behavior, whichever by some malicious impersonation to get the access to the network as a new node, or by
directly compromising a present node and using it as a basis to conduct its malicious behaviors. In External
attacks, the attacker aims to cause jamming, propagate fake routing information or disturb nodes from providing
services. Here we explain the different types of attacks against different layers [4]:

1) Application layer- Repudiation, Data correction.
2) Transport layer - Session hi-jacking, SYN flooding.

3) Network layer - Wormhole, Black hole, Byzantine, Flooding, Resource Consumption, Location
disclosure Attack.

4) Data link layer - monitoring disruption MAC, Traffic analysis, and WEP weakness.
5) Physical layer - Jamming, interception, eavesdropping.
6) Multi-layer attacks - DoS, impersonation, replay, manin- middle attack.

I1l. OVER VIEW OF ROUTING PROTOCOL

In MANETS, some variety of routing protocol is needed so as to dynamically notice the multi-hop
ways through that packets may be sent from one node to a different [1]. There area unit primarily 2 classes of
routing protocols for MANETS[16]:

1) Table Driven (Proactive): DSDV, GSR, WRP
2) Source Initiated On-Demand (Reactive): ABR, AODV, DSR, LAR

Much of the analysis has been done that specialize in the potency of the MANETS. There area unit
quite a range of routing protocols that area unit wonderful in terms of potency. However the protection needs of
those protocols modified the case and an additional elaborated analysis is presently afoot to develop secure
unintentional routing protocols. MANETS area unit very liable to attacks thanks to their dynamically dynamic
topology, absence of standard security infrastructures and open medium of communication, which, not like their
wired counterparts, can't be secured. To deal with these considerations, many secure routing protocols are
proposed: Secure economical Distance Vector Routing (SEAD), Ariadne, and echt routing for unintentional
Networks (ARAN), Secure unintentional On-Demand Distance Vector Routing (SAODV), and Secure Routing
Protocol (SRP). Though researchers have planned many secure routing protocols, their resistance towards varied
styles of security attacks and potency area unit primary purpose of concern in implementing these protocols.

IV. ROUTING PROTOCOL ATTACKS IN MANETS

There are many attacks which might be mounted on the routing protocols and will disrupt the correct
operation of the network. Temporary descriptions of such attacks area unit given below [5]:

A. Routing Table Overflow:

Within the case of routing table overflow, the assaulter creates routes to nonexistent nodes[5]. The goal
is to form enough routes to forestall new routes from being created or to overwhelm the protocol
implementation. Within the case of proactive routing algorithms we want to find routing data even before it's
required, whereas within the case of reactive algorithms we want to search out a route only if it's required. so
main objective of such Associate in Nursing attack is to cause Associate in Nursing overflow of the routing
tables, which might successively forestall the creation of entries cherish new routes to licensed nodes.

B. Routing Table Poisoning:

In routing table poisoning, the compromised nodes gift within the networks send fictitious routing
updates or modify real route update packets sent to alternative licensed nodes. Routing table poisoning could
lead to sub-optimal routing, congestion in parts of the network, or maybe build some elements of the network
inaccessible.

C. Packet Replication:

Within the case of packet replication, associate degree assailant replicates stale packets. This consumes
further information measure and battery power resources on the market to the nodes and conjointly causes
supernumerary confusion within the routing method.
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D. Route Cache Poisoning:

Within the case of on-demand routing protocols (such because the AODV protocol [11]), every node
maintains a route cache that holds info concerning routes that became renowned to the node within the recent
past. Just like routing table poisoning, associate degree person may also poison the route cache to realize similar
objectives.

E. Rushing Attack:

On-demand routing protocols that use duplicate suppression throughout the route discovery method
square measure liable to this attack [12]. Associate degree assailant that receives a route request packet from the
initiating node floods the packet quickly throughout the network before different nodes that conjointly receive a
similar route request packet will react. Nodes that receive the legitimate route request packets assume those
packets to be duplicates of the packet already received through the assailant and therefore discard those packets.
Any route discovered by the supply node would contain the assailant jointly of the intermediate nodes. Hence,
the supply node wouldn't be able to realize secure routes, that is, routes that don't embrace the assailant. It’s
extraordinarily troublesome to observe such attacks in accidental wireless networks.

V. RELATED WORKS

DSR algorithm’s [16] route discovery/route reply cycle. A source node that wishes to send a packet
primary check its route cache. If there's a legitimate entry for the destination, the node sends the packet
victimization that route; if no valid route is available in the route cache, then the source node initiates the route
discovery process by causing a special route request (RREQ) packet to any or all neighboring nodes.

DSR main disadvantage is that the massive information measure overhead inherent in source routing.
As a result of every route cache collects the addresses of every visited node; RREQ packets will become vast as
they propagate through the network. Routing data can even increase enough to exceed the related message’s
utility. These issues limit the network’s acceptable diameter and therefore its scalability.

AODVR algorithm [16] is source node that wants to send a message to a destination for which it does
not have a route broadcasts an RREQ packet across the network. Each and every one node receiving this packet
updates their information for the source node. Therefore, unlike DSR, this approach does not use route caching.
Instead, each node maintains only the next hop’s address in a routing table; as well these routing tables are
updated all the way along the RREQ propagation path.

The RREQ contains the source node’s address and broadcast ID, current sequence number as well as
the destination node’s most recent sequence number. Nodes use these sequence numbers to detect active routes.
A node that receives an RREQ can send an RREP if it either is the destination or has a route to the destination
with a corresponding sequence number greater than or equal to the sequence number the RREQ contains. Within
the latter case, the node returns an RREP to the source with an updated sequence number for that destination;
otherwise, it rebroadcasts the RREQ.

Nodes keep track of the RREQ source address and broadcast ID, discarding any RREQ they have
previously processed. As the RREP propagates reverse to the source, nodes set up entries to the destination in
their routing tables. The route is established once the source node receives the RREP. AODVR main drawback
is the large storage space and maintains the many address in routing table. So avoid above draw backs we are
proposed SRDP protocols. Details discuses in SRDP protocol performance analysis given below.

VI. PROPOSED WORK
A. Securing Routing Discovery Protocols:

In the securing routing protocols [2] the routes discovered between the source and destination must be
protected from any malicious nodes attempt to fabricated, forge, disrupted the route and replayed. There are 2
classes of routing protocols exist in the mobile ad hoc networks world. The first class, reactive protocols acquire
routes on demand through flooding a route request and receiving a route reply. Another class of MANET
routing protocols is proactive; it ensures that all nodes at all times have sufficient topological information to
construct routes for all destinations in the network through periodic message exchange.

B. Table-driven:

Table driven routing protocols basically use proactive schemes. They conceive to maintain consistent
up-to-date routing info from every node to each alternative node within the network. These protocols need every
node to keep up one or additional tables to store routing info and any changes in configuration have to be
compelled to be mirrored by propagating updates throughout the network so as to keep up a standardized
network read.
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C. Ondemand:

A special approach from table driven routing is source-initiated on-demand routing. this kind of routing
creates routes only desired by the supply node. Once a node needs a route to a destination, it initiates a route
discovery method at intervals the network. This method is completed once a route is found or all potential route
permutations are examined

D. Routing Discovery:

The route discovery method consists of a route-request message (RREQ) that is broadcasted. If a node
features a valid route to the destination, it replies to the route-request with a route-reply (RREP) message. in
addition, the replying node creates a therefore known as reverse route entry in its routing table that contains the
address of the source node, the quantity of hops to the source, and also the next hop's address, i.e. the address of
the node from that the message was received.

E. Route Maintenance:

The periodic routing updates square measure sent to all or any the nodes. If any link on a source route
is broken, the source node is notified employing a route error (RERR) packet. The source removes any route
victimisation this link from its routing table. A brand new route discovery method should be initiated by the
source if this route remains required.

F. Using RSA algorithms:

Today RSA formula is currently used in a wide variety of platforms, products, and industries around
the world. It’s found in several industrial software system products. It’s designed into current operating systems
by Microsoft, Apple and etc. In hardware, RSA are often found in secure telephones, on LAN network cards,
and on smart cards. Additionally, RSA is incorporated into all of the key protocols for secured net
communication. It Provides security from unauthorized user/access. this system are often employed in numerous
fields’ of banking and National Security Service (NSS)

RSA may be a cryptosystem that is understood collectively of the primary practicable public-key
cryptosystems and is wide used for secure information transmission. In such a cryptosystem, the secret writing
secret's public and differs from the cryptography key that is unbroken secret. it's hottest and most expeditiously
used formula thanks to its stability and reliableness. RSA is one in every of the quality algorithms that area unit
employed in most of the encryptions and cryptography conception applied for the information transmission in
networks.

G. Secure Routing Protocol (SRP):

Secure Routing Protocol (SRP) can be applied as an extension of DSR (Dynamic Source Routing
protocols) (Papadimitratos and Haas, 2002; Papadimitratos et al., 2002; Papadimitratos, 2005) [2]. The necessity
for SRP protocol is the existence of a SA (Security Associated). It applied security associated only at the end
nodes and no need for any cryptographic methods at midway nodes. For each route request (as well as reply),
SRP used two numbers to identify the request to improve the security; First one is a sequence number that is
increased periodically. Another one is a random Identifier. The only possible attacks against the protocol would
be if two or more nodes colluded during single route discovery and middle man attack .So avoids middle man
attackers, to applied security associated with the each node using unique ID and Secure Pseudo-Random
Number Generation using RSA algorithm in Secure Routing creation shown in table 1, 2.

TABLE 1
ROUTING ALGORITHM

Secure Routing creation algorithm.

1. Source node send a message[it will send unique node 1D and pseudo-random bit series]
2. Receiving node first verify that has an unique ID then check
a) If it is not “routing table” [Not accepted]
Else
It is a routing table
Then accept transmitting node requesting.
b)  If receiving node is not the destination node.
(ie) it will transmit a message with unique ID and pseudo-random bit series to another node.
3. When the destination node will receive the unique 1D with pseudo-random bit series. It will send back
and reverse back the order of all the pseudo-random bit series.

ISSN : 0975-4024 Vol 6 No 2 Apr-May 2014 977



K.Pazhanisamy et al. / International Journal of Engineering and Technology (IJET)

TABLE 2
RANDOM SERIES GENERATION

Secure Pseudo-Random Number Generation:

RSA algorithm;

1. Generate two secret prime numbers p, g suitable for use with RSA
2. Computen=p xq

3. Compute ¢(n) = o(p) ¢(d) = (p — Dx(q — 1)

4. Select a random integer e such that 1 < e < ¢(n) and gcd(e, (n)) =1
5. Select a random integer b, (the seed) such that by € [1, n]

6. For i from 1 to k do

>  bi=(bi.1)*modn

> a; = the least significant bit of b;

The efficiency of the generator can be slightly improved by taking the last j bits of every b;, with j = cx
Ig(lg(n)) and c is a constant.

However, for a given bit-length m of n, a range of values for the constant ¢ such that the algorithm still yields
a CSPRBG has not yet been determined.

Output: a pseudo-random bit series ai, a,, ...,ax of length k

The new idea is discussed in the (figure 2) shown blow. In this concept each node is assigned a unique
ID before creating a wireless network for communication between nodes .when a wireless network is
established and node (S) wants to communicate with node (D) in the network topology. The node (S) acts as a
transmitting node, it will send a message during signaling period with unique node ID and generate a random bit
number for example when this message is broadcast to its neighbors. Receiving node for (E) first verify that is
has an ID of transmitting node in its routing table. If it already in the routing table it will accept the message
from the transmitting node. If receiving node (E) is not the destination then it broadcast the message again. The
node (E) will transmit a message with its unique ID and it knows that node (S) generated a random bit number
(a1), so after computation using random bit number it will generate a bit number (a,;). When the destination
node (D) will receive the unique 1D with a random bit series (a;,8,,83...ax). The destination node (D) will send
back and reverse back the order of all the random bit series number generation. When the destination node(D)
sends its unique ID and generate an random bit series number which was generated by node G. node (G) knows
that it generated an random bit series number a3 then it will accept it .Same procedure is followed in the whole
network till it reaches to the source node (S). After this signaling process route is established between the source
nodes to the network node in secured environment. In this algorithm data is transmitted safely without any
intruder attack.

_—————— > RREQ

S ROUTE CREATE
RRPLY

-------- >

Figure 2: Secure Based Route Creation
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H. Performance analysis

To evaluate the performance of our SRDP, we are present simulations using NS2. The simulation
environment settings used in the experiments are shown in Table 3. We are analyzing the Packets Delivery,
Average delay and Energy of SRDP, compared with that of the AODV protocols. The simulation result is show
in Fig. 3, 4, 5. We can observe that SRDP performs better than AODV protocols on the Packets Delivery,
Average delay and Energy.

TABLE 3

SIMULATION SETUP
Parameter Value
Routing Protocols AODV, SRDP
Test Area WLAN
Channel type Wireless Channel
Radio Propagation Two Ray Ground
Antenna type Omni Antenna

Interface Queue type  DropTail/PriQueue
Interface Queue length 50
Transmission Range  250m

Number of Nodes 45
Transmission Bandwidth 2.0 Mbps
MAC 802_11
Traffic type CBR

Packet Size 1500

Initial Energy 50

Figure 3: Variation of packet delivery ratio
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Figure 4: Variation of Average Delay

Figure 5: Variation of Energy

VII. CONCLUSION AND FUTURE WORK

Routing security in Mobile ad hoc networks appears to be a nontrivial problem that cannot easily be
solved. It is impossible to find a general idea that can work efficiently against all kinds of attacks, since each
attack has its own distinct characteristics. In this article we study the routing security issues of MANET, The
proposed mechanisms until now have solved many security issues related to routing security and this algorithm
data is transmitted safely without any intruder attack.

In future, we will propose to design a protocol that uses minimal public key cryptography to avoid
overload on the network and uses shared key cryptography extensively to provide security.
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