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Abstract- In wireless body area networks (WBAN), the data loss, security and reliability requirements
are not handled in the existing literature works. This necessitates the technique that deals with slot
allocation scheme, delay and other performance metrics. In order to overcomethisissue, in this paper, we
propose an energy efficient aggregation and reliable communication for Wireless Body Area Networks
(WBAN). Initially, the aggregator nodes are chosen based on the nodes connectivity. During the data
aggregation, the encryption key and the verification key is assigned to the nodes while transmitting data
to the data aggregator. In order to enhance the reliability of data during transmission, the network
coding methodology is considered. By simulation results, we show that the proposed technique enhances
the network performance.

|. INTRODUCTION
A. Wireless Body Area Network (WBAN)

Wireless Body Area Network (WBAN) is an application of wireless sensor network (WSN). In Wireless
Body Area Network (WBAN) a number of small sensors are placed in, on and around human body to measure
specific physiological parameters of a person and send it to monitoring medical centre or hospital via
intermediary devices (like PDAs, Cellular Phones) by wireless communication channel [1], [2]. Normally
WBAN is combination of in-body and on-body area networks. An in-body area network allows communication
between invasive/implanted devices and a base station. An on-body area network, allows communication
between non-invasive/wearable devices and a base station [3].

B. Application of WBAN

There are two types of applications of WBAN, which are Medical [4] and Non- Medical [5]. In medical
application, WBAN is used for personal health assistance [6], remote health monitoring for patient [3]. In non-
medical application, WBAN is used for various kinds of applications, like gaming, entertainment, lifestyle,
medical, health and fitness and intelligent personalization [5].

C. Attacks on WBAN

There are number of key attacks in WBAN which are conducted in different ways, i.e., Denia of Service
(DoS) attacks, privacy violation, and physical attacks [11]. Attacks on WBAN can be classified into three main
categories: (@) attacks on secrecy and authentication, where an adversary performs eavesdropping, packet replay
attacks, or spoofing of packets, (b) attacks on service integrity, where the network is forced to accept false
information, and (c) attacks on network availability (DoS attacks), where the attacker tries to reduce the
network’ s capacity. Some attacks are described below [12].
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1) Physical Layer Attacks: The main responsibilities of physica layer include frequency selection and
generation, signal detection, modulation, and encryption and the medium is radio-based, jamming the network is
always possible. The most common attacks are jamming and tampering. Jamming refers to interference with the
radio frequencies of the nodes. Nodes in WBAN are deployed in close proximity to the human body, and this
reduces the chances of physical tampering [12]

2) Data Link Layer Attacks: Data Link Layer is responsible for multiplexing, frame detection, channel access,
and reliability. Attacks on this layer are creating collision, unfairness in alocation, and resource exhaustion.
When two or more nodes attempt to transmit at the same time then collision occurs. Unfairness degrades the
network performance by interrupting the MAC priority schemes. Exhaustion of battery resources may occur
when a self-sacrificing node always keeps the channel busy [12].

3) Network Layer Attacks: In network layer, possible attacks are spoofing, selective forwarding, Sybil, and hello
flood. In spoofing, the attacker targets the routing information and alters it to disrupt the network. In selective
forwarding, the attacker forwards selective messages and drops the others. In Sybil, the attacker represents more
than one identity in the network. The hello flood attacks are used to fool the network [12].

4) Transport Layer Attacks: The transport layers are flooding and de-synchronization. The attacker repeatedly
places requests for connection until the required resources are exhausted or reach a maximum limit in flooding.
In de-synchronization, the attacker forges the messages between nodes causing them to request the transmission
of missing frames[12].

D. Need for Reliable and Secure communication in WBAN

When WBAN is used as health purpose, the collected data is health information which is persona
information. It is critical and in the interest of the individual, this information must be safe and not being
accessed by unauthorized entities. Non reliable or insecure communication may highly affect health assistance
of patient, so the communication must be reliable and secure in wireless body area network (WBAN) [7].
Reliable and Secure communication is also necessary for another application of WBAN.

E. Issues of Secure and Reliable communication in WBAN
There are some issues of Secure and Reliable communication in wireless body area network (WBAN) which
are describe below:

1) Data Confidentiality: WBAN Applications need secure data transfer mechanisms, since an opponent can
eavesdrop on the traffic and access receptive information of the user.

2) Data Authentication: It is required that only legal nodes of the WBAN are able to participate in the network.
Data Authentication ensures the reliability of the received message. Data Authentication allows a receiver to
verify that the data really was sent by the claimed sender or from alegal node

3) Data Integrity: When data is transmitted from an authorized sender, an adversary can intentionally modify
the message. Due to bad physical conditions of the wireless channel data can also get corrupted.

4) Data Freshness: Data freshness implies that the data received is recent, and it ensures that no adversary
replayed old messages in network.

5) Location privacy: Since the nodesin WBAN are worn over the human body the communication between the
nodes can help in uniquely identifying a person. So WBAN applications are bound to have inherent Location
privacy risks.

6) Contextual privacy: In the breach of contextual privacy, an adversary will be able to co-relate the source and
destination, and get the context sensitive information.

7) Access Control: Different users can send and retrieve information to and from WBAN network. It is
important to protect private information from unauthorized (may be even for legitimate) parties.
8) Non-repudiation: Repudiation is a threat caused when the sender or receiver denies the responsibility of
sending or receiving the messages. So repudiation must be avoided [5].
F. Problem Identification

In the literature review, some of the latest and standard paper are discussed in which, it is found that in [1]
there is a problem with data lost, in [2] it need some security features, in [8] it need to be discussed different
reliability requirements, in [9] It should be include the design of a stochastic slot allocation scheme, in [10] the
delay of signal should be discussed, and overall many performance metrics are not discussed.

Hence in this paper, we propose an energy efficient aggregation and reliable communication for wireless
body area networks.
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Il. LITERATURE REVIEW
A. A Security Suite for Wireless Body Area Networks [1]

In this work, the author addressed data security problem and presented two key management schemes
focusing on the independent generation of keys at the sender and the receiver. In this key generation and
management schemes, the author removes the need for key exchanges by using mechanisms that enable the
sender and the receiver to generate the keys at their end. This ensures that the vulnerability of the
communication at the security association phase does not apply when such a system is used. Since only the
authorized sender or receiver will have access to the immediately previous medical data (which form the
reference frames in case of IAMKeys) and to the periodically refreshed reference frames (in case of KEMESIS),
it will be hard for any adversary to make any sense of the sniffed packets. Security increases with updates to the
reference frames. The complexity is further improved by changing the encryption keys for each data frame. This
ensures that the data frame remains secure under many given circumstances. The performance Metrecs used are
overhead; which is reduced and security; which is increased. The author focus on data freshness with removing
the need for retransmission of a lost frame, only when more than ten frames are lost or not acknowledged, the
sender or the receiver will flag an error, which is not good for emergency medical assistance, because if any data
islost in emergency then it is not good for patient. Optimization of resource utilization is not achieved here.

B. Improving the Reliability of Wireless Body Area Networks [ 2]

The problem of reliability of wireless body area network is addressed and a highly reliable wireless body area
network (WBAN) is proposed. These networks improve upon current WBANS by taking advantage of a new
technology, which is Cooperative Network Coding (CNC). Cooperative Network Coding combined with
multiple-input multiple- output cooperative techniques at the sinks to achieve high throughput and avoid single
points of failure compared to extant wireless body area technologies. The metrics used are Throughput; which is
increased, Reliability; which is increased and Latency; which is reduced. The reliability is achieved by author
but security is not discussed. Hence, it needs to be added some security feature for secure communication. There
isalso aproblem of interference between signals.

C. An Adaptive Fault-Tolerant Communication Scheme for Body Sensor Networks [ 8]

The author addressed the problem of reliable data transmission in wireless body sensor network. An adaptive
and flexible fault-tolerant communication scheme for BSNs, namely AFTCS, is proposed that adopts a channel
bandwidth reservation strategy to provide reliable data transmission when channel impairments occur. For
reliability requirements of critical sensors, fault-tolerant priority and queue are employed to adaptively adjust
the channel bandwidth allocation. Metrics used are, average transmission latency; which is shorting and packet
loss rates; which are lowering. The author discussed that physiological data may have different reliability
requirements but do not discuss the method for achieving this.

D. An Emergency Handling Scheme for Superframe-structured MAC protocolsin WBAN [ 9]

Researchers addressed the problem related to immediate and reliable data transmission during an emergency
situation. The author proposed an emergency handling scheme for WBAN applications using two mechanisms
MP and EP. This scheme can handle emergent data and additional data transmission with low latency. It can be
applied to general superframe-structured MAC protocols. The metrics discussed are latency; which is lowering,
efficiency and overhead. It should be include the design of a stochastic slot allocation scheme for efficient slot
utilization.

E. Energy-aware Topology Design for Wireless Body Area Networks [10]

The topology design problem for wireless body area networks is addressed here. The author proposed a novel
and effective model based on mathematical programming that determines the optimal number and placement of
relay nodes, the optimal assignment of sensors to relays, as well as the optimal traffic routing, taking accurate
account of both the total network cost and energy consumption. The performance metrics used are total energy
consumption; which is reduced and network installation cost; which is also reduced. The author worked on
energy efficiency but not discussed about the delay of the signal and other performance metric.

I11. PROPOSED SOLUTION

A. Overview

In this paper, we propose an energy efficient aggregation and reliable communication for wireless body area
networks. Initially, the aggregator nodes are chosen based on the nodes connectivity. During the data
aggregation, the encryption key and the verification key is assigned to the nodes while transmitting data to the
data aggregator. In order to enhance the reliability of data during transmission, the network coding methodol ogy
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is considered. During emergency situation that requires immediate and reliable data transmission, crisis
management technique is deployed.

B. Energy Efficient Aggregation and Reliable Communication

Our proposed technique mainly concentrates on reliable and energy efficient data aggregation and
transmission. It includes following two phases

Phase 1: Secured Data Aggregation
Phase 2: Network Coding

1) Secured Data Aggregation: Fig. 1 demonstrates the proposed architecture of clustered network. C; and C,
represent clusters and CH; and CH, represents the cluster heads respectively. These cluster heads acts as the
aggregator nodes for collecting the information from the sensor nodes and transmitting it to the Base Station
(BS).

The clustering process is described below.

The sensor nodes perform the cluster head selection based on the nodes connectivity. The nodes containing
the higher connectivity when compared with its 2-hop neighbors are initially chosen as CH;. The selected cluster
heads then broadcast an advertisement message to al its surrounding nodes. The advertisement message
includes the cluster-head ID and location information of the cluster head. The non cluster head nodes first record
all the information from cluster heads within their communication range.

Each non-cluster head node chooses one of the strongest Received Signa Strength (RSS) of the
advertisement as its cluster head and transmits a member message back to the chosen cluster head. The
information about the node's capability of being a cooperative node, i.e., its current energy status is added into
the message. The message a so includes information related to consistency value, consistent sensing count and
inconsistent sensing count of the node.

If an advertisement message signal is obtained at a CH; from another cluster head CH;, which has the RSS
value greater than athreshold then CH; will be considered as the neighbor cluster head and the ID of j is stored.

Fig 1 Proposed Architecture

Following the clustering process, the data to be transmitted are injected into encryption phase to improve
secured transmission. Thisisillustrated below

Let N; represent the sensor network

Let D; represent the data

Let Kenc; represent the encryption key

Let Kver; represent the verification key

Let A; represent the aggregator node

The stepsinvolved in the encryption of data are asfollows
DInitially N; is assigned with a one-way hash function y, and proof key Kver;. A; is assigned with one-way hash
function z and aggregator verification keys Kver; @ Kver;,1V j. BS stores both hash function of node and
aggregator i.e. both y and z and all the verification key Kver for all i.
2)When N; wants to transmit D; to A;, it randomly generates the Kenc; and encrypts the data with Keng;, y and
Kver;. The encrypted data (E; (D;)) is represented using the following equation.

E (D) =Di @ y (Kenc) @ Kenc || Kenc; @ Kver; 1

where || indicates data concatenation.

3) Ni then transmits E; (D;) to AGG
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N Ei (D)) s

A 2
4) In case, A; wants to transmit the data to BS, it encrypts the data with its verification key
Kver.® Kver.,, V ¢ and sendsiit to BS.

5) BSdecryptsthe datawith the hash function y and z and the respective verification key.

The redundant data packets among n incoming encrypted packets in the A; can be determined using the
following steps

1) Two encrypted data D; and D; from the nodes N; and N; are transmitted to A; is shown in Eq. (3) and (4)
E (D) =D;i @ y (Kenc) @ Kenc || Kenc; @ Kver; (©)
E (D)) =D; @ y (Keng) @ Keng || Keng @ Kver; 4
2) A; XORsthefirst parts of these two cipher texts which is shown using Eq. (5)
D @ y (Kenc) @ Kenc;® D; @ y (Keng) @ Keng; (5)
3) AsA,isaready assigned with Kver; @ Kveri.1 V i, the aggregator XORs the last parts of Eq (3) and (4).
Kenc; @ Kver; @ Kengy @ Kver; @ Kver; @ Kver, (6)
=Keng @ Keng; (7
A; can use E; (D;) and E (D)) to retrieve Kenc; @ Keng, however Kenc; or Keng; cannot be retrieved
individually. Hence A; will not be able to decrypt E; (D;) and E; (D;).
4) To differentiate whether the encrypted data packets are redundant in the plain text format, atest value
is estimated by XORing Eq (6) and (7)
Wi =Di @ y(Kenc) ® Kenc® D; @ y (Keng) @ Keng @ (Kenc) ® (Keng) @ Di(Kenc;® Keng; (8)
Vi is further reduced to following Eq format
Yi=Di® D 9
5) If D= Dj,
Then
Vi~ Di® D;=0andviceversa

End if
The above condition is generalized using the following Eq (10)

{W(i , =0,thenD, =D,
If ’

10
¥, # 0 otherwise (0

6) If two data packets arriving at A; is same, then A, just transmits either E; (D;) or E; (D;) to BS

7) If two data packets arriving at A; are different, then A; transmits E; (D) ||E; (D;) to BS.

8) When A; receives n data packets, then first the data are paired. i.e. (E, E) Vi, This step is repeated to
generate i/ .

9) Thegenerated i isused to check if E; has the same reading as E;.

10 T W ¥Wes == Vinan:
Then
E;, E; ..... E, hasthe samereading.
End if
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3.2.2 Network Coding: In order to enhance the reliability of data during transmission, we consider the network
coding methodology. Initially, the data packets to be transmitted are formatted into a blend packet which is
obtained using the following Eq (11)

Let Sand D be the source and the destination, respectively.

A blend of data packet is obtained by multiplying each of the (e) original packets with a random co-efficient
and then the results are summed:

i=12,...,e (11)
Z ioUo

o=1
where v; = coded packets
U, = original packets
€ (=€) = number of combination packets
A, = randomly chosen from a Galois Field GF (29
GF (2% lements={0, 1, 2, ...., 2%-1)
The random coefficients { /1i0 } are set in the header of the data packets.

The stepsinvolved in network coding are as follows:
1) When Swantsto transmit data packets to D, first it transmits the data to its aggregator node (Ay).
2) A; generatesthe blend packet using Eq. (11) and transmits it towards the nodesin C..

3) The nodes in C, generate a blend packet from the received packets and transmit it towards the
subsequent cluster (i.e. third cluster C).

4) Nodesin C; receive the combination packets and transmit new combination packets.

The following eguation illustrates the method using which N; in the cluster generates and transmits to nodes
in cluster i+1 blend packets from the received blend packets as follows.

Zﬂno i-1,0? J "’ni (12)

o=1
where v;; = transmitted blend packets

Vi_; , = received blend packets

n; = number of nodesin cluster i
g = number of blend packets received by N; in C1 from the nodes in cluster i-1

A
9" = randomly chosen from GF (29).

Each node in a cluster needs to transmit at least smallest integer greater than or equal to the ratio of the
number of original packets (e) and the number of nodes per cluster (n).

5) D receives at least e linearly independent blend packets from nodes in cluster K to be able to recover
the original information.

Fig 2 Network Coding
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IV SIMULATION RESULTS

A. Smulation Parameters

To simulate the proposed Energy Efficient Aggregation and Reliable communication (EEARC) NS2 [15] is
used. A network area of 50 X 50 m is considered. The IEEE 802.15.4 is used as the MAC layer since it provides
reliable communication for the devices. For all types of communications, it provides access to the physical
channel. It also supports security features. |EEE 802.15.4 specification uses physical layer (PHY) options based
on Direct Sequence Spread Spectrum (DSSS) which uses the frame structure for low-duty-cycle low-power
operation containing a 32-bit preamble frame length.

TABLE 3. Simulation Parameters

Total Nodes 60
AreaSize 50 X 50
MAC protocol |EEE 802.15.4
Simulation Time 25 sec
Transmission Range 250m
Routing Protocol EEARC
Traffic Source CBR,poisson
Packet Size 512
No. of Keys 50,100,150,200 and 250K b.
Simulation Time 50 sec.

B.. Performance Metrics
IASCMT scheme is mainly considered for performance comparison. The performance is evaluated based on
the following metrics; the Average end-to-end delay, the Average Packet Delivery ratio and the packet drop.

Case 1: (CBR)
1) Based on Rate: In our first experiment, we vary the rate as 50,100,150,200 and 250K b.

Rate Vs Delay(CBR)

25
2 20 —
0 15 - ./,l\.—-—l/ —e— EEARC
310 — —=— IASCMT
8 51+—* * e

0 , ,

50 100 150 200 250
Rate (Kb)

Fig 3: Rate Vs Delay

Rate Vs Drop(CBR)

30000
» 20000 —e— EEARC
a 10000 - —&— [ASCMT
0

50 100 150 200 250
Rate (Kb)

Fig 4: Rate Vs Drop
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11

Energy(J)

Rate Vs ResidualEnergy(CBR)

R f t : —e— EEARC
—a— |ASCMT

10

50 100 150 200 250
Rate (Kb)

Fig 5: Rate Vs Residual Energy

Overhead

20000
15000 1

=7 —=— IASCMT
5000 |

Rate Vs Overhead(CBR)

0 T T T T
50 100 150 200 250

Rate (Kb)

Fig 6: Rate Vs Overhead

Figure 3 shows the delay of EEARC and IASCMT techniques for different rate scenario. We can conclude

that the delay of our proposed EEARC approach is 67% less than IASCMT approach.

Figure 4 shows the drop of EEARC and IASCMT techniques for different rate scenario. We can conclude

that the drop of our proposed EEARC approach is 41% less than IASCMT approach.

Figure 5 shows the residual energy of EEARC and IASCMT techniques for different rate scenario. We can

conclude that the residual energy of our proposed EEARC approach is 8% higher than IASCMT approach.

Figure 6 shows the overhead of EEARC and IASCMT techniques for different rate scenario. We can

conclude that the overhead of our proposed EEARC approach is 59% lessthan IASCMT approach.

Case 2: (Poisson)

1) Based on Rate: In this experiment, we vary the rate as 50,100,150,200 and 250K b.

Delay(Sec)
B RN
o U1 O U1 O

Rate Vs Delay(Poisson)

T = —e— EEARC
—=— IASCMT
——— o —*—
50 100 150 200 250

Rate (Kb)

Fig 7: Rate Vs Delay

Pkts

15000 /
10000

Rate Vs Drop(Poisson)

—e—EEARC
5000 | ‘/\‘ = IASCMT

50 100 150 200 250
Rate (Kb)
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Rate Vs ResidualEnergy(Poisson)
15
2 10 —e— EEARC
5 —
¢ 5 —&— |JASCMT
L
0 ‘ ‘ ‘ ‘
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Rate (Kb)
Fig 9: Rate Vs Residual Energy
Rate Vs Overhead(Poisson)
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Fig 10: Rate Vs Overhead

Rate Vs DelvieryRatio(Poisson)
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0.6 |
./0//\‘ —e—EEARC

0.4

0.2 %\././' —m— |ASCMT
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Rate (Kb)

DeliveryRatio

Fig 11: Rate Vs Delivery Ratio

Figure 7 shows the delay of EEARC and IASCMT techniques for different rate scenario. We can conclude
that the delay of our proposed EEARC approach is 81% less than IASCMT approach.

Figure 8 shows the drop of EEARC and IASCMT techniques for different rate scenario. We can conclude
that the drop of our proposed EEARC approach is 25% less than IASCMT approach.

Figure 9 shows the residual energy of EEARC and IASCMT techniques for different rate scenario. We can
conclude that the residual energy of our proposed EEARC approach is 14% higher than IASCMT approach.

Figure 10 shows the overhead of EEARC and IASCMT techniques for different rate scenario. We can
conclude that the overhead of our proposed EEARC approach is 61% lessthan IASCMT approach.

Figure 11 shows the delivery ratio of EEARC and IASCMT techniques for different rate scenario. We can
conclude that the delivery ratio of our proposed EEARC approach is 62% higher than IASCMT approach.

V. CONCLUSION

In this paper, we have proposed an energy efficient aggregation and reliable communication for wireless body
area networks. Initially, the aggregator nodes are chosen based on the nodes connectivity. During the data
aggregation, the encryption key and the verification key is assigned to the nodes while transmitting the data to
the data aggregator. In order to enhance the reliability of data during transmission, the network coding
methodology is considered. By simulation results, we have shown that the proposed technique enhances the
network performance.
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