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Abstract - The extensive growth of the Internet in the recent years has depleted all the 1Pv4 address
space. It resultsin scarcity of the |Pv4 addresses and leads to design of temporary techniques like NAT.
|ETF developed | Pv6 to overcome this issue. |Pv6 is more than 7.9x10% times as many as |Pv4. Again, it
leads to a new issue of compatibility. [1Pv6 overcomes the problem of address scarcity but it is
incompatible with IPv4 address. So machines configured with IPv4 and machines configured with |Pv6
cannot communicate directly. This communication is mandatory because IPv6 cannot replace |1Pv4
rapidly. It takestime to convert completely from IPv4 infrastructure to IPv6 infrastructure. Until then,
both should cooperate. Transition technologies developed to solve this incompatibility. One such
technology is Transport Relay Translator. It isbased on RFC-3142. A trandlator located in thetransport
layer called as transport relay trandlator. Therelay is located somewhere between the communicating
hosts and enables | Pv6-only hoststo exchange traffic with | Pv4-only hosts. A TRT, which runson a dual-
stack node, can use one protocol when communicating with the client and another protocol when
communicating with the application server. This paper discusses the implementation of TRT and
methods to solve the security issues caused dueto thistrandation.

1. INTRODUCTION

Recent development in Internet computing leads to new technologies in the field of computer
science. One of the important developments in the networking is the IPv6 protocol. IPv6 was developed in the
1990s to overcome the drawbacks of IPv4, which is now currently used[1]. The drawbacks of 1Pv4 are lack of
IP addresses, proprietary |Psec protocol and configuration of nodes using DHCP protocol. To avoid these
drawbacks and include some additional features we go for IPv6 protocol. IPv6 protocol has some additional
features like extensibility, larger address space, new header format, hierarchical addressing, and built in
security[3].

It is not possible to change the entire network to IPv6 overnight. It requires time and cost. Till the
time both IPv6 and IPv4 should interoperate. To accomplish the task we have different mechanism[2]. They
are

» Dual stack. Hosts and routers run both an 1Pv4 and I1Pv6 protocol stack.
» Tunneling. |Pv6 packets are tunneled through an 1Pv4 network.
» Trandation. A gateway translates IPv6 packets to |Pv4 packets.

The paper is organized as follows. The first section focuses on specifies the operation and design architecture of
the Transport Relay Translator (TRT). The second section discusses security threats related to Transport Relay
Tranglator and final section discusses the implementation for securing the threats.
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Figure 1. Block Diagram of Transport Relay Translator
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Il DESIGN ARCHITECTURE FOR TRT

The proposed TRT Project will attempt to overcome some of the drawbacks of existing systems such as NAT
unfriendly protocols and UDP.

Terminologies used in block diagram.
1) IPv6 Source Host:
The System is configured with IPv6 address. And it can communicate only with other 1Pv6 systems
and it cannot communicate with |Pv4 systems. Here it sends packets using TCP/IPv6 connection.
2.) DNS(Domain Name System):
IPv6 hosts uses name server to resolve its DNS queries. The IPv6, when asking its name server for the
IPv6 (AAAA) record of alPv4 only host, will receive from DNS an IPv6 address record specially constructed
from the 1Pv4 address(A) instead of an error response telling that no 1Pv6 address can be found for that host.
The constructed address consist of a special network prefix associated with the transport relay and host id(lower

64 bits) that embeds the IPv4 address of the remote host. For small scale instalation static mapping is
recommended and for large scale installation special DNS server is necessary.

3.) Router:

Router is set up such that packets destined for address with the special network prefix are routed to the
TRT relay node.

4) TRT:

TRT does the trandation of 1Pv6 address to IPv4 address and it makes a TCP/IPv4 connection the
destination host. The router routes packets to the TRT. The TRT then intercepts transport sessions and acts
towards the client node as a destination end point of an IPv6 session and acts towards the server node as a
source for an IPv4 session, copying all datait receives from each session to the other.

5.) IPv4 Destination Host:

The System is configured with IPv4 address. And it can communicate only with other 1Pv4 systems
and it cannot communicate with |Pv6 systems.
I FUNCTIONAL ARCHITECTURE

The previous section describes the overall Transport Relay Trandator. But the actual functionality lies
in the Transport Relay Trandlator. The Transport Relay Trandator performs the conversion from TCP/IPv6
packet to TCP/IPv4 packet. Figure 2. Describes the functional architecture of Transport Relay Tranglator.
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Figure 2. Transport Relay Translator functional architecture.
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1) IPC Creation:

It creates a message queue and semaphore. Message queue is used in inter process communication.
Semaphoreis used to make synchronize the access to the message queue.

2.) THREAD Creation:

Two threads are created. One handles TCP/IPv6 connection and another handles TCP/IPv4
connection.

3.) Configuration

When the system is getting loaded, first it reads a configuration file where the configuration files are
stored.

4.)) Errorlogging

It is used to log the errors that occur when the Transport Relay Trandlator system runs. It stores al the
type of errorsinto alog file. Thislog file contains the error name and the severity of the error. It will perform
graceful shutdown of the system.

5.) 1Pv6 Server

IPv6 server program runs here. Here the server listensto IPv6 clients. When the data arrives from the
IPv6 client, it is sent to the message queue, along with the IPv4 address that the IPv6 client need to send data.

6) IPv4 Server

IPv4 server program runs here. The server gets the data from the message queue along with the IPv4
address. It makes TCP/IPv4 connection to the destination | Pv4 host and sends the data to the IPv4 client.

IV Threats due to Transition Mechanisms

Transition mechanisms open the path for various attacks. This section examines the attacks possible with
different mechanisms.

i. Tunneling can be used to evade security measures. It is vulnerable to Denial-of-Service (DoS) attacks,
Reflection Denial-Of-Service (DoS) and service theft, in which amalicious node or site or malicious user may
make unauthorized use of the service. These attacks are possible because of no preconfigured association
between tunneling end pointg4]. Tunnel sniffing and eavesdropping on traffic going through tunnd is also
possible. If automatic tunneling (6to4, Teredo and ISATAP) is used al receiving nodes must alow
decapsulation of packets that can be sourced from anywhere. The problem becomes more serious when 1Pv6
tunneled over 1Pv4 encapsulation in UDP, as UDP usually allowed passing through NAT’s and Firewalls [6].
Tunnels encapsulating IPv6 in SSL/TLS or IPSec are more dangerous if the datagram payload is encrypted
because there is no technique to examine the payload. 6to4 is the most widely used tunneling mechanism in
the world for transition between IPv4 to IPv6. 6to4 routers cannot identify whether relays are legitimate [10].
6to4 is vulnerable to packet laundering. It issubject to administrative abuse, e.g., service theft [9].

ii. Tranglation technology is affected by threats similar to circumventing ingress filtering or improper use.
It is also vulnerable to buffer overflow attack however; this issue depends on the implementation[15]. IPSec
cannot be used in Transport Relay Tranglator because Trand ation works above the network layer and IPSec in
network layer that makes |Pv6 vulnerable. The trandation system intersects TCP connection between sending
and receiving hostg[7]. This is an illegitimate behavior for a communicating node. The Transport Relay
Tranglator must retain state, so it is vulnerable to various DOS attacks [11]. Protocols that base authentication
on | P address do not work across TRT [11].

iii. Dual stack technologies drawback is all processes applied for IPv4 duplicatesin IPv6 also. A dua stack
host will have to face the vulnerabilities of both IPv4 and IPv6. In most cases, Dua stack technology relies
on tunndling and translation mechanisms for interoperability for networks that are not dua stack [12].
Unexpected tunneling between the hosts may occur which may violate security policies.

V Security Threats while deploying TRT

Perverts can easily intrude TRT traffic, which is similar to circumventing ingress filtering. Buffer overflow
attack can be easily. If TRT is not properly implemented then it may lead to buffer overflow attack. TRT
cannot be used in protocols which authenticate the packets based on source address. There is a possibility that
Transport layer can monitor the IP packets in TRT. 1Pv6 cannot be used in TRT which causes a major setback
for TRT.

The tranglation system intersects TCP connection between sending and receiving hosts. This is an illegitimate
behavior for a communicating node. The Transport Relay Translator must retain state, so it is vulnerable to
various DOS attacks [11]. Protocols that base authentication on IP address do not work across TRT [13].
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Transport Relay Trandator traffic depends on 1Pv4 or IPv6 security policies which is enforced before or after
tranglation. Traffic dueto IPv6 NAT64 can be restricted by blocking 1Pv6 natice packets.

V| Techniques to overcome security threats

Security Policies can be locally deployed on a network to protect against security threats to TRT. It can be
deployed on Router, Switches or in end computers. This type of technology is simple and does not create any
complexity in the network. Deploying this model puts more weight on the switches and routers which are
responsible for carrying the packets through out the network[14]. This security model also does not increase
network complexity because security is enforced by the hosts rather than network elements like the first-hop
switches or routers. The downsides are that this distributed security model makes the network generally harder
to manage than one based on a centralized model, and vulnerabilities are nearly impossible to mitigate at the end
nodes. The major drawback of this system is single point of failure[8]. If the switch or router fails then entire
traffic is shut down. If it is attacked then entire network can be hacked easily. The downsides are that it requires
increased intelligence/complexity in the first-hop switch and it clearly introduces a single point of failure; if the
first-hop switch is compromised, al protection is gone. The following attacks can be mitigated using this
technique. Address spoofing attacks, Layer 2 or 3 and Denial of service attacks.

V1l Conclusion

IPv6 protocol will replace IPv4 protocol completely in future. Until then we need trandators to make
communication between IPv6 and IPv4. Even though IPv6 solves most of the problems of IPv4, it also
introduces new network security issues. This paper presents how to implement Transport relay transator and
overview of transition mechanisms and their security threats. It mainly focuses on security issues of IPv6
tranglation technique Transport Relay Trandator. The proposed mitigation methods for TRT threats do not
mitigate the threats completely and solution that is more effective should be developed to completely prevent
the threats. The current Internet growth is massive and new threats emerge every second in this Internet World,
which isvery difficult to prevent.
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