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Abstract— In this paper apprized three paradigms for visual cryptography for TAMIL Characters,
wherein k out of n shares is sufficient to see the confidential information. Visual and polynomial-based
arethetwo major categoriesin cryptography. This paper incorporates both smple and composite models
to accomplish secret sharing. Secret data is sent to the holders as shares but how they decrypt the shares
to retrieve the secret is a closed book. Procedures involved in sectoring the secret as shares need to be
very intricate enough to attack. Advantages of visual cryptography are no requirement of cover image,
unableto recovery with partial shares, litheness, and ease of sending each sharein different media and so
on. This paper suggests three such methods wherein the shares submit themselves to unequaled
manipulative processes and then sent to the holders. For readers all the inputs, their shares and the
decrypted output are depicted for better under standing without decryption.

Keyword- Information security, Visual Cryptography, (k,n) Shamir VC, Share rotations, Pixel
rotation.

I. INTRODUCTION

Cryptography is an ancient art of hiding clandestine message and it intended for one to one communication.
Its electronic version is now being extensively used in secret sharing schemes with updating in its own right. Its
classification can be stated as symmetric, asymmetric, trust models and hash functions. Main aim of
cryptography is protection of data [1]; here data to be safeguarded is termed as plain text, modified version of
plain text is nothing but cipher text. The attack performed on cryptography is known as Cryptanalysis. The term
visual cryptography signifies sheltering secrets in or as images [2]. The secret is sometimes visible but not
always where the main concern is detectability. Secret sharing schemes involving cryptography and images
(Steganography) have become a new field of interest and have gained popularity among scholars in diverse
fields.

Visua cryptography plots are expansively inspected right from their contraption and now are pulled out to
copious appliances like ocular endorsement and credentials, encryption and steganography. Challenge posed in
this type of cryptographic arena is fictitious lucidities and its management. Having mentioned this, it is aso
noteworthy that many deceitful bars have also been in action. Use of manifold covert images and generic
algorithms may help for counteraction. Even though, furtive sharing and VC look aike, there are some
distinctive properties exist between them. To cite some, extracted image may have dight distortion, recovery
process need not involve cryptographic calculation, no need of cryptographic familiarity. A common term one
can come acrossin VC is ‘share’ which may also be labelled as transparency [3-5].

Studies in visua cryptography mainly concentrate in image quality and reducing pixel expansion [6-8].
Different types of visual cryptographic schemes are of gray, chromatic, specific-feature, extended and XOR-
based [10-13]. Since in general, most VCSs share a single secret, only limited applications are able to be
developed [2-13]. To overcome this, multi-secret sharing proposals are later built up [9]. The fundamental
principle depends on shadows which can be rotated, stacked, circularly shifted or ringed. Last two types can
infix secret images in unlike angles more willingly than explicit onesin rectangular shades.

VCSis one of its kind image secret sharing schemes where secrets are shared and are themselves images. It
just encrypts the image into transparencies that contain the shares which are to be distributed to the participants
[10-13]. Investigators pay attention to contrast and pixel expansion where the latter defines the amount of sub
pixels needed to encode every pixel which isto be a minimum value whereas the former detects the differences
between black and white pixels in an image that is reconstructed. VCSs are now being adoptive in various
applications like image indexing, safe and sound display, watermarking and engrafting confidential message.
Currently, various combinations produce better outcomes in visual cryptography rather than sticking to one.

In this paper, Section Il explains three visua cryptographic methods for tamil secret and its results are
discussed followed by conclusion in section I11.
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I1. PROPOSED METHODOLOGY
A. Method 1- (k, n) — Threshold Scheme
The basic block diagram for visual cryptography is shown in Fig. 1. Here, input secret image may be colour
or gray scale image. If it is colour image, it should be converted into gray scale image to make encryption easy.

Then secret image is converted into binary image using halftoning which is nothing but dithering. Binary image
consists of only black (0) and white (1) pixels.

Fig. 1. Block diagram for (k, n) - Threshold scheme
Encryption is performed on binary image to produce shares. First encryption function is applied on binary pixels
of secret image to create various shares (S1, S2) which contains m1x m2 (2x2) sized blocks.
For n shares, therearen X m1m2 basis matrices.
For n users, there are n(n X m1m2) basis matrices.

Lookup table for this method is presented in table 1. Each pixel in S1 and S2 shares are equivalent to each other
if the secret pixd iswhite (1) which can be represented by variable C1. If the secret pixd is black (0), then each
pixel in shares S1 and S2 are complement to each other and it can be represented by variable CO. After that,
decryption is happened by stacking process which is applied on shares to produce original secret image.

TABLEI
Lookup table for (k, n) — Threshold Scheme

Sample results for this method with four shares are shown in Fig. 2. Here input image is divided into four
shares and then combined to get output image.

Input
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Share 2 Share 3

Share 4 Output

Fig. 2. A sampleresult for (k, n) threshold scheme — Tamil writings

B. Method 2- Pixel Rotation

Sharing of two images is discussed here. Only two shares (S1 and S2) are created for two secret images. The
shares must be of same size and probably it is of square shape here, since this superimposition in different
means creates the secret image. Individually the shares S1 and S2 cannot tell anything about secret image. This
proves the security of this algorithm.

Rotation of share is involved here to increase the complexity. Here the first share S1 can be rotated by an
angle of 6 say 90°, 180" or 270°. In this method, Sharel is rotated by 270° and then stacked with share2 for
getting the secret image 2. Secret image 1 can be obtained by stacking sharel and share2 together.

Lookup table for generating share blocks in pixel rotation method using secret image pixels (11, 10, 01 and
00) isrepresented in tables 2 and 3.

TABLEII
Lookup table for Pixel Rotation method- pixels 11 and 10
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TABLE I
Lookup table for Pixel Rotation method- pixels 01 and 00

Encryption and decryption process for this method using two secret image is discussed below with diagram in
Fig. 3.
Encryption:

Read two secret image (C1 & C2) of sizeM x M.

Then every pixel comparison of C1 & C2 needs here.

As per the lookup table and comparison result, form the blocks s1 and 2.

From sl create another block say s1' by rotating s1 by 270°.

Finally form the shares S1, S2 and $1¢ by using s1, s2 and s1’ blocks.
Decryption:

Read the shares S1, S2 and 51°.

Get the secret image C1 by superimposing S1 and S2 shares.

Get the secret image C2 by superimposing S1¢ and S2 shares.

Fig. 3. Encryption and Decryption process of Pixel rotation method
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Sample results for this method with three shares are shown in Fig. 4. Here input images are divided into three
shares and then combined to get output image.

Input 1 Input 2

Share 1 Share 2 Share 3 (rotated S1)

Output . . . Oupt 2 l
Fig. 4. A sampleresult for Pixel rotation method
C. Method 3- Share Rotation

Three secret image sharing is explained here. In this method, three secret images are transmitted by sharing it
into two shares (S1 & Sref), out of this; one is taken as reference share (Sref). From this reference share create
two shares say S2 and S3 offered that the OR operation result of these two gives Sref.

The direction of share rotation plays the major role here. Sharel isrotated in clockwise and counter clockwise
direction and these results are stacked with share reference gives the secret image 2 and 3 (C2 & C3). Secret
Imagel (C1) is achieved by superimposing S1 with Sref. Table 4 gives the lookup table for generating share
blocks in this method using pixels of secret image.

TABLE IV
Lookup table for Share Rotation method using pixels

Encryption and decryption process for this method using three secret image is discussed below with diagram
inFig. 5.
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Encryption:

Consider three secret image (C1, C2 and C3) of sizeM x M.

Compare every pixel of C1, C2 and C3.

Then create the blocks s1 and sref from the ook up table.

Make other two blocks s2 & s3 from sref provided that s2 OR s3 creates sref.

Finally create the shares S1, Sref, S2 and S3 and transmit the shares S1, S2 and S3.
Decryption:

Read the shares S1, S2 and S3

To get Sref, perform OR operation in S2 and S3.

Stack S1 and Sref to attain the first secret message C1.

To attain C2, rotate S1 270" clockwise and combine it with Sref.

To attain C3, rotate S1 270" anti- clockwise and combine it with Sref.

Fig. 5. Encryption and Decryption process of Share rotation method

Sample results for this method with three shares are shown in Fig. 6. Here input images are divided into three
shares and then combined to get output image.
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Input 1 Input 2 Input 3

Share 1 Share 2 Share 3

Fig. 6. A sampleresult for Share rotation method

ADVANTAGES
Without acquainting superfluous troubles it overcomes cheating predicament
Feasibleness
Probability of finding transparencies is greatly minimized
Applicable for distribution system
Each block possesses superior visual quality

I11. CONCLUSION

Visual speaks alot than hearing, each and every one in this world gathering bulk of information with the help
of vision. Lot of fields are available to hide confidential information, they are cryptography, steganography,
visual cryptography, watermarking and so on. Let we visualize about visual cryptography; Visual Cryptography
is an extraordinary encryption technique to camouflage information in images in such a way that it can be
decrypted by the human vision if the correct key image is used. In this paper we discussed about three methods
of visual cryptography scheme, they are (k,n) scheme, pixel rotation and share rotation. Visua cryptography is
an upraising field; some applications of visual cryptography are remote electronic voting, banking customer
identification and key management. In future each and every field requires data security, during that time visual
cryptography will enhance its applications with the help of its methods.
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