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Abstract— In asymmetric key cryptography, also known as Public Key cryptography. There are two
different keys which are used that form a key pair. One key is used for encryption and the other is used
for decryption, therefore, no other key can decrypt the message. The advantage of this scheme is that
every communicating party needsjust a key pair for communicating with anyone else.

RSA is a well-known public-key cryptography algorithm and it is suitable for signing as well as
encryption. Thereby, it was considered one of the first great advances in public key cryptography. In
RSA, nistransmitted in public key, and if n’sfactors can be found by brute force attack it will reducethe
security of the algorithm. In this paper, we describe a new algorithm which is similar to RSA algorithm
with some modification. This helpsin increasing the security of RSA algorithm. There are two n values:
n,and n, We have used four variables to deter mine the value of n;. This make it difficult to factorize n;
value n;isused during encryption and n, is used during decryption.

Keywords- Cryptography, Co-prime, Encryption and Decryption, Key, Symmetric Key and Asymmetric
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[. INTRODUCTION

We have seen over the past years an increase in demand for data communication and internet services like
electronic commerce, along with increasing security problems over the network. Therefore, secure techniques
for communication in the presence of third party (hacker), such as Cryptography, is used. Symmetric-key
cryptography is an encryption technique in which sender and receiver share a common key that is used to
encrypt and decrypt a message. The main drawback is sender and receiver must exchange akey in a secure way.
To overcome this problem public key cryptography is used. Each user’s public key is published while the
private key is kept secret and thereby this eliminates the need to exchange akey in a secure way.

Two keys are mathematically related, even though knowing of one key does not alow someone to
easily determine the other key. Among the two keys, one key is used to encrypt the plaintext and the other is
used to decrypt the cipher text. As a pair of keys are required - one for encryption and another for decryption -
this approach is also known as asymmetric cryptography. 2 RSA algorithm is most commonly used algorithm
among other asymmetric key algorithms. It consists of three major steps: first step is the Key generation, then
the encryption of the plaintext and finally the decryption of the encrypted text. Moreover, there are two keys
which are used in RSA agorithm: the public key, which is used for encrypting a message and it is known to
everyone, and the private key, which is used to decrypt the message and it is known only to the intended
receiver.

In this paper we describe an algorithm that is a modification to the existing RSA agorithm. It isalso a
public key cryptography agorithm. In this algorithm we have used four variables among them two are prime
and other two are random numbers. There are two n values n; and n,. n; is extremely large number which is
product of two prime and two random numbers which makes it difficult for hacker to factorize value and n; is
the product of prime numbers. n; is used during encryption and n, during decryption. Even if the hacker
manages to factorize ny, it will be hard to determine the prime numbers from factors, so that he/she can calculate
n, and decrypt the message. This modification increases the security of the cryptosystem.

A. Encryption and Decryption:

Encryption is defined as the process by which given information is transformed into some other form in order to
prevent it from the strangers or hackers, so that only receiver with a key can read the message. Moreover, the
message which we get after encryption is called encrypted message. Whereas, decryption is defined as the
proc&[s? of retrieving the original message from the encrypted message with the help of the secret key (private
key). [®

B. Co-prime numbers:

Two numbers are said to be co-prime!® if they only have common divisor as 1 or if their greatest common
divisor is 1. Examplesare 7 and 9 or 11 and 13. The multiplicative inverse property of co-prime numbersis used
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in RSA agorithm. According to the property, consider two co-prime numbers a and b, such that a has a
multiplicative inverse modulo b, then there exists an integer ¢ such that ©®

b* c=1* mod (a)
[l. RSA CRYTOSYSTEM

RSA agorithm ™ is named after Rivest, Shamir and Adleman. This algorithm is one of the example of public
key cryptography algorithms which uses multiple keys for encryption and decryption leading to secure
transmission of messages. RSA works better if the value of the key is long, as it becomes difficult to figure out
the factors of n. RSA algorithm involves three steps:

(a) Key Generation:

RSA involves public key and private key. Public key is used for encryption and private key is used for
decryption of message. The key generation takes place in the following way:

STEP1:

Take any two large value prime numbers x and y.

STEP 2;
Compute z by using the given formula
Z=X*y
STEP 3:
Compute Phi (2):
Phi (2) = (x-1) * (y-1)
Here, Phi (z) isEuler’ stotient.
STEP 4:
Choose the public key exponent e such that
1 < e< Phi (2) and, e and Phi (2) are co-prime
Which means that GCD (e, Phi (2)) =1
STEP5:
Determine private key exponent d through the
given formula:
d *e= 1*mod (Phi (2))
this means that d is the multiplicative inverse of
e*mod (Phi (2)).
Thus the public key consists of public key exponent e and n. And private key consists of n and private key
exponent d.
PublicKey :(z €
Private Key: (z, d)
(b). Encryption:

For encrypting a message, first the algorithm convert the given message into an integer number by using a
suitable padding scheme. Then following formulais used to generate encrypted message C:

C=M"emod (2)

(c). Decryption:

Following formulais used to decrypt the encrypted message:

M =c”~dmod (2)

1. APPROACH

Our approach is quite similar to RSA algorithm with some modificationsin it.
(a) Key Generation:

STEP 1:
Take two prime numbers p and q and two random humbersx and y.

Note: the values of X, y, aand b must be greater than 1.
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STEP 2:

Compute z;, z, by using following formula
Z; =X*y*a‘b
2, = X*y

STEP 3:

Compute Phi (2) as
Phi (2) = (x-1)*(y-1)*(a1)*(b-1)
STEP 4:
Choose the public key exponent e such that 1< e < Phi (z) and GCD (e, Phi (2)) =1
Note: e and Phi (z) must be co-prime
STEP5:
Determine private key exponent d through the
Following formula:
d*e=1*mod (Phi (2))
Thus the public key consists of public key exponent e and z;. And private key consists of z, and private key
exponent d.

Public Key: (e, z;)
Private Key: (d, z,)
(b)Encryption:

Similar to RSA, the given message to be encrypted is to be converted to an integer number by using a suitable
padding scheme. Encryption of message M is done using following formula:

C=M * emod (zy)
(c)Decryption:
Decryption of Message is done using following formula:
M=C * d mod (z,)
IV.EXAMPLE

LET USCONSIDER THAT, WE HAVE TO SEND A MESSAGE WHOSE VALUE I1S101.E. M=10
STEP1:
Take two prime numbers x and y.

x=5and y=3
Take two random numbers aand b.

a=4 and b=6
STEP 2:
z; = (5*3*4*6)
=> 2z, =360
2,=(5*3)

=>7z,=15
STEP 3:

Phi (2) = (5-1)*(3-1)* (4-1)* (6-1) =4*2*3*5

=>Phi (z) =120
STEP 4:
GCD (g, 120) =1
Thus, e= 7 asits co-prime to 120
STEP5:
7* d=1mod (120)
=>d=103
PublicKey = (7,360)
Private Key = (103, 15)
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Encryption:
Let us consider Encryption of Message M=10
Thus,
C=10"7mod (360)
=>C=280

Decryption:

M=280"103 mod (15)

=M=10
V. ANALYSIS OF THE ALGORITHM

Both the algorithm are compared on the bases of the

i. Time

ii. Brute-force Attack
Time:
The following graphs show a comparison of the Encryption and decryption time taken by the algorithms

Series 1-RSA  Series 2-Modified RSA Series1-RSA  Series 2-Modified RSA

Brute-force Attack:

As mentioned before, n; is product of two prime and two random numbers and n, is product of two prime
numbers. It becomes hard to factorize n; and time taken for brute force attack is more compared to RSA
algorithm. Thisincreases the security of cryptosystem

V1.CONCLUSIONS

This approach is more secure than RSA agorithm. The advantage with this algorithm is that, the time taken
for brute-force attack is more compared to RSA algorithm. Even if the hacker manages to factorize n,, it will be
hard to determine prime numbers from factors, so that he/she can calculate n, and decrypt the message.
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