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ABSTRACT - This paper presents the major network attack profiles, taxonomies, classification and
identification frameworks.

Further, current approaches for intrusion detection on networks were x-rayed though, with emphasis on
Denial of Service (DoS) attacks only.

The concept of intelligent agents and subsequently adaptive systems was elucidated, the properties
derived were used as a proof of concept, and then applied in the development of a model for an adaptive
intelligent multi-agent for network protection, against denial of service attacks.
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1.0 INTRODUCTION

As the world has moved further into information — driven global economy, the value of information, and
controlled access to that information, has never been greater [1]. The goa of IT infrastructure therefore is to
create systems that can detect and protect against unauthorized access while providing timely access to
legitimate users. Today’s network must be able to respond to attacks in ways that maintain network availability
and reliability and allow a business to continue to function. In many respects, the goal of security is to make
networks more resilient by making them more flexible. Rather than succumb, networks must be able to absorb
attacks and remain operational, much in the same way the human immune system allows us to keep functioning
in the presence of viruses and related bacterial infections.

The future of security technology has changed more in the last three years than it did in the prior ten years [2].
The extent of these changes, as well as the rate of changes, has made it difficult for security IT departments to
keep up with these challenges. Before IT departments can regain control, they must better understand the
changing technological landscape.

A network can no longer be secured by simply securing the network perimeter [2], since corporations have
consolidated their data centers, converged internal networks, and embraced the internet.

Technically, the kinds and nature of security planning adopted have to correlate especialy with the attack
profiles such as:

Application layer attacks, auto rotes, backdoors, man —in —the — middle attacks, network reconnaissance, packet
sniffers, password attacks, brute force attacks, port redirection attacks, trojan horse attacks and viruses, trust
exploitation attacks, Denial of Service (DoS) and Distributed Denial of service (DDoS) attacks [3].

Denial of Service attacks is a major cause of incorrect operations in the internet and is arguably one of the most
serious threats that the internet community faces today [4], [5].

From the time it is detected and recovered from, the victim is virtually paralyzed and cannot respond to
legitimate requests. For large commercial sites, this translates to losses of billions of dollars in magnitude [6].
Corporate networks, and the attacks used to exploit them, are so complex that no single mechanism can be relied
upon to keep them secure. This hasled to the concept of “Defense

in Depth” [2]. Until recently, this concept had been built on the notion of proactive defense. The network
security community, in the spirit of postulations of this work, has begun looking to seemingly unrelated real —
world examples such as human® immune system as a model for the self — defending network. Other real —world
systems that have also proven to be instructive can be found in the field of epidemiology and in the way
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communities police themselves. A common theme with all of these systems is that they employ adaptive as well
as proactive defenses.

The self — defending network based on adaptive intelligent agent monitoring, provides systems — based solutions
that allow organizations to use their IT infrastructure in new ways to reduce windows of vulnerability, minimize
the impact of attacks, and improve overal infrastructure availability and reliability [2]. This helps create
autonomous systems that can quickly react to an outbreak with little or no human interaction. This type of rapid
response is required to thwart the latest forms of misuse that are much more virulent than their predecessors.

2.0 BASIC NETWORK ATTACK CHRACTERISTICS

The section reviews discussion on DoS under two broad categories: flood attacks and malformed packets.
Understanding the taxonomy of DoS attack is essential in thinking about appropriate counter measures. In his
book [3] Tood Lammle describes a number of attacks, some of which are mentioned below:

Autorooters: Crackers use something called a rootkit to probe, scan and then capture data on a strategically
positioned computer that is poised to give them “eyes’ into an entire system [3].

Back doors: These are simply paths leading into a computer network. Though simple invasion or via more
elaborate “Trojan horse” code hackers can use their implemented inroad into a specific host or even a network
whenever they want to [3].

Other attack profiles he described [3] are man — in —the — middle attacks, network reconnicaissance, packet
sniffer, password attacks, brute force attacks, port redirection attacks, Trojan horse attacks, viruses and denial of
service (DoS) attacks.

A Denial of Service attack on a network could take one of the two possible forms. A malicious party (a.k.athe
attacker) would cause the network not to transmit data which it naturally should be sending to any of its bona
fide clients. On the other end of the spectrum, the network could be caused to send spurious messages, which
are not needed by the eventua recipient. By far, the most common form of DoS in today’s networks involves
creating excessive bogus traffic (flooding the network) in the direction of a server, thereby limiting users and
necessary |egitimate access to the server [7].

There are several common attacks methods known by the security community. They are divided into two main
categories: Flood attacks and malformed packet attacks.

2.1 The Flood Attack

Flood attacks are quite common and they intend to saturate network in order to crash routers and switches or
flood systems with more traffic than they can handle. Unfortunately, the tools required to mount such attacks are
freely available on the internet and even malicious users with little or no experience can use them. The tools
include, the Smurf Flood Attack, whereby, the attacker sends a small number of ICMP echo packets to a
broadcast address that defines several hosts. The replies from all those hosts are sent ssimultaneously to the
victims, exhausting all the available bandwidth and possibly processing power.

In Transmission Control Protocol (TCP) SYN attack, a malicious user will disregard the handshake protocaol,
the result is that the entry in the queue for pending connections is blocked until the timeout expires. If the
malicious client sends a burst of such requests, it definitely reduces the throughput of the network and could
cause an eventual shut down. Consider a typical 100MIPS server that can handle around 2000 connections per
second [8], when the minimum standard TCP connection queue is 2048 slots [9] being subjected to this
condition.

The UDP flood attack is possible because of the connectionless nature of the UDP protocol. Since no
connection procedure is necessary, the attacker may send packets to random ports, causing the victim to allocate
CPU cycles in order to determine which application listens to those ports. When it realizes that no application
listens on the ports, the victim will generate a destination unreachable response ICM P packet and will send it to
forged originating address. If enough packets are sent to the victim, the system may go down.

Another scenario isthe ICMP flood attack, whereby an attacker sending a large number of echo ICMP packets
to the victim. Asthe victim cannot keep up with the load, the system will experience performance depredation.

E-mail Browsing flood attack essentially, consists of sending a huge number of e-mailsto the target in order to
fill the storage space and/ or the bandwidth.

It is discussed in the literature [7] that with the exception of the UDP flood attack, the other attacks can be
avoided by patching the operating system. The UDP attack is difficult to cope with since there may be several
applications listening to ports and preventing access by means of firewalls. This may severally reduce
functionality. Such attacks cannot be instigated unless we find a way to tell legitimate request from the fake
ones. In addition to that, mitigating technology must not incur a significant overhead since this may open a new
avenue of attacks.
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Flooding attacks are also classified as (a) single — source (b) multi source, or (c) reflected based on the number
of attacks and their location, with respect to the observation point and victim. Thisis shownin Fig 1 below.
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Figure 1:Flooding attacks classification.
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2.2 TheMalformed Packet Attack

The malformed packet attack is another wide-spread type of DoS attack. The purpose of this attack isto send ill
formed packets to the host and take advantage of the bad design of the code that processes the packets. Effects
range from unacceptabl e degradation of performance to system crashes.

There are several malformed packet attacks which include the Ping of Death Attack which involves sending an
ICMP echo packet that is much larger than the maximum IP packet size of (64kbytes). At destination, since
Transmission Control Protocol/ Internet Protocol (TCP/IP) implementation fail to reconstruct the packets,
crashing or rebooting of the system occurs.

In the Chargen Attack, a variant of the UDP flood attack, the attacker uses the port 19 (chargen) of an
intermediary system normally used as an amplifier. The attacker sends a forged UDP packet on port 19 of the
intermediary system which in turn replies with a string of characters back to the victim who then sends back an
echo of the string and the loop is created which subsequently rapidly exhausts the bandwidth between the
victim and the intermediary system.

in teardrop Attack, due to poor implementation, some systems fail to correctly cope with packet fragment that
have incorrect offset, making proper reassembly impossible. Instead of gracefully discarding the packets, the
implementation in question simply reboots or halts the system.

The Land Attack involves the crashing or rebooting of a system, when it encounters a forged packet which
contains the same address as both the origin and the destination.

The Win Nuke Attack is specifically targeted against windows machines to which attackers send out —of - band
data to a specific port, causing the system to crash or reboot.

2.2 Other Variantsof DoS
Another classification of the DoS attacks may be according to the number of parties involved in the attack:
Uni - source attacks — Involve one attacker that istargeting a single victim.

Multi- source attacks - several hosts referred to as zombies unwillingly participate as attackers, being
compromised by the head of the operation. Although more difficult to put into practice, this type of attack is the
most dangerous and most difficult to fight against. It is aso known a Distributed denial of service (DDoS)
attack.

3.0 Framework for Classifying Denial of Service Attacks

There appears to be a strong argument among researchers for an efficient classification framework. That is, a
framework to classify DoS attacks into their appropriate categories, culminating to a valid identification
framework. It has been argued in a literature [6] that this identification framework can be used as part of an
automated DoS detection and response system.

The gap in research identified in the literature is work on a framework for detecting and identifying DoS attacks
dynamically. It is obvious from network security literature that launching a Denial of Service (DoS) attack is
trivial, but detection and response is a painfully slow and often a manual process. Automatic classification of
attacks as single or multi-source then becomes necessary.[10]

It is noticeable from available literature [11] that there had been much research addressing automated
classification of attacks.

This section describes a framework to classify attacks based on header analysis, ramp — up behavior and spectral
analysis. It is however suggested in the literature that this three — pronged approach is necessary to deal with an
increasing level of difficulty in classifying attacks depending on the level of IP header spoofing present in the
attack.

3.1 Classification Of Dos by Header Contents

Most attacks spoof the source address concealing the number of attackers. However, other header fields, such as
the fragment identification field (FID) and time — to — live field (TTL), can be indirectly interpreted to provide
limits regarding the number of attacks. Such techniques have been used before to identify multiple interfaces on
routers [11] and count number of hosts behind a NAT box [12]. These techniques work because many operating
systems sequentialy increment the ID field of each successive packet generated. As a result, al packets
generated by the same host will contain monotonically increasing ID values. In addition, assuming the routes
remain relatively stable during the attack, the TTL values will remain constant for the same source — destination
pair. Thus for attacks where the ID and TTL fields are not simultaneously forged, we use the algorithm outlined
in figure 2.2 to estimate the number of attacks and classify attacks as single — or multi — source.

Some related literatures show that some researchers using this algorithm try to estimate the number of attackers
by counting the number of distinct ID sequences present in the attack. Packets are classified as belonging to the
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same sequence if their ID values are separated by less than idgap and the TTL value remains constant for all
packets.

It has been established [6] using this algorithm, high volume attacks exhibit ID values that typically wrap
around within a second. Therefore using a small idgap also limits collision during sequence identification. If a
packet does not belong to an existing sequence, it forms the beginning of a new segquence. In most cases, attack
packets arrive close to each other and have an idgap of one. An attack sequence must consist of at least 100
packets to identify a distinct attacker.

3.2 Classification of DoS by Ramp — up Behavior

Ramp — up behavior is changes in the traffic volume of the attack as a function of time. In a multi — source
attack, a master typically activates a large number of zombies by sending a trigger message that either activates
the zombies immediately or at some later time. When observed near the victim, this distributed activation of
zombie results iin a ramp — up of the attack intensity due to the variation in the path of latency between the
master and the zombies and weak synchronization of local clocks at the zombies. In contrast, single — source
attacks do not exhibit ramp — up behavior. Thus, the presence of a ramp — up provides a hint as to whether the
attack is single — or multi — source. However this method cannot robustly identify single — source attacks since
an intelligent attacker could create an artificial ramp — up from asingle site.

3.3 DosClassification by Spectral analysis

A more robust method of classifying attacks as a single — or multi — source is to consider their spectral
characteristics. It was observed in some research writing that attack stream have markedly different spectral
content that varies depending on the number of attackers. Very little research papers have described
methodology for analyzing the spectral characteristics of an attack stream.

This requires treating the packet trace as a time series. A research paper, [6] divided the attacks stream into 30
second segments, defining x(t), 0 <t < 30, 000 as the number of attacks packet arrivals on each 1Imsinterval. In
this paper, a linear least — square method was used to compute the slope of x(t) and verify that the difference
between the lope and zero is statistically insignificant within a 95% confidence interval [6]. Further, as reported
in the paper, the researchers conditioned x(t) by subtracting the mean arrival rate before proceeding with
spectral analysis.

For stationary segments, the researchers compute the power spectral density by performing the discrete — time
Fourier transform on the autocorrelation Function (ACF) of the attack stream. The autocorrelation of an attack
stream is a measure of how similar the attack is to itself shifted in time by offset k [13], [14] When k = 0, the
attack stream was compared to itself, and the autocorrelation was maximum and equal to the variance of the
attack stream. When k > 0, the attack stream was compared with a version of itself, shifted by log k. The
autocorrelation sequence r(k) at log k

M=
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Where x" is the mean of x(t) and N is the length of attack stream x(t). The power spectrum S(f) of attack
obtained by the discrete — time Fourier transform of the autocorrelation sequence of length M.
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The highest frequency observable by this procedure is 500Hz, if according to reviewed literature, Ims intervals
is considered and the Fourier transform is symmetric. Intuitively, the spectrum S(f) captures the power or
strength of the attack stream contained at a particular frequency. [6] Posited that once the spectrum is generated,
atechnique is needed to compare the spectral characteristics of different attacks. Therefore, for each attacks the
cumulative spectrum P(f) is defined as the amount of power in the range of O to f. P(f) was normalized by the
total power to get the normalized cumulative spectrum(NCS). C(f) [14]. Finally the description in [12] defined
the quartile F(P) as the frequency at which the NCS captures P percent of the power. Formally:

P(f) = % 1o (S() + S +1)/2.. v, (4);
C(F) = P(E) P(F ) - v eeremeenenneneenanaens (5);
F(P) = min f such that c(f)>0

Offf F max

F(p) was used as a numerical method of comparing power spectral graphs.
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It can be inferred from related research work that the key insight here is that multi source attacks shift spectrum
to lower frequencies.

Research by Alefiya Hussain [6] made quantification by picking quartile of 60% value of attacks. His
observations indicate single — source attacks have a linear cumulative spectrum due to dominant frequencies
spread across the spectrum. This causes F (60%) to be in the range of 240 - 296Hz. In contrast, multi source
attacks have localization of power in lower frequencies resulting to F (60%) in the range of 142 - 210Hz.

Although in the research work [6], the researcher used a 60% quartile, that choice is somewhat arbitrary.
However, the important characteristic is that it captured the trend in frequency distribution of the spectra.

Let P = {attack packets}, Pi CP, P=U"-, P,
if M pep

ID value increases monotonically and

TTL value remains constant
then single — source
Elseif \ peP,

ID value increases monotonically and

TTL value remains constant
then multi — source with n attackers else unclassified
Figure 2.2; Pseudo code to identify number of attacks on the header content

34 TheDoS Network Security Framework: The Intrusion Detection System (IDS)

In the discussion of any complex subject such as network security, a framework would help to ease our
understanding as it guides our conceptualization of the subject matter.

It isfound in the bulk of the literature in security architecture that the intrusion detection system forms the core
of the discussion on security framework. Hence it was deemed necessary for the effective exploration of this
subject to review relevant literature relating to intrusion detection system (IDS) with the view to articulating a
general framework for an intrusion detection system adapted for network defense from DoS.

Authors are of the view that intrusion detection techniques employed to detect attacks are now not new.
However, there seems to be some agreement among authors that intrusion detection until recently has been
employed for perimeter security and detecting denial of service attacks.

It can be said in the literature that researchers do not differ much on the goal of intrusion detection: IDS are a
system which automatically monitors and analyses the events occurring in the computer or network and identify
manifestation of attacks.

Intrusion detection systems (IDS) can be classified based on two concepts; matching of the previously seen and
hence known anomalous patterns from an internal database of signatures or building profiles based on normal
data and detecting deviation from the expected behaviors. The first approach is referred to as misuse detection
and leads to signature Based IDS while the second is Anomaly Detection and leads to Behavior based IDS. The
signature based systems though have very high detection accuracy but they fail when an attack is previously
unseen. On the other hand, Behavior based IDS may have the ability to detect new unseen attacks but have the
problem of low detection accuracy [15] [16] [17].

Also based on the mode of deployment, the intrusion detection systems are classified as Network based, Host
based, and Application based.

Network based systems make a decision by analyzing the network logs and packet headers from the incoming
and outgoing packet since they are deployed at the periphery of the network. Though they are easy to manage
and give a centralized control, they have to work with limited information and are further constrained in case of
encryption and network address trandation. Host based systems monitor individual systems and uses system
logs extensively to make any decision.

Fred Cohen published in 1984 that detection of computer viruses is undecidable and NP-hard [18]. In laymen’s
terms, this means that it is impossible to detect every type of an intrusion in every type of case, and that the
resources needed to detect intrusions grow with the amount of network traffic.

Paul Helman, et al in 1992 used a scale of 0 to 1 to represent normal behavior (0) to misuse (1) [19]. The
purpose of an intrusion detection system is to provide the rating for computer activities. Helman showed that
problems facing this scheme include imperfect and incomplete information, plus the large number of potential
events which is estimated to 10'® When groupings are done to reduce the number of possible events, this
becomes an NP-Hard problem to reduce singleton groups. Helman calls the above a modeling approach. An
alternative involves non-modeling approaches which include heuristics, clustering algorithm, and statistics.

ISSN : 0975-4024 Vol 5No 2 Apr-May 2013 1786



Ihekweaba Ogechi et al. / International Journal of Engineering and Technology (1JET)

Data mining approaches, clustering, naive Bayesian classifiers, Bayesian networks, hidden Markov models,
decision trees, artificial neural networks, support vector machines, genetic algorithm, agent based approaches
and many others have been described in order to detect intrusion.

Data mining based approaches for intrusion detection are based on building classifiers based on discovering
relevant patterns of program and user behavior. Association rules [20] and frequent episodes are used to learn
the record patterns that describe user behaviour [21] [22].

Data mining approaches can deal with symbolic data and the features can be defined from packets and
connection details. Thus, mining of featuresis limited to entry level of the packet and a so require the number of
attributes to be large and the records are sparely populated, otherwise they tend to produce very large number of
rules which increase the complexity [23]. Clustering of data has been applied extensively for intrusion detection
using various clustering methods including K-means, Fuzzy c-means many others [24], [25]. However, one of
the main drawbacks of clustering techniques is that it is based on calculating the distance between the
observations and hence the attributes of the observations must be numeric. Symbolic attributes can not be used
for clustering which result in inaccuracy.

The DoS security breaches have a number of proposed approaches to their remedy, which include completely
eliminating the attack, mitigating effects of the attack and discouraging the attacker itself. It is recommended in
various papers on the subject that these approaches may not yield optimal results when used individually hence
the need for a solution with aview to having an approach complemented by another one or two.

3.5 The Requirements Of an Improved 1 DS Requirements

In [26], authors have defined a set of desirable characteristics for IDS by focusing on two themes. Functional
and performance requirements.

The functional requirements require that an
- IDS must continuously monitor and report intrusion,
- IDS should have avery low false alarm rate,

- IDS should provide enough information to repair the system in the case of detection of intrusion notice
that these regquirements lean on basic IDS goals. In fact, conventional IDS solutions focus only on
alerting administrators without suggesting any corrective actions.

- IDS must detect and react to distributed and coordinated attacks. This detection feature is one of the
most difficult because it needs a huge distributed amount of information in addition to the hard task of
synchronization between different hosts.

- The IDS should be adaptive to network topology and configuration changes [26].
Also, the performance reguirements include:

- Intrusion should be detected in real — time as it should be reported immediately in order to minimize
network damage.

- The IDS must be scalable in order to handle additional computational and communication loads.

In addition to the fore mentioned shortcomings, it is posited in referenced literature that the adaptive intelligent

agents’ solutions is aimed at overcoming the following limitations:

- Many of the existing network and host based DS perform data collection and data analysis essentially
by using a monoalithic architecture [27]. The centralized detection scheme suffers from a number of
problems:;

i A control analyzer presents a favorable target to attackers. If an intruder manages to
decapitate it, the entire network loses protection,
ii. A high network load leads to excessive data traffic, system suffers from scalability
problems. A single analyzer unit limits the network size,
iii. Since network data collection is performed in a host different from the one in which
analysisis performed, intruders can perform insertion and evasion attacks [28].

Intrusion can be conducted through several steps that occur at different hosts, and consequently cannot be
detected by a single sensor. The cooperation of different sensors becomes an imperative for the identification of
distributed intrusion. Thus, intelligent agents offer a new approach to IDS intrusion detection implementation.
Typical adaptive intelligent agents' technology can solve the set of the shortcomings mentioned above.

4.0 The Intelligent Agent Concept and application to a new model of DoS system

The intelligent agent is a growing area of research and new application development. Having highlighted the
main requirement for IDS, the intelligent agent concept seems to be a candidate approach to fulfill these
requirements. What is the intelligent agent concept? In the referenced literature for this chapter, until now,
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there is no internationally accepted definition of an intelligent agent concept [29]. The term agent is a concept
used in different areas and having different meaning depending on the context [30]. Nevertheless, different
types of agents reflect a set of properties, which common among them [31] are described as follows:

a. Autonomy: This is the ability of an agent to operate without direct intervention of humans or other
agents and have some kind of control based on itsinternal and/or externa environments.

b. Co-operation: An agent is co-operative and is able to have a social ability. This sociability allows an
agent to interact with other agents for the purpose of performing tasks that are beyond the capability
of a particular agent. This capability goes from delegation (distribution of sub — tasks) to peer - to —
peer inter working.

C. Proactive: It is the agent ability to anticipate situations and change its course of action to avoid
them. Proactive agents are capable of exhibiting goal — direct behaviors by taking some initiative
[32][33]

d. Reactivity: This kind of behavior means that the agents react on real- time to changes that occur in its
environments.

e. Adaptability: Isthe ability of an agent to modify its behavior over time to fulfill its problem — solving
goal.

f. Intelligence: The term “intelligence” means that the agent is able to exhibit a certain level of
intelligence priority, ranging from predefined actions (planning) up to self learning (define new action).

g. Flexibility: Is the ability of an agent to adapt itself so as to cope with the environment in which it is
Situated.

h. Mobility: An agent is mobile. It is capable of moving from one location to another in order to perform
aparticular task or to react to particular event.

To model intrusion detection, the intelligent agent must combine the cognitive (knowledge — based) to reason
about complex attacks with reactive capabilities (stimulus response) to react to the environments changes. Thus,
an agent has three functions: an event filtering function, an interaction function, and a deliberation function.

A security event is characterized by its type, its observation point, as well as attributes. Here, the event filtering
function filters security events produced in the network, according to event classes specified in a detection goal.
Thefiltered events are then stored, waiting to be treated by the deliberation function.

The interaction function describes interaction and it allows them to communicate their analyses and knowledge
and mental attitudes (beliefs, suspicion). In fact, manager agents interact with local agents by: - sending goals
derived from security polices, delegating specific functions of monitoring/ detection and specifying the various
domains to monitor,

Considering the unpredictable character of the agent environment behavior; the computer network, most
researchers adopted BDI solution [39][40] for modeling the security management system. With the deliberation
function the agent is able to reason and extrapolate by relying on its mental attitudes, built knowledge and
experience, in such arational way as to finding the adapted answer. The agent uses its beliefs resulting from the
filtered events and beliefs of the neighboring agents for reaching its specified goals. When a goal is reached (an
attack is detected), it executes the appropriate actions. Thisis shown in Fig 2 below.
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Figure 2. Interaction between Agent and Function

ISSN : 0975-4024 Vol 5No 2 Apr-May 2013 1788



Ihekweaba Ogechi et al. / International Journal of Engineering and Technology (1JET)

41 TheDIANA Agent Architecture

The DIANA architecture [35] is the shell of the proposed intelligent agent strategy for network protection as
proposed by this work, The DIANA agent architecture consists of two main components: the brain, which is
responsible for managing agent skills and skills, which provide the agent with capabilities and behaviors.

The brain (figure 3) offers two types of necessary facilities for the agent operations: local and inter agent

facilities.
Beliet manager Capability-skill
. Natahace .
: E Capability-skill
E Skill manager E Brain
:  hanalyzing

Skill management

Capability-skill
QEsEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE
Socia manager Communication
module .

| nter-agent communication E Capability-skill

Figure 3: DIANA Agent Architecture

The main role of the brain is to manage both agent’s belief database and agent’s skill base. “An agent belief
expresses its expectation about the current state of the world and about the likelihood of a course of action
achieving certain effects’[34]. Beliefs hold network management information as well as information about the
agent itself and the other agents. These beliefs can be accessed concurrently by several skills, therefore, the
Belief Manager maintain the integrity and coherent access to the Belief Database.

Skills can be downloaded dynamically into the agent inside its skill base. The main role of the skill manager is
to check the availability of pre-requisite skills required by newly loaded skills and if they not yet loaded, it must
search for them either locally or on distant agents. It is also responsible for the disposal of un-useful skills to
keep the agents size as small as possible. During its operations, the skill can update or delete existing beliefs or
create new ones. A skill operation may depend on belief created by other skills, and the skill manager is
therefore in charge dispatching asynchronously these beliefs to the interested skillsin atransparent way. It holds
all the necessary information about the skill in the base.

The brain Analyzer is responsible for the parsing of the messages that the brain receives, either from the skill or
from the inter-agent communication.

Both the communication module, which is responsible for managing interaction with the other agents and the
social manager, which holds information about the other agents, support inter-agent communication facilities to
the agent.

4.2 Theproposed Intelligent Agent Intrusion Detection System

The idea of distributing the intrusion detection system using agent software is not entirely new. However, most
of the related works emphasize static agents instead of mobile one. Applying mobile agent technology to IDS
has been carried out within only a few research projects.

In 1999, a project at the information-Technology Promotion Agency (IPA) in Japan involved an intrusion
Detection Agent (IDA) system [36]. IDA is a classic hot-based system that relies on mobile agents mainly to
trace intruder among the various hosts involved in an intrusion. In the same year the project MICAEL [37]
pursued a more ambitious aim where the entire system is based on adaptive intelligent agents. Nevertheless,
only the architecture description has been presented and no details have followed so far. In 2000, an IDS
framework based on mobile intelligent agents has been described in [37]. Unfortunately, detection is dealt with
superficially. In 2002, [38] describes an IDS designed as a mobile application that roams the network to detect
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attacks and track intruder. IMA-IDS are a distributed intrusion detection system using mobile and intelligent
agents.

It is too tedious to detect a malicious action through the network, especially when considering multiplier
distributed events which invariably are equally simultaneous. Most of the current IDS assume that the
environment is static, whereas in reality the environment is dynamic and unpredictable. So, to detect without
mistakes, an intrusion, subsequently make the appropriate decision and at an optimal time will require a
cooperation of different sensors and analyzers. Thus, the need for an adaptive intelligent agent, with the
attendant solution the problems of current IDS.

Interaction

Deliberation module
_ Traffic module
Security ) Agent
event fliter d ;
> etecti )
on >

nnal

Agent Manager
I O B

DOS counter menu

Agent
intention Source
trace Al

back

H

\4

Agent
knowledge
base

IA = Intelligent agent

Figure4 A Block diagram overview of the proposed system

The deliberation module is a major component of the multi agent system. The deliberation module interacts
directly with information resources mainly different specialized database entries. The databases are: The agent
detection goals, Agent beliefs, Agent intention, and Agent knowledge base. The intelligent agents do not interact
directly with these databases but does so through the deliberation module as depicted in fig. 3.4. Agents access
and update these databases as the multi-agent system runs.

In the block diagram (fig. 4), the traffic filter is a component of the system that filters incoming traffic. This
component constitutes the filtering function of the intelligent agents. This filtering function access the detection
goa through the deliberation module. The Agent detection goal is a database of security event classes. A
security event is only collected when the event matches the event classes specified by the detection goals.

The agent belief is a collection of filtered events. What we can call likely attacks, or possible attacks.

The deliberation module which is aso a function of the intelligent agent, test if a belief matches an attack. If it
matches, then a detection goal is reached and a list of intentions is sent to the interaction module. The agent
intention is a database of security countermeasures (actions carried out). The interaction module is a component
as well as a function of intelligent agent that executes it security counter-measures required to protect the
network resource of the Denial of Service attack.

An intelligent agent interacts with other intelligent agents to get specialized help or other functionality as shown
by the IA symbol.

The manager performs some sort of co-ordination function. In doing this it also interacts with the agent
knowledge base to get information about the types and specialized functions, about other agents within the
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multi-agent system. It coordinates inter-agent interactions. The structure of interaction with other speciaized
agentsis depicted in thefig. 4

This collector agent will be interested in a set of event categories.

Three other agents are also required:

Correlator agent: this agent will carry specific information, called critical and send it to another agent called the
analyzer agent.

Analyzer agent: analyzer agent are the engine of this proposed agent system. Several kinds of analysis such as
classical signature detection, anomaly detection isintegrated in this agent.

Manager agent: this agent gathers collected information and distributes it to analyzer agents.

50RESULTS

The model derived (Fig 4) was systematically generated from the basic requirements of remedying DoS
attacks, and which was leveraged on the system development scheme of an adaptive intelligent system. It thus
becomes imperative that the system developed there from isimbued with the inherent characteristics of the
adaptive intelligent agent.

6.0 CONCLUSIONS

Having reviewed the properties of intelligent agents as presented in referenced literature [31], it can be
concluded that intelligent agents provide a more coherent and flexible approach to network intrusion detection
and security management. The security management architecture based on the concept of intelligent agents can
be conceived as if it were made of the autonomous intelligent agents co-operating with each other to achieve
Global Security Policy.

According to the attributes described above, referenced literature [32], [33] argue for the use of intelligent
agents to improve the characteristics of the existing IDS and to overcome the limitations described in this work

Reducing Network Load: Existing IDS are faced with the problem of performing a huge amount of data
over transfer. Abstracted forms of this data are usually sent from all locations in the network to the centra
sitein order to e processed. Sending a huge amount of data causes an increase of network loads. Intelligent
Agents offer the opportunity to overcome this problem by eliminating the need of so much data transfer.
The processing program (agent) can be dispatched to the host containing crucial data. This will reduce
network traffic since an agent is smaller than the processed data.

b. Overcoming Network Latency: Intelligent Agents are able to dispatch from a host to carry out operations
directly to the remote point of interest, thus agents scans provide an appropriate response faster than
hierarchical IDS that has to communicate with a central coordinator based elsewhere on the network.

c. Asynchronous Execution and Autonomy: Agents can be stopped and started without distributing the rest of
the IDS. Naotice that the intelligent agents are able to continue to operate autonomously even if the host
platform where it was created is not available or is disconnected from the network. Intelligent agent
framework provides IDS with the possibility of continuing to work even when a central controller is down.

d. Dynamic Adaptation: Intelligent agents can be retracted, cloned, dispatched, killed or put to sleep as
network’s configuration, topology and traffic characteristic change over time. As the number of nodes
in the network increases, agents can be cloned and dispatched to these new elements.

Referenced literature [34] indicated the need for intelligent agents to possess some form of capabilities and
interactions in order to model intrusion detection.
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