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ABSTRACT:- In the wireless networks, the routing process is the one of the major concern and it is the 
fundamental process in the ad hoc networks. To aid this exertion, we proposed an experimental 
assessment of backpressure mechanisms for wireless networks. By this proposed system, we will address 
many scheduling and routing problems and also improve the throughput and delay that are mainly 
caused by the packets at the node transmission.TheBackpressure routing is a compact and increased 
throughput for wireless networks, but undergoesincreased delays. In routing, the backpressure algorithm 
is known to afford throughput optimality with dynamic traffic. The important assumption in the 
backpressure algorithm is that all nodes are benevolent and observe the algorithm rules leading the 
information exchange and principal optimization requirements.In the proposed system, we demonstrate 
that how the node is stabilize at the backpressure algorithm routing and also by jointly alleviating the 
virtual trust queue and the real packet queue.The backpressure algorithm not only 
accomplishesflexibility, but also tolerates the throughput performance undersecurity attacks. This system 
is mainly enhances the node behavior at the time of communication and also it improves the node security 
at the time of many threats in the wireless applications. 

KEYWORDS: -Backpressure Algorithm, throughputoptimality, dynamictraffic, node transmission 

I. INTRODUCTION 

Wireless ad hoc networks lack stationary infrastructure e.g., base stations. Due to this, the communication 
between any two nodes that are out of one another's transmission range is attained through intermediary nodes. 
These middle nodes relay messages to set up a communication channel. Modern applications of the ad hoc 
networks consistofbattle fields, disaster release, and accuracyin farming, e-health, and oceanobserving with 
submerged wireless sensor networks. In this type of networks, Packet broadcast scheduling is 
anessentialconcernas it is directly related to the success of a Quality of Service and a lowest use of system 
possessions. It is frequentlydignified in terms of the average packet delay, transmission rate and extreme delay, 
and the chief system source to be saved is the nodes' energy in order toextendnetworkgeneration. Besides delay 
and energy optimization, any packet routing algorithm for ad hoc networks must be robust to topology 
variations and attempt for throughput.As a result of the insufficiency of wireless bandwidth resources, it is 
important to proficientlyemploy resource to maintain high throughput, high-quality communications over 
wireless networks. In this setting, decent routing and planning algorithms are required to vigorouslyassign 
wireless resources to exhaust the possibilities the network throughput section. To report this throughput-optimal 
routing and planning has been expansively studied. However these algorithms exploit the network throughput 
region, further issues need to be deliberated for practical arrangement. 

By means of the substantial increase of real-time traffic, end-to-end delay turns out to be very 
significant in network algorithm scheme. The customary back-pressure algorithm alleviates the network by 
manipulating all possible paths between source–destination pairs. Whereas this might be required in a severely 
loaded network, this appearsexcessive in a light or reasonable load system. Discovering all paths is in fact 
harmful; it leads to packets negotiating excessively long paths between sources and destinations, leading to large 
end-to-end packet delays. Backpressure algorithms have justestablished much consideration for mutually 
routing and scheduling over wireless networks. This project presents a routing/scheduling back-pressure 
algorithm that not only guarantees network stability (throughput optimality), but also adaptively selects a set of 
optimal routes based on shortest-path factsso as tolessen average path lengths between each nodes. 
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(i) if an attacker causes a very large value of Di,j(t) at time t (e.g., deliberately dropping all packets) and then 
returns to legitimate behavior after time t, the penalty only happens and lasts during time t (i.e., there is no 
memory in tracking the trust), and therefore may not mitigate the total damage of the attack;  

(ii) There is no systematic way to determine the value of v; and  

(iii) There is no methodical way to recognize, control, or limit the damage that an attacker can cause to the 
network behavior. 

To deliberate the firstdispute, it is to define a glidingwindow to record the past and keep smearing the 
disadvantage. Nevertheless, the sliding window method necessitatescareful adjustment of window size and still 
cannot solve the second and third issues.The virtual trust queue mechanism is centered on the explanations on 
other nodes, which may have faults in the real world. Such faults may also make possible false allegation to 
some benevolent nodes. 

IV. FALSIFYING VIRTUAL TRUST QUEUE INFORMATION 

The virtual trust queue mechanism is mainly used to coordinate node transmissions. In one hand, virtual 
trust queues provide attackflexibility; in contrast, they may announce another line of susceptibility in the 
backpressure algorithm.Specifically, nodes wantto broadcast extra virtual trust queue information for either 
spreadorcentral coordination at time t. Nonetheless, it is possible that an aggressor can also fake virtual trust 
queue information to liability a genuine node for misconduct. Or even worse, two or more attackers can 
conspirewith each other to make an untraceablesetting, in which one attacker is offensive the network by 
operatinginformation or impious the protocol, and at the same time other attackers follow the schedule but send 
counterfeit trust queue information to protect for the attacker. 

                                               Neighbor node/                                      Attacker 
                                               Attacker 

 
                                               This node virtual       Manipulating the information/ 
                                                Queue is normal           Violating the protocol 

Fig.4. Two nodes can collude with each other. 

The above figure demonstrates the Node A is aggressive the network and at the same time, its partner 
node B asserts that node A’s virtual trust queue is normal.These attacks can be all understood via the same 
planof falsifying virtual trust queue information. Consequently,it is essential to address such attacks with an 
operativecountermeasure.The algorithm asymptotically elucidates the hop minimization problem as, but 
remunerates a price of progressively large backlogs in the network. On stochastic control of wireless networks 
comparable tuning restrictions have also been familiarized. Financial usage of energy is a precarious issue in 
Wireless Networks. Communication is the most energy affluent activity a node accomplishes. Energy necessary 
to transmit varies exponentially with transmission distance; consequently, it is expected to use multi-hop 
communication in WSNs. A WSN’s life-time mostly depends on how professionally it transmits a data packet 
from its source to its destination. 

For a central backpressure application, it is easy to let the controller to choose which nodes arefakingvirtual 
queue information. The projected trust mechanism can also be used in a completelydisseminatedsetting. On the 
other hand, aimportant issue is then who will gather such information and select which nodes is faking the 
virtual queue information. A usual way is to let every neighbor to connect with each other then decide separately 
who is falsifying the information. A malevolent neighbor may try to send or forward the forged information to 
other neighbors to affect their resolution.Finally,determine that the trust mechanism is less lenient of the number 
of malicious nodes in the distributed backpressure backgroundthan it is in the central one. 

V. PERFORMANCE EVALUATION 

In this performance evaluation, an extensive simulation study is to estimate the performance of the intended 
secure backpressure algorithm in a node. The setup of the wireless network includes 50 nodes with broadcasting 
range 80m consistentlyspread over specified area. The protocol interference model is adopted. Furthermore, if a 
node is receiving from a neighbor at a time slot, none of its other neighbors will be planned to 
transmit.Wedeliberate a complete set of attack situationsin the models: 

 Black hole attacks is the attacks in which it continuously broadcast zero queue backlogs and high 
frequency rates to fascinate packets to be directed to them, then drop all received packets. 

 On-off attacks in which perform as black holes or sincere nodes during on and off periods. 
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 Selfish nodes always challenge to empty its queues by propagating high queue backlogs to detention the 
transmission opportunity. 

 Heterogeneous attacks include all above attackers at different nodes in the same network. 

In the performance evaluation, we describe the metricof throughput as the average amount ofdistributed data per 
time slot normalized by the link rate. 

 

Fig.5: Throughput over run time for different scenarios 
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Fig.6: Packet drop ratio over run time for different scenarios 
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In simulation process, randomly select one node in the network performing as a blackhole. Fig.5demonstrates 
the throughput in the network under the blackhole attack.Initially, the network throughput rises as run time 
passes. This is because the network is casuallyburdened in the initial state. As additional packets reach at each 
node, the network throughput increases progressively and becomes constant. Though, when there is an attacker, 
we can see over 85% deprivation of the throughput in the network. The output of the system is mainly 
concentrates on the improving efficiency. If an attacker activatesoutside the given acceptance level,which results 
in an unstable queue, the attacker willbe excluded from the routing decision. Fig. 6illustrates the packet drop 
ratio in network under the same attacks. We observe from the figure, the packet drop ratio is zero lacking the 
attack. Hence, in the proposed system, throughput is increased and the packet drop ratio is decreased. 

VI. CONCLUSION 

In this proposed system, we provided anefficientworkon the backpressure algorithm at the node level and also 
enhance the security of the network. Lastly, weshowedcomprehensive simulations to authenticate the efficiency 
of the suggested mechanism. The results exhibited that the virtual trust queue mechanism acquires the 
backpressure algorithm in contradiction of a wide range of attacks. Consequently, the solution from this 
proposed systemdissipates a major barrier for practical arrangement of backpressure algorithm for protected 
wireless applications. Hence, the backpressure algorithm not only achieves flexibility, but also endures the 
throughput performance under security attacks. This system is generally improves the node behavior at the time 
of communication and also it progresses the node security at the time of many threats in the wireless 
applications. 
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