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Abstract — Cryptography is the art of transforming the information into unreadable or unintelligible format.
Based on key, Cryptography is classified as symmetric key or asymmetric key. Since the use of internet has
been increased over the last few years so the value of exchanged data has increased. Cryptography is one of the
type of computer security that converts the data from normal form to coded form. The main task of
cryptography is to increase the data confidentiality and security by hiding the information, so that it cannot be
accessed by unauthorized user. This paper provides relative study of different symmetric key algorithms such as
data encryption standard (DES), triple data encryption standard (3DES), advanced encryption standard (AES)
and blowfish.
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. INTRODUCTION

With the rise in the use of Internet and network applications, need for protecting sensitive data has become
important. Technique used to provide security is cryptography. Cryptography is the phenomenon of writing the
data in the coded form so that it can be accessible only to the authorized user and no one else can access it. The
whole phenomenon consists of two methods — encryption and decryption.

When the user defined input may in any of the format such astext, or an image which is plain, is converted into
a scrambled or unintelligible form called as the cipher text or cipher image. This process is referred to as
encryption. The reversible process in which the cipher text is converted in to the original form is called as the
decryption process [1].

The data is said to be purely secure if it satisfies the main aspects of data security such as Authentication, Non
Repudiation, Access Control, Confidentiality and Integrity of data[2]. The symmetric key cryptography is the
method in which same key is used for performing the encryption and decryption [3].

Symmetric key algorithm requires lesser time for the execution. The symmetric key encryption modes are of
two types: Block Cipher, Stream Cipher. Generally the block cipher is operated on a group of bits called blocks
whereas stream cipher is operated on one bit at atime[3].

Generally key plays a very important role in hiding information. So, if weak key is used then anyone can easily
access the data. The strength of the symmetric key depends upon the size of the key used. So longer keys are
used, since they are hard to break as compare to the smaller key. Different algorithms uses different keys some
of them are: AES(128,192,256 hit key), DES(64 bit key), Blowfish(32-448 bit key) [4-7].

In case of asymmetric key two key private key and public key are used. The public key of the receiver is used by
the sender for encryption and receiver uses his private key for the decryption of the message. Various
Algorithms are present to implement the asymmetric mechanism : RSA, Diffie Hellman and Digital Signature
Algorithm [9]. Generally asymmetric key technique is slower than symmetric key technique, since it requires
more computation processing power [8].

[I. OVERVIEW OF ALGORITHMS

The overview of various symmetric key cryptography algorithms such as DES, 3DES, AES and Blowfish is as
follows:
A. DES (Data Encryption Standard) —
DES was the first encryption standard which was developed by an IBM team around 1974. In 1977, it
was adopted as a national standard.DES is a symmetric block cipher with 64-bit block size that uses a
56-bit key to encrypt and decrypt data. It takes a 64-bit block of plaintext as input and outputs a 64-bit
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block of cipher text. Since it always operates on blocks of equal size and it uses both permutations and
substitutions in the algorithm [1]. It has 16 rounds, that means the algorithm is repeated 16 times to
produce cipher text.
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Fig. 1 DES Encryption Algorithm

B. 3DES(Triple Data Encryption Standard) —
Triple DES simply extends the key size of DES by applying the algorithm three times in succession
with three different keys. It uses as input 64-bit plaintext to produce 64-bit cipher text similar to DES.
But unlike DES the combined key size is thus 192 bits with actually key size usage of 168 bits (three
times 56) [2]. Triple DES is three times slower than DES, but it is much more secure than DES, as it
applies the DES cipher algorithm 3 times to each data block.
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Fig. 2 Triple DES

C. AES(Advanced Encryption Sandard) —

The two major problems faced by the earlier algorithms were the small key size (in case of DES
algorithm) and slow speed (Triple des agorithm). To overcome these shortcomings; NIST (National
Ingtitute of Standards and Technology) published a new encryption agorithm known as AES
(Advanced Encryption Standard). AES is a symmetric block cipher that has replaced DES for the wide
range of applications [2]. It encrypts and decrypts a data block of 128 bits. It uses 10, 12 or 14 rounds.
The key size which can be 128, 192 or 256 bits depends on the number of rounds [3]. AES agorithm:
first substitute bytes, the shift the rows, then mixes column and finally add the round key.
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Fig. 3 AES Overview

D. Blowfish—

Blowfish was designed in 1993 by Bruce Schneier, as a fast aternative to existing encryption
algorithms. Blowfish is a symmetric block cipher that can be effectively used for encryption. It takes a
variable-length key from 32 bits to 448 bits, making it ideal for securing data [4]. Blowfish consists of
two parts. a key-expansion part and a data-encryption part. Key expansion converts a key of at most
448 hits into several sub-key arrays totaling 4168 bytes. Data encryption occurs via a 16 round
network. Each round consists of a key dependent permutation, and a key and data dependent
substitution. All operations are XORs and additions on 32-bit word. The only additional operations are
four indexed array data lookups per round [5].
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[11. COMPARISON OF DIFFERENT ALGORITHMS

The comparison of different symmetric key cryptographic algorithms DES, 3DES, AES and Blowfish is given
in the following table.

TABLE | COMPARISON OF DIFFERENT SYMMETRIC CRYPTOGRAPHIC ALGORITHM

ALG THM DES 3DES AES BLOWFISH
METHOD
Y ear 1977 1978 1998 1993
Developed by IBM IBM Joan Daemen, Bruce Schneier.
Vincent
Rijmen.
Structure Balanced Feistal Network. Subgtitution & | Feistal Network.
Feistal Permutation
Network. network.
Key Size (bits) 56 hits 112 bits, 168 bits 128 bits, 192 | Variable key
bits, 256 bits. | length, 32-448
bits.
Block Size 64 64 128 64
(bits)
No. of Rounds 16 48 9 16
Efficiency Slow Relatively slow in Efficientin Highly efficient in
software. both Software Software.
and Hardware.
Vulnerabilities Brute Force Some theoretical Side Channel Not prone to
Attacks, attacks. Attack. attacks.
Linear and
Differential
Cryptanalysis.
Cipher Type Block Cipher Block Cipher Block Cipher Block Cipher
Speed Fast Moderate Fast Very Fast
Memory Usage High Very High Medium Very Low

IV.CONCLUSION

In this paper, Cryptography concept has been explained, mainly the cryptography techniques are of two types:
Symmetric and Asymmetric. Symmetric algorithm[10-11] uses same key for performing the encryption and
decryption while asymmetric algorithm uses different keys for performing encryption and decryption. The
Symmetric and Asymmetric key agorithms both are highly efficient for securing the data over any
communication medium. In this paper we have done the comparison between various symmetric algorithm such
as DES, 3DES, AES, Blowfish and after the comparison we have concluded that AES is the best among
algorithm DES, 3DES for various parameters like speed, efficiency, memory usage. In terms of security also
AES is the best among the other three algorithms. Blowfish is though little bit fast but is weaker than the AES,
so AES isthe best among al the Symmetric key algorithms.
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