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Abstract: — Web apps are fetching towards the overriding way to offer access to web services. In
parallel, vulnerabilities of web application are being revealed and unveiled at an frightening rate. Web
apps frequently make JavaScript code utilization that is entrenched into web pages to defend client-side
behavior which is dynamic. This script code is accomplished in the circumstance of the client’s web
browser. From malicious JavaScript code to shield the client’s environment, a mechanism known as
sandboxing is utilized that confines a program to admittance only resources connected with its origin
website. Regrettably, these protection mechanisms not succeed if a client can be attracted into malicious
JavaScript code downloading from an in-between, faithful site. In this situation, the wicked script is
approved complete entrée to each and every resource (for example cookies and authentication tokens)
that be in the right place to the trusted/faithful site. Those types of attacks are described as XSS (cross-
site scripting) attacks. Commonly, cross-site scripting attacks are simple to perform, but complicated to
identify and stop. One cause is the far above the ground HTML encoding methods flexibility, presenting
the attacker a lot of chances for circumventing input filters on the server-side that must put off malicious
scripts from entering into trusted/faithful sites. Also, developing a client-side way out is not simple cause
of the complicatedness of recognizing JavaScript code as formatted as malicious. This theory shows that
noxes is the finest of our understanding the initial client-side resolution to moderate cross-site scripting
attacks. Noxes works as a web proxy and utilizes both automatically and manual produced rules to
moderate possible cross-site scripting efforts. Noxes efficiently defends against data outflow from the
client’s environment while needs least client communication and customization attempt.
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1. INTRODUCTION

Web apps are fetching towards the overriding way to offer access to web services. In parallel, vulnerabilities of
web application are being revealed and unveiled at an frightening rate. The JavaScript language [1] is broadly
utilized to improve the web pages client-side display. It was implemented by Netscape as a light-weight
scripting language with capabilities of object-oriented and was afterwards consistent by ECMA. Normally, into
browsers JavaScript code is downloaded and performed on-the-fly with the help of embedded predictor. Though
JavaScript code that is robotically executed may symbolize a probable vector for threats in opposition to a
client’s environment.

Secure execution of JavaScript code is based on a sandboxing mechanism, which allows the code to
perform a restricted set of operations only. That is, JavaScript programs are treated as untrusted software
components that have only access to a limited number of resources within the browser. Also, JavaScript
programs downloaded from different sites are protected from each other using a compartmentalizing
mechanism, called the same-origin policy. This limits a program to only access resources associated with its
origin site. Even though JavaScript interpreters had a number of flaws in the past, nowadays most web site take
advantage of JavaScript functionality. The problem with the current JavaScript security mechanisms is that
scripts may be confined by the sand-boxing mechanisms and conform to the same-origin policy, but still violate
the security of a system. This can be achieved when a user is lured into downloading malicious JavaScript code
(previously created by an attacker) from a trusted web site. Such an exploitation technique is called a cross-site
scripting (XSS) attack [3, 4].
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1. PROBLEM STATEMENT

Currently, XSS attacks are dealt with by fixing the serverside vulnerability, which is usually the result of
improper input validation routines. While being the obvious course of action, this approach leaves the user
completely open to abuse if the vulnerable web site is not willing or able to fix the security issue. For example,
this was the case for e-Bay, in which a known XSS vulnerability was not fixed for months.

A complementary approach is to protect the user’s environment from XSS attacks. This requires means
to discern malicious JavaScript code downloaded from a trusted web site from normal JavaScript code, or
techniques to mitigate the impact of cross-site scripting attacks.

Figure 1 : Justified Cross-Site Scripting Attacks Prevention from Client-Side

1. SYSTEM DEVELOPMENT

This paper presents Noxes, the initial client-side resolution to moderate XSS attacks. Noxes works as a web
proxy and utilizes both automatically and manually generated rules to block cross-site scripting attacks. Noxes
provides protection against compromise of a user’s atmosphere while have need of least client customization
and interaction. The assistances of this thesis are as below:

1. We describe the implementation of the first client-side solution that leverages the idea of personal firewalls
and provides increased protection of the user with respect to XSS attacks.

2. A straightforward implementation of an XSS web firewall would significantly impact a user who is surfing
the web. To remedy this limitation, we present a number of techniques that make the use of a web firewall
viable in practice.

Noxes functions as a web proxy that obtains HTTP requests on user’s browser behalf. Therefore, all web
relations of the browser go by through Noxes and be capable of any be allowed or blocked depending upon the
present safety policy. Equivalent to individual firewalls, Noxes permits the client to make firewall rules (i.e.
filter rules,) for web desires. There are 3 ways of generating rules:

1. Creating Manually. The client can unlock manually the rule database and penetrate a rules set. When
inflowing a rule, the client has the opportunity of utilizing wild cards and capable to select to allow or refuse
requests identical the rule. For example, let us take a simple case a permit rule like www.gmail.com/* permits
all web requests sent to the domain www.gmail.com, while a reject rule like www.facebook.ac.- at/images/*
rejects all requests to the domain directory of the “images” www.facebook.ac.at.

2. Prompting Firewall: The client can interactively generate a rule at any time a link request is prepared that
does not equal to any of the existing rules, in a manner alike to what is offered by the majority private firewalls.
For example let us take a simple case, if no rule is not present there for the appeal
www.news.bingo.com/index.html, the client is exposed a dialog box to authorize or refuse the request. The
client can also utilize a pop-up catalog for making a rule from a catalog of probable
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general rules like www.news.bingo.com/*, *.news.bingo.com/* or *.bingo.com/*. In adding together, the client
can indicate if the rule being formed be supposed to be everlasting or be supposed to just be lively for the
present browsing period only. Rules which are temporary are helpful for web sites so that the client will not wait
for to visit frequently. Therefore, containing temporary rules assists block the rule-base from rising too huge and
at the similar decreases prompts count that the client will take delivery of cause of unknown web sites gets web
requests.

3. Snapshot approach. The client can utilize the extraordinary snapshot approach included into Noxes to
generate a “profile of browsing” and to robotically produce permit rules set. The client initially begins by setting
snapshot mode in motion and then begins surfing. When the snapshot approach is sett in motion Noxes finds and
bring together the domains that have already been taken trip by the browser. The client can then mechanically
create everlasting filter rules depending upon the catalog of domains collected together for the duration of a
detailed session.

V. RELATED WORK

Clearly, the idea of using application-level firewalls to mitigate security threats is not new. Several solutions
have been proposed to protect web applications by inspecting HTTP requests in an effort to stop app-level
assaults. Some of the researchers explain a web proxy that is positioned between the web application and the
users, and that creates confident that a web app holds to security policies which are pre-written. The major
critique of such policy-based approaches is that the formation and supervision of safety policies is a boring and
error tasks.

Related to [15], there survives a profitable manufactured goods named as AppShield [16] that is a firewall proxy
of web application that it appears won’t require safety policies. AppShield claims that it can automatically
mitigate web threats such as XSS attacks by learning from the traffic to a specific web application.

Because the product is closed-source, it is impossible to verify this claim. Furthermore, [15] says that AppShield
is turned as a plug-and-play means it is capable of to perform easy checks and therefore can only offer limited
safety cause short of any safety policies.

The major dissimilarity of our approach with deference to previous solutions is that it is a client-side resolution
known as Noxes. The resolutions offered in [15] and [16] are both client side and also server-side that target to
shield precise web apps. Additionally, these solutions require the willingness of the service providers to invest
into the security of their web applications and services. In cases where service providers are either unwilling or
unable to fix their XSS vulnerabilities, users are left defenseless (e.g., e-Bay was reported to have several XSS
vulnerabilities that were not fixed for several months although they were widely-known by the public [17]). The
main contribution of Noxes is that it provides protection against XSS attacks without relying on the web
application providers. To the best of our knowledge, Noxes is the first practical client side solution for
mitigating XSS attacks.

It is worth noting that besides proxy-based solutions; several software engineering techniques have also been
presented for locating and fixing XSS vulnerabilities: In [18], Huang et al. explain the utilize of a numeral
techniques of software-testing (including dynamic analysis, black-box testing, fault injection and behavior
monitoring) and propose mechanisms for concerning these methods to web apps. The aim is to discover and fix
web vulnerabilities such as XSS and SQL injection. The target audience of the presented work is the web
application development community. Similarly, in their follow-up work [19], Huang et al. describe a tool called
WebSSARI that uses static code analysis and runtime inspection to locate and partially fix input-based web
security vulnerabilities. Although the proposed solutions are important contributions to web security, they can
only have impact if web developers use such tools to analyze and fix their applications. The ever-increasing
number of reported XSS vulnerabilities, however, suggests that developers are still largely unaware of the XSS
problem.

V. CONCLUSION AND FUTURE ENHANCEMENT

XSS vulnerabilities are getting known and unveiled at an frightening rate. XSS attacks are normally
uncomplicated but tricky to stop cause of the maximum flexibility so as to HTML encoding methods offer to the
invader for server-side circumventing input filters. In [3], the author describes an automated script-based XSS
attack and predicts that semiautomated techniques will eventually begin to materialize for aiming and take
control of web apps utilizing XSS, therefore abolishing the necessitate for active soul utilization. Several
approaches have been proposed to mitigate XSS attacks. These solutions, however, are all server-side and aim to
either locate and fix the XSS problem in a web application, or protect a specific web application against XSS
attacks by acting as an application-level firewall. The main disadvantage of these answers is that those rely on
service contributors to be conscious of the XSS trouble and to acquire the suitable proceedings to diminish the
threat. Unfortunately, there are many examples of cases where the service provider is either slow to react or is
unable to fix an XSS vulnerability, leaving the users defenseless against XSS attacks. In this paper, we present
Noxes, a personal web firewall that helps mitigate XSS attacks. The main contribution of Noxes is that it is the
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first client-side solution that provides XSS protection without relying on the web application providers. Noxes
supports mitigation mode of an XSS that appreciably decreases the count of relationship attentive prompts
whereas at the equal time providing protection against XSS attacks wherever the invaders can aim private
information like session IDs and cookies. Web apps are fetching towards the overriding way to offer access to
web services but, at the same time, there is a large variance among the technical sophistication and knowledge
of web developers. Therefore, there will always be web applications vulnerable to XSS.We believe that there is
a genuine need for a client-side tool such as Noxes and hope that Noxes and the concepts we present in this
paper will be a useful contribution in protecting users against XSS attacks.
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