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Abstract—Data encryption standard in spite of being a great algorithm in terms of a good combination of
confusion and diffusion steps, doesn’t largely used because of a weak key concept. Thekey used in DESis
only 64 bits (or 56 bits) long. This paper introduces a concept of predistributed powerful key for DES. In
thisfor every round of DES a new key is getting used which makes cryptanalyst to attack not 56 bits but
16 keys of 56 bits each which makesit a much stronger algorithm.

Index Terms- Encryption algorithms, Data encryption standard, Key pool, Pre distributed keys, Weak key,
Powerful key, Key pool.

l. INTRODUCTION

Every encryption algorithm has two basic criteria s for a good algorithm. One is encryption steps and second
islength of key. There are various agorithms available like:

DES (Data Encryption Standard): It was the first encryption standard to be recommended by NIST (National
Ingtitute of Standards and Technology)[2]. It became a standard in 1974. Since that time, many attacks and
methods recorded that exploit weaknesses of DES, which made it an insecure block cipher because of smaller key
length.

3DES (Triple DES): Because of the smaller key [3] brute force attack was much simpler in DES. It is an
enhancement to DES as the key is multiplied 3 times and make it a stronger encryption algorithm. However, it is
slower than other block cipher methods.

AES (Advanced Encryption Standard): To avoid the above issues AES was recommended by NIST to replace
DES. . It has 3 different key sizes: 128, 192 and 256 bits used for the encryption of the 128 hit block size data. It
includes three different default rounds depending upon the key length i.e. 10 for a 128 bit key size, 12 for a 192
bit key size and 14 for a 256 bit key size. The design of sub key has been designed by considering the side
channel and cache timing based attacks [4].

Blowfish: It is a freely available symmetric block cipher designed in 1993 by Bruce Schneier. It includes key
dependent S boxes and a highly complex key schedule which produces overheads. It has a 64 bit block size and a
variable key length from 1 to 448 bits. The technique uses the concept of sub keys; these are generated by the
algorithm itself. It is a very fast approach for encrypting the data with same keys. When keys are changed then
new key under goes from pre-processing operation which consumes more time [4].

An algorithms' key length is avery critical measure for the weakness or strength of an algorithm. DES is a good
algorithm [8] but has the biggest weakness of small key length which makes data insecure due to easy brute force
attacks.
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Algorithm used for DES is:
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Fig 1: DES encryption agorithm

II. PREDISTRIBUTION OF KEY
A. Sending afile

First, afile is shared between the two users or the sender and the receiver among which the communication needs
to take place. This pre distributed file is converted into bytes. And these bytes work as akey pool. Any byte can
be chosen asthe starting point of the key.

When we sent a key on the network, security of key is equally important. Thus in actual implementation we sent
the secured key like PGP [11], and for thiskind of security we use RSA[10].

Onefile of 1.88 Kb is decrypted and converted into 1933 byteq5].

255216255224016747073700110010100255219067096787698781010911132215
1312121327202116 22 32 29 34 34 32 29 31 31 36 40 52 44 36 38 49 39 31 31 45 61 45 49 53 55 58 58 58
354363 68 63 56 67 52 57 58 55 255 219067 1 1010 10 13 12 13 26 15 15 26 55 37 31 37 55 55 55 55 55 55
5555 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55
55555555555555552551920178080080313402171317125519602800151110000000
0007145683202551960631602131553941100000123041733561849657192081
113 34 97 145 35 50 66 84 129 147 177 209 240 52 161 178 193 21 22 36 67 82 99 100 114 116 132 241 255
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196026102311000000000004523610255196039170141326300000000102317
4518334965193450518112920971132552180123102173 17063056 214 120 237 246 121 99
223 88 68 114 200 131 192 199 243 92 129 243 158 180 61 103 94 223 215 59 237 9 255 0 65 31 241 61 29
167 11 158 128 81 127 68 57 241 87 63 88 155 239 15 231 95 120 171 159 172 77 247 134 184 170 48 58 157
43160 67 90 40 225 46 28 182 149 36 210 245 226 174 62 177 55 222 31 206 147 197 92 227 246 137 190 240
254 117 247 116 105 12 100 30 120 169 187 20 158 129 123 114 67 117 114 79 237 19 105 254 97 252 233
124 85 207 214 38 251 195 92 184 74 200 65 228 122 215 190 1 231 65 71 0 125 154 231 162 149 162 63 96
179 77 38 253 50 201 44 140 60 28 186 51 147 21343 70 102 246 9 178 94 61 187 38 211 155 137 67 193 36
112 140 124 237 87 136 254 189 244 122 20 143 49 155 37 175 210 155 8 33 45 103 158 223 23 59 237 6 132
255097 143151 251 158 180 53 5 251 85 216 210 109 109 249 128 32 246 69 156 97 142 57 123 79 87 105
142 107 103 220 227 64 2 185 45 237 225 6 94 34 160 48 13 161 198 10 154 145 180 217 242 220 168 104 163
44124 128 162 150 211 178 217 187 183 178 225 149 118 60 87 173 175 123 222 2 218 99 67 143 95 221 93
236 247 199 101 45 178 54 206 134 59 117 111 238 149 0 42 124 180 231 235 255 0 148 91 245 182 179 150
54194 155 112 158 243 181 198 138 21 79 179 102 131 73 98 100 62 68 83 73 173 248 84 158 163 90 44 79
117 14 244197 58 74 87 141 24 136 91 168 211 31 188 230 168 59 107 100 247 83 196 138 195 137 100 225
101 229 77 52 252 230 102 198 104 83 135 100 30 76 79 198 148 53 199 131 208 170 236 150 228 54 0 233
154 145 221 205 136 251 82 231 229 51 29 172 35 138 121 122 42 254 191 153 169 123 93 133 227 174 64
141 248 97 80 76 146 190 129 7 175 216 106 211 21 165 189 157 170 65 12 4 194 164 180 80 157 26 102 207
207 12617049131 174 154 12 244 21 116 212 215 87 117 64 200 177 194 179 118 114 168 55 134 19 195
220 197 225 100 91 88 70 152 81 195 150 62 254 88 242 24 234 77 21 5 11 123 58 225 27 207 33 108 205 114
214 239 223 204 49 194 154 140 32 61 124 252 249 150 215 20 82 21 153 212 125 255 0 164 110 63 161 45 82
119189 14554 202 18 6 76 43 147 212 128 77 93 170 143 190 166 47 233 68 12 73 126 228 96 15 83 75 37 62
84 100 62 165 23 123 197 115 106 194 52 239 27 160 199 51 84 41 183 35 107 222 109 25 228 182 183 75 88
164110322117222352306191 187254721860 1 194 02329 207 219 154 75 173 186 176 219 22 145
130 244 201 243 161 218 72 54 10 56 242 40 133 15 6 230 220 108 144 46 33 218 209 203 42 158 38 136 161
0 158 190 209 36 252 69 38 208 217 171 180 110 209 166 246 37 67 242 168 163 218 102 198 52 252 249 83 9
183 168 207 112 240 42 77 197 243 65 211 173 57 183 187 218 22 151 205 45 229 183 127 97 117 194 89 225
8210013296 12 178 131 151 65 141 125 115 167 42 97 166 72 248 231 222 195 95 40 29 78 142 62 199 14
123 39 137 20 112 160 88 251 180 142 46 92 71 228 212 243 203 31 166 220 180 228 63 12555 147 11 8 99
36 177 441355 216 124 188 164 116 81 205 64 39 24 26 227 144 28 234 94 226 217 225 153 25 138 174 85
90 39 118 86 108 105 170 34 147 141 49 140 212 100 171 221 6 149 138 219 6 207 121 36 196 52 154 105 133
28 177 248 127 134 180 205 126 238 109 102 216 72 52 172 123 128 10 109 244 70 17 219 70 45 228 238 109
128 5152 100 100 147 230 52 200 30 236 235 68 193 67 62 207 224 141 119 129 166 134 9 8 104 27 142 230
102 249 71 212 99 32 235 208 249 15 117 195 35 212 61 255 0 164 219 16 220 105 104 101 218 52 165 119
13053 215 30 25121 29 121 181 19 104 71 218 174 208 130 13 229 72 11 170 205 225 80 224 176 28 203 99
157 930 59 242 28 35 103 84 79 138 216 188 206 81 145 176 145 149 23 132 156 106 73 0 15 92 213 67 104
22177 180 47 196 74 249 140 57 238 248 70 133 121 103 237 174 243 65 222 58 52 247 17 142 240 158 17
223539208 19 249 215 169 23 187 154 52 104 227 134 101 33 99 115 175 22 53 229 166 15 235 221 71 205
1617241177 184 19 221 114 45 77 128 151 60 127 19 203 109 131 52 115 165 226 40 225 39 5 93 130 145
143 165 147 167 58 178 69 182 162 181 145 123 183 130 55 69 0 183 126 163 166 51 1324 255 058 171 195
22094179 153 209 34 14592 171 178 179 49 7 204 2 227 60 244 167 80 236 93 152 177 40 80 172 122 150
187 78 35 234 3 10 97 141 166 197 142 57 60 148 187 4353 211 154 119 110 138 125 246 186 237 73 91 195
200 243 50 145 198 208 174 48 8 228 206 125 2550 15 117 71 205 112 182 141 226 37 150 210 210 66 163
138 89 31 142 64 71 145 200 248 100 254 53 13 117 179 26 37 62 14 70 83 210 50 235 145 232 234 220 67
208 228 8590 114 210 158 60 72 11 128 75 0 50 193 131 115 198 135 85 231 129 70 182 22 180 80 232 169
99 3205218 45 118 111 181 118 117 222 246 119 22 247 115 92 207 225 164 246 181 88 192 5 62 142 128 31
176 233 141 104 182 43 62 246 34 175 253 119 82 203 167 131 151 92 99 164 117 160 133 103 245 33 83 253
4202 6 134 178 130 90 2 246 220 203 30 250 198 204 170 217 176 143 57 25 199 180 244 122 172 253 219
193 35 124 225 255 0 131 31 241 61 87 132 253 147 7 47 78 45 138 161 225 108 111 161 224 120 86 54 206
67 198 0 35 249 26 149 150 97 29 148 54 38 78 33 26 137 36 158 65 147 26 41 207 23 175 64 58 213 90 57 93
62 105 248 87 70 184 102 201 36 235 128 115 215 7 35 224 105 235 114 133 221 114 130 13 61 207 10 199
41103 146 89 217 13 187 48 86 120 211 65 31 68 66 0 246 164 111 45 48 43 148 153 12 82 105 155 10 112
193 46 20 99 166 188 36 254 31 10 130 55 47 156 171 176 60 76 195 94 76 71 63 94 153 164 107 150 42 136
5269 30202 116 21 47 204 160 187 180 39 755 173 171 180 150 143 41 98 49 237 144 113 240 166 172 11
103 95 100 15 215 235 223 241 228 239 158 164 159 121 175 37 155 161 170 142 89 82 229 17 187 18 152
182 251 132 2152 202 92 100 242 213 43 64 14 117 158 12312 24

B. Chooseany key
The byte chosen are the highlighted ones. These can be used as the key pool
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223 88 68 114 200 131 192 199 243 92 129 243 158 180 61 103 94 223 215 59 237 9 255 0 65 31 241 61 29
167 11 158 128 81 127 68 57 241 87 63 88 155 239 15 231 95 120 171 159 172 77 247 134 184 170 48 58 157
43160 67 90 40 225 46 28 182 149 36 210 245 226 174 62 177 55 222 31 206 147 197 92 227 246 137 190 240
254 117 247 116 105 12 100 30 120 169 187 20 158 129 123 114 67 117 114 79 237 19 105 254 97 252 233 124

85 207 214 38 251 195 92 184 74 200 65 228 122
To take such along key we have taken only the position byte .Thus:
e Nooverhead of sending the key over the network.
e Any number of keys can be chosen
o Andif thefileisnever sent on the network. This cannot be cracked any time.

But since DES has a small key length, brute force can be applied on it and thus cryptanalysisis easily possible.

64 bit initigl key

v

CP-T permutation

56 bits
v 28 bits 28 bits w
Left part Right part
Y v
Left offset
v 28 bits 28 bits w
Left part Right patt

f f

56 bits

CP-2 permutation
¥ 48 bits
48 bit final key

Figure 2 Actual key generation algorithm

I1l.  PrROPOSED IDEA OF POWERFUL KEY FOR DES

In this paper we introduce a concept which eliminates the weakness of 56 bit key of DES. DES goes under 16
rounds for the complete encryption. For every round sub key is generated from asingle key. That means f the
key is deduced, decryption of text becomes simpler. But if we give completely different key for every round of
DES then cryptanalyst has to apply brute force attack on 16 56bit sized keysi.e. 16*56 combinations need to be
applied. It means 2896 combinations need to be tried which makes it strongest of al algorithms.

When we choose a position then we can provide different keys for different rounds.
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Round 1: 223 88 68 114 200 131 192 199

Round 2: 243 92 129 243 158 180 61 103

Round 3: 94 223 2155923792550

Round 4: 65 31 241 61 29 167 11 158

Round 5: 128 81 127 68 57 241 87 63

Round 6: 88 155 239 15 231 95 120 171

Round 7: 159 172 77 247 134 184 170 48

Round 8: 58 157 43 160 67 90 40 225

Round 9: 46 28 182 149 36 210 245 226

Round 10: 174 62 177 55 222 31 206 147

Round 11: 197 92 227 246 137 190 240 254

Round 12: 117 247 116 105 12 100 30 120

Round 13: 169 187 20 158 129 123 114 67

Round 14: 117 114 79 237 19 105 254 97

Round 15: 252 233 124 85 207 214 38 251

Round 16: 195 92 184 74 200 65 228 122

The only concept we need to remember at the time of decryption,
Round 16 key will be used for round 1 and

Round 15 key will be used for round 2 and so on and the process will be reversed.
In the DES actual key generation algorithm;
Step 1: we take one key.
Step2: It undergoes Permuted choice -1.1t makes it 56 bit key.
Step3: Then the 56 bit key is divided into 2 halves.
Step4d: Now these |eft part and right part undergoes left shifts which makes sub keys.
Step5: There are 16 sub keys generated for every round of algorithm.
Step6: Now these 56 bit sub keys undergoes PC-2(Permuted choice-2) .
Step7: And the resultant key generated is of 48 hits.

PDPKDES agorithm:

Stepl: A fileis converted into bytes.

Step2: A position is chosen to generate keys.

Step3: Now 64* 16 /8 =128 bytes are chosen.

Step4: First 8 bytes are used for Round 1.

Step5: Next 8 bytes are used for Round 2 and so on.

Step6: 16 altogether different keys are generated.

Step7: Now this key undergoes PC-1 and 56 hit key is generated.

Step8: And then this key undergoes PC-2 and 48 resultant key is generated.
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Fig 3: New key generation algorithm
IV. RESULTS
Data To Encrypt — Deepak Cipher Data - ¥20>\@5"
Cipher Data - ¥a0>\@5" Decrypted Data - deepak

ISSN : 0975-3397 Vol. 5No. 06 Jun 2013 558



Prerna Mittal et.al / International Journal on Computer Science and Engineering (IJCSE)

Round 1 06800018200 lalLg ¥ ¢»mOa
Round 2 00000000 L8 ¥iN 1Y ov»;m
Round 3 059900252170 UNee EE| yAOATY cer
Round 4 032697770001 BE|q%<a +aYyAoA
Round 5 02042001300 q%<0_dVs 1E...i=aY
Round 6 02000000 _dve..T $eA1E...i
Round 7 00000000 2. T# E S[$én
Round 8 0050019230 #RU RUE S
Round 9 02410021000 RUE #RU
Round 10 00000000 E S[$ éf 2 T#
Round 11 00000192694 $eA1E. i _dve.T
Round 12 08052307000 1E...i+aY q%<0_dVs
Round 13 0440003000 +aYyAOA <EE|q%<d
Round 14 086010501150 105 yAOATY oev UNce <E|
Round 15 01110320770101 1Y cev»;m L§ ¥uN
Round 16 011609701020 ¢»mOa laiLg ¥

Here note that Data after encryption Round 1 = Data before decryption Round 16=1&4iL§ ¥
Data after encryption Round 2 = Data before decryption Round 15=L§ ¥iN
And Data after encryption Round 16 =Data before decryption round 1 = ¢»mOa
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Data after encryption Round N= Data before decryption Round 16-N.

V. CONCLUSION

This paper is on a new research topic about making already given algorithms stronger by giving them powerful
keysfor every round .By applying different key for every round we have made the cryptanalyst to break 2896
bitsinstead of 256 which takes yearsto try for. We can easily implement this concept in other algorithms such
as AES, twofish, blowfish etc.
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