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Abstract 

Cryptography provides security for the information and personal details. The combination of 3AQKDP 
(implicit) and 3AQKDPMA (explicit) quantum cryptography is used to provide authenticated secure 
communication between sender and receiver. Cryptography provides following merits establishment of a secure 
connection which can prevent attacks such as eavesdropping, man-in-the-middle and replay. Applications of 
cryptography include computer passwords, bank account passwords, ATM machines, etc.  However there are 
many other classical cryptography ways for securing ones particular data but they are currently unsafe and they 
cannot detect the existence of passive attacks such as eavesdropping, man-in-the-middle and replay. So by 
combining the classical cryptography with quantum cryptography we can achieve more benefits. 
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1. Introduction 
It is a process of protecting information by converting the information into unreadable format known as cipher 
text. It can be converted into readable format if and only if proper secret key is entered then only it can decrypt. 
Encryption is a process converting of original data (called plain text) into unintelligible form by means of 
reversible translation ie based on translation table or algorithm, which is also called enciphering. Decryption is 
the process of translation of encrypted text (called cipher text) into original data (called plain text), which is also 
called deciphering.  This is the meaning of the term cryptography. 
Authenticity means that when a user receives a message, it is assured about the identity of the sender. The 
authenticity requirement can be translated in the context of secure multicast. 
Key authenticity: only the center can generate a session key. 
Data authenticity: the users can distinguish among the data sent by the center and the malicious data sent by an 
attacker 
KEY distribution protocols are used in the communication network by providing sharing secret session keys 
between users. By using this shared secure keys we can have a secure communications over a insecure 
networks. In some cases users establish a Trusted center (TC)  which verifies the secured keys and allow access 
these condition is called three party where we have two users and one trusted center. 3AQKDP with implicit 
user authentication, which ensure that confidentiality is only possible for legitimate users and mutual 
authentication is achieved only after secure communication using session key start. In implicit quantum key 
distribution protocol (3AQKDP) have two phases such as setup phase and distribution phase to provide three 
party authentication with secure session key distribution. In this system there is no mutual understanding 
between sender and receiver. Both sender and receiver should communicate over trusted center. In explicit 
quantum key distribution protocol (3AQKDPMA) have two phases such as setup phase and distribution phase to 
provide three party authentication with secure key distribution. Here there is mutual understanding between user 
and sender they should communicate directly with authentication of trusted center. Classical cryptography 
provides convenient techniques that enable efficient key verification and user authentication but it doesn’t 
identify eavesdropping. Here, the enhanced key distribution protocol using classical and quantum cryptography 
will improve the authentication and help identify eavesdropping. Disadvantage of separate process 3AQKDP 
and 3AQKDPMA were provide the authentication only for message, to identify the security threads in the 
message. Not identify the security threads in the session key. 

2.The advantages of key distributed protocol authentications for three party using implicit and explicit 
quantum cryptography 
Advantage of combining implicit and explicit quantum cryptography is used to verify the session key from 
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trusted center and which improve key verification and secure the communication. Also identify the security 
threads in session key verification. Another advantage is to avoid noise in message transmission by identifying 
the size of bytes transmitted over the network from sender to receiver and remove the extra byte content 
received from network.    Enhanced key distribution protocol using classical and quantum cryptography will 
improve the security and authentication. 

3. Details about existing system 

.In classical cryptography, three party key distribution protocol utilize challenge response mechanisms or time 
stamps to prevent replay attacks. However challenge mechanisms require at least two communication rounds 
between the TC and participants, and timestamp approach needs the assumption of clock synchronization which 
is not practical in distributed systems.(due to the unpredictable nature of network delays and potential hostile 
attacks) .Furthermore, classical cryptography cannot detect the existence of passive attacks such as 
eavesdropping. This fact can then be used to reduce the number of rounds of other protocols based on challenge-
response mechanisms to a trusted center.  

4. Limitations of existing system 

Disadvantage of separate process 3AQKDP and 3AQKDPMA were provide the authentication only for 
message, to identify the security threads in the message. Not identify the security threads in session key. 

5. Details about proposed system 

Methodology: 

Quantum key distribution protocols (QKDPs) employ quantum mechanisms to distribute session keys and 
public discussions to check for eavesdroppers and verify the correctness of a session key. However, public 
discussions require additional communication rounds between a sender and receiver and cost precious qubits. 
By contrast, classical cryptography provides convenient techniques that enable efficient key verification and 
user authentication. 

Algorithm: 

There are two types Quantum Key Distribution Protocol, they are 
a. The proposed 3AQKDP: 

This prosed 3AQKDP describes the details of the 3AQKDP by using the notations defined in previous sections. 
Here, we assume that every participant shares a secret key with the TC in advance either by direct contact or by 
other ways. 

b. The Proposed 3QKDPMA : 

The proposed 3QKDPMA can be divided into two phases: the Setup Phase and the Key Distribution Phase. In 
the Setup Phase, users pre share secret keys with the TC and agree to select polarization bases of qubits based on 
the pre shared secret key. The Key Distribution Phase describes how Alice and Bob could share the session key 
with the assistance of TC and achieve the explicit user authentication.          

6. ANALYSIS AND DESIGN 

Design Overview 

6.1. Sender module: 

a)Secret Key authentication:  

A secret key is given to the trusted center by the sender. TC verifies the key and authenticate to the 
corresponding sender and get the session key from the TC or else TC not allow the user transmission. 

b) Encryption 

The message is encrypted by the received session key and appends the qubit with that encrypted message, then 
transmits the whole information to the corresponding receiver. 
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8. Conclusion 
The proposed System is very efficient and is secure. It cannot be attacked by the hackers and prevent passive 
attacks such as eavesdropping, man-in-the-middle and replay. And moreover the proposed system is an efficient, 
authenticated, scalable key agreement for large and dynamic multicast systems, which is based on the bilinear 
map. Compared with the Existing system, we use an identity tree to achieve the authentication of the group 
member. Since a large group is divided into many small groups. Each subgroup is treated almost like a separate 
multicast group with its own subgroup key. All the keys used in each subgroup can be generated by a group of 
KGC’s in parallel. The intuitively surprising aspect of this scheme is that, even the subgroup controller aborts, it 
does not affect the users in this subgroup. Because every user in the subgroup can act as a subgroup controller. 
This is a significant feature especially for the mobile and ad hoc networks. From the security analysis we can 
see that our scheme satisfies both forward and backward secrecy. By introducing this system we can do secure 
transmission over insecure networks. 
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