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Abstract— In this paper, we present an approach to enhance the Biometric Template Security by using 
Invisible Watermarking. For embedding the watermark in the Biometric Template, we used Parity 
Checker Method [2]. The use of Parity Checker Method ensures that the change in Biometric Template 
should be minimum. The watermark that is embedded in the Biometric Template may contain person’s 
name, person’s address or some unique features of the person. The same watermark is embedded four 
times in the Biometric Template to enhance its security so that if one watermark is changed by attacker, 
the other watermark remains intact. For each biometric template there will be a secret key that is used 
for embedding of watermark. The maintenance of secret key will be responsibility of database manager. 
The same key can be used for all biometric templates which reduces the responsibility of database 
manager up to a greater extent but at the cost of security. So, we used the separate key for each Biometric 
Template.  
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I.  INTRODUCTION  

 Biometric comes from the Greek words bios (life) and metricos (measure) [1]. It is basically a pattern 
recognization system that is used to identify or verify users based on his or her unique physical characteristics [3]. 
Basic modules of a biometric system are: 

 Enrollment Unit 

The enrollment module registers individuals into the biometric system database. During this phase, a 
biometric reader scans the individual’s biometric characteristic to produce its digital representation. 

 Feature Extraction Unit 

This module processes the input sample to generate a compact representation called the template, which is 
then stored in a central database or a smartcard issued to the individual. 

 Matching Unit 

This module compares the current input with the template. If the system performs identity verification, it 
compares the new characteristics to the user’s master template and produces a score of match value (one to one 
matching). A system performing identification matches the new characteristics against the master templates of 
many users resulting in multiple match values (one to many matching). 
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 Decision Maker 

This module accepts or rejects the user based on a security threshold and matching score. 

Biometrics offers greater security and convenience than traditional identify authentication systems (based on 
passwords and cryptographic keys) since biometric characteristics are inherently associated with a particular 
individual making them insusceptible to being stolen, forgotten, lost or attached. A critical problem in a biometric 
system itself is to ensure the security of the unique biometric data, because once the biometric templates are 
compromised, the whole authentication system is compromised. Therefore, how to protect the biometric 
templates in the database and to secure transmission of the biometric templates through the open network in a 
vital security issue in biometrics [4]. Biometric Template can be protected by using watermarking. Watermarking 
is the process of embedding information such as Owner Name, Company Logo etc. in the host data [5]. General 
image watermarking methods can be divided into two groups according to the domain of application of 
watermarking. In spatial domain methods [6], the pixel values in the image channel(s) are changed. In spectral-
transform domain methods, a watermark signal is added to the host image in a transform domain such as the full-
frame DCT domain [7]. It is application of steganography. 

In this paper, we attempt to secure the biometric template by using the Spatial Domain Techniques of 
Watermarking. We have masked the watermarked information in such a way that changes in biometric template 
after embedding of watermark would be minimum. For this purpose, we used the Steganography Method known 
as Parity Checker Method [2]. We embed the watermark four times for further security enhancement of biometric 
template so that if attacker forges the one watermark then other watermarks will remain intact. 

The rest of the paper is organized as follows: 

In section 2, various types of attacks on Biometric Systems are discussed. Section 3 gives our proposed 
system. Section 4 includes results and analysis of the proposed approach. In section 5, some emphasis is given on 
conclusion and future work. 

II.  ATTACKS ON THE BIOMETRIC SYSTEM [8] 

A.  First attack 

Attack on the sensor. Sensor can be overridden by presenting fake Biometrics [U.K.Biometrics Workshop 
Group]. Like a fake finger, face mask or a copy of signature. 

B.  Second attack 

The Attack on the channel between the sensor and the feature extractor. Biometrics which was submitted can 
be resubmitted or replayed by bypassing the sensor. Like an old copy of fingerprint or face image. Prepare Your 
Paper Before Styling 

C. Third attack 

Define Attack on the feature extractor. Feature extractor can be override by attacking it and forcing it to 
produce feature values selected by the hacker. 

D. Fourth attack 

Attack on the channel between the feature extractor and the matcher. Features extracted by the extractor can 
be replaced by a different feature set. This type of attack is difficult because the feature extractor and matcher are 
not separate. This attack is possible only if the matcher is remote and the features extracted have to be sent to the 
matcher for matching purpose. 

E. Fifth  attack 

 Attack on the matcher. Matcher can be overridden by attacking it and forcing it to produce high or low 
matching score irrespective of the input. 

F. Sixth  attack 

Attack on the stored database. The database can be local or remote. Templates which are stored at the time of 
enrollment can be attacked by modifying one or more templates in the database. This could result in fraudulent 
authorization of an individual or a denial of service. 

Rajkumar Yadav et al. / International Journal on Computer Science and Engineering (IJCSE)

ISSN : 0975-3397 Vol. 3 No. 12 Dec 2011 3657



G. Seventh  attack 

Attack Attack on the channel between the system’s database and the matcher. Respective template is selected 
and sent through a channel to the matcher for identification. This template can be changed accordingly by the 
hacker. 

H. Eighth  attack 

 Attack on the channel between the matcher and application device. The decision whether the user can access 
the application device can be changed by the hacker accordingly [10]. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Figure 1.   Attacks on the Biometric System 

III.  THE PURPOSED SYSTEM 

 In our system, we used the watermarking for security of biometric template. Biometric template can be 
replaced or forged by attacker. But, in our system, if attacker tries to replace or forge the biometric template then 
he must have the knowledge of pixel values where watermark information is hidden. If attacker changes the 
secure biometric template (i.e. Biometric template with watermark information) with forge biometric template 
then it gives the clue to database manager that something has gone wrong with biometric template because in 
forge biometric template either the watermark will not be present or will be present at wrong pixel positions. For 
the insertion of watermark information in biometric template we used the Parity Checker Method [2]. Also, we 
inserted the watermark information four times in biometric template so that if attacker is able to change 
watermark at one place, the watermark at other places remain intact. The process of securing the biometric 
template is shown in Figure 2. 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 2.   Creation of Secret Biometric Template 
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A. Algorithm 

Step 1: Read the watermark information that we want to hide in the biometric template. 
Step 2: Read the biometric template  
Step 3: Find out the pseudorandom pixel location in the biometric template where watermark is to be inserted by 

using pseudorandom number generator which is seeded with the secret key. 
Step 4: If at a pixel location we want to hide 0, then go to step 5 else go to step 6. 
Step 5: a) Check whether there exists odd parity at the selected pixel location, then insert 0 at the pixel location 

(no change in pixel value is required in this case). Go to END. 
b) If even parity exists, then make the odd parity at that location by adding or subtracting 1 to that pixel 
location (change in pixel is required in this case). Go to END. 

Step 6: a) Check whether there exists even parity at the selected pixel location, then insert 1 at the pixel location 
(no change in pixel value is required in this case). Go to END. 
b) If odd parity exists, then make the even parity at that location by adding or subtracting 0 to that pixel 
location (change in pixel is required in this case). Go to END. 

Step 7: END. 
 

B. Key Managament 

A separate key is required for each biometric template for watermarking. This key is used by pseudo-random 
number generator for generation of pixel locations in biometric template where watermark is to be inserted. This 
key must be kept secret so that attacker cannot forge the biometric template. The key management is the 
responsibility of database manager. The Key management process is shown by Figure 3. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 3.    Key Management 
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C. Practical Example 

 
Suppose the watermark is 1001 and selected pixels of biometric template by pseudo-random number generator 

are P (100), P (134), P (63), P (37) where P(i) means Pixel P has intensity i. The insertion of watermark 1001 is 
shown by Figure 4. 

  
 
 
 

 

 

 
 
 
 

 
 
 
 

 
 
 
 
 

 
 
 

 

 

 

 

 

 

 

 

Figure 4.    Insertion of watermark 

 

IV. RESULTS AND ANALYSIS 

A. Analysis based upon Matching Score 

We hide the watermark in the biometric template and then try to check whether the matching score between 
enrolled template and secret template cross the Threshold Value or not. We also check Matching Scores 
between original template (without watermark) and enrolled template. By comparing the Matching Scores of 
original template and enrolled template with the Matching Score of secret template and enrolled template we 
found favorable results. We divide the result into four levels based upon the number of times the watermark is 
inserted in the biometric template. Figure 5 shows the original template. Figure 6, 7, 8 & 9 shows the secret 
template with watermark (Kamaldeep) inserted one time, two times, three times and four times respectively. 
Table I, Table II, Table III & Table IV shows the comparison of matching scores of five different enrolled 
templates with the original template and secret template. When watermark is inserted one time, two times, three 
times and four times respectively. 
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Figure 5.  Original Template 

 

 

 

 

 

 

 

 

 

Figure 6.  Secret template with watermark ‘kamaldeep’ inserted one time. 

 

 

 

 

 

 

 

 
 

Figure 7.  Secret template with watermark ‘kamaldeep’ inserted two time. 
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Figure 8.  Secret template with watermark ‘kamaldeep’ inserted three time. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 9.  Secret template with watermark ‘kamaldeep’ inserted four times. 

 
 

 
 
 

TABLE I.  COMPARISON WHEN WATERMARK IS INSERTED ONE TIME 

Enrolled Template Threshold Value 
Matching Score between 

original template & enrolled 
template 

Matching Score between 
secret template & enrolled 

template 

Template – I 70 79 76 

Template – II 70 85 84 

Template – III 70 92 90 

Template – IV 70 83 77 

Template – V 70 77 75 
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TABLE II.  COMPARISON WHEN WATERMARK IS INSERTED TWO TIME 

Enrolled Template Threshold Value 
Matching Score between 

original template & enrolled 
template 

Matching Score between 
secret template & enrolled 

template 

Template – I 70 79 76 

Template – II 70 85 84 

Template – III 70 92 90 

Template – IV 70 83 77 

Template – V 70 77 75 

 
 

TABLE III.  COMPARISON WHEN WATERMARK IS INSERTED THREE  TIME 

Enrolled Template Threshold Value 
Matching Score between 

original template & enrolled 
template 

Matching Score between 
secret template & enrolled 

template 

Template – I 70 79 72 

Template – II 70 85 79 

Template – III 70 92 82 

Template – IV 70 83 75 

Template – V 70 77 73 

 
 

TABLE IV.  COMPARISON WHEN WATERMARK IS INSERTED FOUR  TIME 

Enrolled Template Threshold Value 
Matching Score between 

original template & enrolled 
template 

Matching Score between 
secret template & enrolled 

template 

Template – I 70 79 71 

Template – II 70 85 75 

Template – III 70 92 79 

Template – IV 70 83 74 

Template – V 70 77 72 

 
 

The comparison that is shown in Table I, Table II, Table III and Table IV are also shown by Figure 10, Fig 
11, Fig 12 & Fig 13 respectively. From Fig 10,Fig11, Fig12 and Fig13, we can conclude that the matching score 
between secret template and enrolled template remains always greater than the threshold value which shows that 
we will get correct result of biometric system after the insertion of watermark information. Also, the matching 
score between secret template and enrolled template remains close with matching score of original template and 
enrolled template. As we increase the size of watermark information embedded in the biometric template the 
matching score will degrade and may come below the threshold value. So, we try to keep the size of watermark 
information as less as much possible.  
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Figure 10.   

 
 

 
 
 
 
 
 
 
 

 

 

  

Figure 11.   

 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 12.   
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4.1 Histogram Analysis 
 
 
 

Figure 13.   

 

B.  Histogram Analysis 

Figure 14 shows the histogram of original template given in Fig 5, Fig 15, Fig 16, Fig 17, Fig 18 gives the 
histograms of secret templates given in Figure 6, Figure 7, Figure 8 and Figure 9 respectively. Comparing the 
histograms of original template and secret template, we found that there is very less change in the original 
template and secret template. As the size of watermark information increases, this change in original template 
and secret template also increases accordingly. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 

Figure 14.  Histogram of original template 
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Figure 15.  Histogram of original template secret template given in figure 6     

 
 
 
 
 
 
 
 
 
 
 
 
 

 

Figure 16.  Histogram of original template secret template given in figure 7  

 
 

 
 
 
 
 
 
 
 
 
 
 
 

 

Figure 17.  Histogram of original template secret template given in figure 8    
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Figure 18.  Histogram of original template secret template given in figure 9   

 

V. CONCLUSION & FUTURE WORK 

This work present how watermarking helps in security of biometric template. We showed that 
watermarking avoids the forging and replacement of biometric template by the attacker. But, this process also 
increases the responsibility of database manager. Database Manager has to manage the key secretly. In future, 
we will try to combine watermarking with cryptography techniques and try to increase robustness of biometrics 
systems. We will also try to prevent other types of attacks on the biometrics systems by using watermarking, 
cryptography and data hiding techniques. 
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