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Abstract — Wireless Sensor Networks (WSN) usually consists of a large number of tiny sensors with limited
computation capability, memory space and power resource. WSN’s are extremely vulnerable against any kind of
internal or externa attacks, due to several factors such as resource constrained nodes and lack of tamper-
resistant packages. To achieve security in Wireless Sensor Networks, it is important to encrypt messages sent
among sensor nodes. In this paper, we propose a scheme called Modified Bloom's Scheme (MBYS) that uses
asymmetric matrices of keysin place of symmetric matricesin order to establish secret keys between node pairs.
The network resilience against node capture attack isimproved using the proposed scheme.

Keywords - Asymmetric Matrices, Key predistribution, Network Connectivity, Network Resilience, Node
Capture Effect, Wireless Sensor Networks.

l. INTRODUCTION

Wireless Sensor Networks|WSNs| are widely deployed at high density regions where surveillance and
monitoring is required. WSNs find wide applications in the field of military especially in the process of sensing
and tracking the objects and traffic signaling. WSNs are vulnerable to various kinds of attacks like
eavesdropping, traffic analysis and masquerading. The nodes in the network forward packets on behalf of each
other to the desired destinations. Security services like authentication and confidentiality are the critical issuesto
achieve secure communication between sensors in hostile environments. Traditional key management
techniques using public key infrastructure or centralized key management techniques may not be suitable for
sensor networks, since each node has constrained resources and they can be captured. Secret key pre-distribution
for symmetric encryption is one of the practical approaches for establishing secure links between the sensor
nodes.

Key Management includes the problem of Key Distribution. The three types of key distribution
schemes are the trusted server scheme, the self-enforcing scheme and the key predistribution scheme. The
trusted server scheme depends on a server that is having trustworthiness for key distribution between the nodes.
The self-enforcing scheme is based on the concept of asymmetric cryptography. Using public key algorithm is
not viable for sensor nodes, since there is a limitation on computation and energy resources [1]. The third type
of key agreement scheme is key pre-distribution, in which the key information is distributed among al sensor
nodes prior to deployment by knowing which nodes are more likely to be the same neighbors before
deployment.

A number of key pre-distribution schemes exists in the field of sensor networks. One of the researcher
propose that all the nodes carry a master secret key which is stored in a tamper resistant hardware. This reduces
the risk, but increases the cost and energy consumption of each sensor [2]. If one node is compromised then the
security of entire sensor network is compromised. So achieving network resilience becomes difficult. The
performance of the Key Management Schemes can be evaluated based on the connectivity, resilience to sensor
node capture, scalability and memory efficiency. Resilience of a node is the fractiona amount of keys
information exposed adversely so that the information can be retrieved [3]. Some of the network layer attacksin
WSNss includes node capture attacks, selective forwarding, sinkhole attacks, sybil attacks, wormhole attack,
spoofed attack, HELL O flood attacks and acknowledgment spoofing. Connectivity is determined based on the
probability that atleast one common key is shared between any two nodes at a given time must be greater when
smaller number of keys are used.
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Motivation: Du et al.,[4] have proposed a key predistribution scheme which makes use of the deployment
knowledge in order to increase the connectivity and resilience of the network. It is observed that in BloonT's
Scheme the key predistribution scheme uses symmetric matrices in order to establish secret keys. It resultsin the
establishment of a single key for communication between two sensor nodes. If this single secret key is captured
by an adversary the communication between the node pair is permanently destroyed and the resilience of the
network is reduced.

Contribution: Modified Bloom's Scheme is proposed in this paper which improves the resilience of the sensor
network. In this scheme, asymmetric matrices are used instead of symmetric matrices which generates two
secret keys to communicate between any two sensor nodes (say nland n2). One key is used to communicate
from node n1 to n2 and another to communicate from node n2 to nl as shown in Figure 1. Two separate
communication links are established between a pair of nodes. If one of the communication link gets
compromised by an adversary, still another link exists to communicate between the nodes thus, increasing the
resilience of the sensor network.

Figure1l. Example of generation of establish communication between any two nodes.

Organization: The paper is organized as follows. Literature Survey is discussed in Section I, Model and
Problem Definition in Section I11. Section 1V includes Implementation and Section V discusses the Simulation
and Performance Evaluation. Conclusion is presented in Section V1.

II.  LITERATURE SURVEY

Dong et al., [3] investigated that the key predistribution scheme are classified as (i) Pure Probabilistic Key
Predistribution, (ii) Polynomial based Key Predistribution, (iii) Bloom’s Matrix based Key Predistribution and
(iv) Deterministic Key Predistribution Scheme. It is observed that in order to improve the performance of Key
Management Schemes like resilience against node capture, connectivity and memory efficiency, it is better to
use location based knowledge. Eschenauer et al., [4] proposed a Random Key Pre-distribution Scheme in which
each sensor node receives a random subset of keys from a large key pool before deployment. Two nodes find
one common key within their subset and use this key as their shared secret key. Bloom et al., proposed a key
predistribution method that allows any pair of nodes in a network to derive a pairwise secret key [5]. All
communication links of nodes that are noncompromised are secure and is referred to as A-secure until more than
A nodes are compromised.

Chuang et a., [6] proposed a Scalable Grouping Random Key Pre-distribution Scheme which divides
all nodes into several groups. To improve resilience against node capture, they have considered the link key to
be composed of some shared keys. Leonardo et a., [7] developed a scheme to setup keys for securing node to
cluster-head communication called Secure Low Energy Adaptive Clustering Hierarchy [8], using Random Key
Pre-distribution. Tran et a., [9] presented a new pairwise key predistribution scheme for sensor networks. This
scheme utilizes merits of the two existing key pre-distribution schemes- LU Key Decomposition Scheme [10]
and Bloom's Symmetric Key Generation Scheme with some modifications. Seyit et al., [11] presented a novel,
deterministic and hybrid approaches based on combinatorial design for deciding how many and which keys to
assign to each key chain before the deployment of sensor networks.

Du et d., proposed a new key predistribution scheme, which substantially improves the resilience of
the network and better threshold property in [12] and an Improved Key Pre-distribution Scheme using multiple
key spaces called DDHV Scheme in [13]. The DDHV scheme first constructs o key spaces using Bloom’'s
Scheme and then each sensor node carries key information from randomly selected key spaces T (with 2 <t <
). It is no longer certain that two nodes generates a pairwise key. In [14] Du et a., proposed a new key pre-
distribution scheme which makes use of such a deployment knowledge called DDHV-D scheme. It is a
modification of DDHV scheme [12]. Deployment knowledge in DDHV-D scheme is modeled using probability
density functions. For example, let us consider the case where sensors are deployed by being dropped by an
helicopter. The Deployment point is location of the helicopter and resident point is the point where the sensor
actualy resides. If we know perfectly the neighbors of each node in the network, key pre-distribution becomes
trivial: For each node n;, we just need to generate a pairwise key between n;and each of its neighboring nodes
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and save these keys in n’s memory. This guarantees each node to establish a secure link with each of its
neighbors after deployment.

Stinson et al., [15] analyzes and proves the Key Redistribution Techniques proposed by Cichon,
Golebiewslu and Kutylowsk. They use long term keys to encrypt temporal keys that a base station broadcasts to
the network and the temporal keys are used as session keys by the nodes in the sensor networks. Kousalya et al.,
[16] proposes a Traffic-Aware Key Management Scheme for WSNs based on the topological information of the
network. They establish shared keys for active sensor nodes which participate in direct communication without
disturbing the ongoing security process. Thus, increases the resilience, reduces energy consumption and
increases the delivery ratio. Tague et a., [17] presents that the adversary corrupts the network and takes control
over the nodes in the network by considering the passive attacks, active attacks and physical attacks together
called as node capture attack. The adversary may replicate or corrupt the information in the nodes, thus leading
to malfunctioning of the network.

Farshid et a. [18] have proposed a Hypercube Multivariate Scheme (HMS) in which they design a
multidimensional hypercube grid such that each point on the grid is at the intersection of some multivariate
polynomials. Using this scheme, every two sensor nodes at the hamming distance of one from each other are
able to establish a direct key. Based on the HMS scheme, the authors have aso designed a location-aware key
predistribution scheme called hexagonal key predistribution. In this scheme, the target field is divided into
overlapping hexagonal cells that provide an efficient coverage of the deployment field. The HMS scheme is
used to predistribute keys in every cell. Shaila et al., proposed the Modified Blooms Scheme in which
asymmetric matrices is used for the Key Predistribution and this paper is the extension of the work in [19].

I1l. MODEL AND PROBLEM DEFINITION

A. System Model

The sensor nodes in the WSNSs are considered to be static after deployment. The sensor nodes that are desired to
be deployed in a particular location, this location is called as Deployment points. In the actual scenario, the
sensor nodes reside around these deployment points based on certain probability density function and these
points are called as resident points. The density function is a part of G;; and are nonuniformly distributed. The
distance between resident point and deployment point is less than 3¢ with probability of 0.9987 asin [15]. The
sensors are deployed using two dimensional Gaussian distribution. When the deployment point of group G is at
(x.,Y;), then u=(x;,y;) and the probability density function for node k in group G; is,
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B. Problem Definition

Given a Wireless Sensor Network consisting of N number of nodes, which are divided into t*n groups G;; (for
i=1,..,t and j=1,...,n), a global key space pool S is aso divided into t*n groups §; (for i=1,...,t and j=1,...,n)
consisting of m key-spaces and deployed over an area of X x Y using the above described deployment model.
The problem is to predistribute T key-spaces from o key-spaces present in the key-space pool Sto each node of
each group and then calculate the secret key so that the resilience of the network isincreased.

TABLE 1
Notations

Symbols Definition
N Network Size

Global Key-Pool Space

Size of global Key-space pool S

Total number of key spaces

Number of key-spaces put into each node

Nodes that are compromised

Standard Deviation of Gaussian distribution

Wireless Communication range for each node

The Attack Radius

The overlapping factors in key-space pool setup

Txn groups into which N network is divided

Txn groups into which global key-space pool Sisdivided
Secret key for communication from node i to node |
Secret key for communication from node j to node i
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C. Assumptions

(i) The sensor nodes in the network are static after deployment.

(i) The nodes are deployed i.e., in agrid fashion with each node consisting of A key spaces based on the Group
Deployment Model.

(iif) Sensor nodes are equally divided intot x ngroups Gjfori=1,2,...,tand j=1,2,...,n.

(iv) Global key-spaceis Swith size |S.

(v) The transmitting range of each node is assumed to be 50 meters.

IV. THEKEY PREDISTRIBUTION SCHEME

Modified Bloom’'s Scheme is aimed at allowing the sensor nodes to find a secret key with each of its neighbors
after deployment. It consists of three phases:

(i) Key pre-distribution phase

(i) Shared-key discovery phase

(iii) Path-key establishment phase

The first and third phase is exactly similar to the DDHV-D scheme [15], the second phase differs since the
Modified Bloom’s Schemeis used for the key generation.

Phase 1: Key Pre-distribution

Key pre-distribution phase is performed before the sensors are deployed in the area under surveillance. Asin
DDHV-D scheme, the key-space pool Sisdivided into t x n key-space pools §; (for i=1, ..., tand j=1,...,n),
with §; corresponding to the deployment group G;;. If the deployment groups are deployed in neighboring
locations then the two key-space pools forms a neighbor. After setting the key-space pools, for each sensor node
in the deployment group G;;, arandom set of A key-spacesis selected from its key-space pool S;.
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Figure2. Sensor Network before execution of the three phases of Key Predistribution Scheme
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Figure 3. Sensor Network during the execution of the three phases of KeyPre-distribution Scheme
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Figure 4. Sensor Network after the execution of the three phases of Key Predistribution Scheme

Phase 2: Shared-Key Discovery

This phase differs from the DDHV-D scheme since Modified Bloom's Scheme is used instead of the origina
Bloom's scheme. After deployment, each node tries to find whether it is sharing any key space with its
neighbors. Broadcast a message from each node containing the indices of the key spaces it carries. Each
neighboring node finds out if there exists a common key space that is shared with the broadcasting node. If such
a key space exists, using the Modified Bloom Scheme, the two neighboring nodes derives a pairwise key from
the common key space and use those keys to secure the communication links between themselves.

Modified Bloom's Scheme(MBS)

In this paper, a scheme used to establish secret keys between two nodes which shares the key spaces with each
other is presented. This scheme is a modification of DDHV-D scheme and the original Bloom's Scheme. So, it
is called as the Modified Bloom's Scheme (MBS). In MBS, assume some agreed upon (A + 1) x N matrix, G,
over afinite field GF(q), where, N is the size of the network and g < N. This matrix G is public information and
may be shared by different systems, even the adversaries are assumed to know G. During the key generation
phase, the base station creates a random (A x 1) x (A x 1) asymmetric matrix instead of the symmetric matrix D
over GF(q) generated in the original Bloom's scheme and computes an N x (A + 1) matrix A = (D.G)". Matrix D
should be kept secret and should not be disclosed to adversaries or to any sensor nodes. Since, D is not a
symmetric matrix A . G is also not a symmetric matrix. Suppose K = A.G, then the result is Kj; # K;;, where Kj;
and K;; are the elements in the i row and ™ column and ™ row and i™ column of K respectively. To carry out
the above computation, nodes i and j should be able to compute K;; and K;; respectively. This can be easily
achieved by modifying the Bloom’s Scheme. The idea s to use key K;; to secure the communication link from
node i to node j and key K;; to secure the communication link from node j to node i. There exists bi-directional
links between each pair of nodes which share the key-spaces.

Phase 3: Path Key Establishment

Thereisapossibility that two neighboring nodes cannot find any common key space between them. In this case,
they need to find a secure path to agree upon a common key. It can be observed that two neighboring nodes, i
and j, do not share acommon key space; but still come up with a secret key between them. The ideaisto use the
secure links that have already been established in the key-space sharing graph.

Global Key Space (GKS): As long as the graph is connected, two neighboring nodes i and j can always find a
path in GKSfromi to j. Assume that the pathisi, v , ..., W, j. To find acommon secret key betweeni and j, i
first generates a random key K. Then, i sends the key to v; using the secure link between i and v; ; v; forwards
the key to v, using the secure link between v; and v, and so on until j receives the key from v;, . Nodesi and j use
this secret key K astheir pairwise key.

V. [IMPLEMENTATION

In this paper, in order to analyze the resilience of the proposed scheme, an attack model is used for the

adversaries attacks. The attack model assumes that:

(i) the adversary captures nodes randomly within the region of surveillance.

(if) Theregionis assumed to be a circle centered at point with co-ordinate (x, y) with radius R, called the attack
radius and the circle is termed as attack circle. When the circle is large enough to contain the entire
deployment region, the attack model reduces to uniform-random attack, in which the probability that any
node in the entire deployment region compromised is the same.
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The effect of the capture of x. sensor nodes in a node capture attack model by an adversary on the security of the
remaining part of the network has is determined. For example: In Key pre-distribution phase, a 200m x 200m
deployment areais considered. The areaisthen divided into agrid of size4 =2 x 2 =t x n with each grid cell of
size 4mx 4m, o that the network is divided into four groups G;;, for i =0, 1 and j = 0, 1 and each group consists
of three nodes as shown in Figure 2.

Next, consider a global key-space pool of size 200 i.e., 200 key-spaces are present in the globa key-space pool.
The global key-space pool is aso divided into S groups, fori = 0, 1 and j = 0, 1. After the key-space pools are
setup, for each sensor node in the deployment group G;;, are randomly selected from t key-spaces from its
corresponding key-space pool S;. Then for each selected key space, load the corresponding row of its A matrix
which is constructed using the MBS scheme into the memory of the node.

Next, in the shared key discovery phase, the nodes which share any key-spaces with its neighbors is discovered
with the help of broadcasting messages. If such a key-space exists, using the MBS scheme, the two neighboring
nodes derive secret keys and use these keys to secure the communication links between them. After this,
construct a key space sharing graph which is aready defined. Finally, in the path-key establishment phase
flooding is used to establish secret keys between nodes which do not share any common key-spaces with each
other as shown in Figure 3 and Figure 4. The network after the three phases looks like the one depicted in the
Figure 5. Hence, there exists two communication links between each node pairs which share a common key-
space.

To analyze the resilience of our scheme an attack circle of some randomly chosen radius is drawn at some
randomly chosen point within the sensor network as shown in the Figure 6. Observe that the nodes which come
under the attack circle are captured by the adversary as shown in Figure 6. The captured nodes are highlighted in
Figure 7. In this example the nodes that come under the attack circle i.e., the nodes which are captured by the
adversary are the nodes numbered 6, 10, 11 and 12. After the adversary captures these nodes, it is assumed that
the communication links of these nodes are also compromised. Unlikein DDHV-D scheme, if nodei is captured
and it shares a common key space with node j, the bi-directional communication link between nodesi and j are
not compromised completely. Instead, only the link from nodei to nodej is compromised but the link from node
j tonodei isstill safe and out of adversaries reach since two different keys Ki; and K;; are used to communicate
from node i to node j and from node j to node i respectively. This can be made clear from the network scenario
depicted in Figure 10. Here al the links that are present between node pairs (6,11), (11,12) and (10,12) are
captured completely since these nodes come under the attack circle whereas the links between node pairs (6,5)
and (10,9) are compromised partialy(shown in dotted lines) i.e., the link from node 6 to node 5 and the link
from node 10 to node 9 are only compromised but the link from node 5 to node 6 and the link from node 9 to
node 10 are safe. Because of this property, the resilience of the proposed key pre-distribution scheme is
increased.

Figure 5. Sensor Network after the adversary attack depicting the Attack Circle
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Figure 7. Sensor Network showing the destroyed or compromised links

VI. SIMULATION AND PERFORMANCE EVALUATION

A. Smulation Setup

The proposed scheme was simulated using NS2 simulator in the Fedora Core 6 platform to evaluate the
performance of the proposed scheme. The results are also compared with the existing scheme. Different size of
deployment areas were considered, since the simulation was performed on different network sizes. As per our
assumption the node deployment follow a two-dimensional Gaussian distribution and the sensor nodes are static
once they are deployed. The value of overlapping factors a and b were taken as 0.15 and 0.10 respectively and
standard deviation , ¢ = 25. The wireless communication range for each node is taken to be R = 40m. The radius
of the attack circle R, was chosen randomly and the point at which the circle originatesis chosen randomly.

B. Performance Evaluation

Resilience is a set of secure links that compromises when a certain number of nodes are captured by the
adversaries. Assume that an adversary can mount a physical attack on a sensor node after it is deployed and
secret information can be read from its memory. The aim isto find how a successful attack on x sensor nodes by
an adversary affects the rest of the network. In particular, the number of communication links that an adversary
can compromise is to be determined based on the information retrieved from x captured nodes.

Figure 8, Figure 9 and Figure 10 shows the simulation results on the resilience performance of MBS Scheme
against node compromise. The performance metric is the number of communication links that are compromised
when x nodes are captured. The MBS Scheme and the DDHV-D Scheme plot is shown in Figure 8. The
simulation is run for a network of size N = 200 nodes and the graph is plotted to show the number of
communication links that are compromised for different attack radius R.. The graph shows that the
communication compromise is reduced by 50% using MBS Scheme compared with the DDH-V Scheme. In
order to study the resilience against node capture for varying network sizes, the ssmulation is run by keeping the
attack radius constant. The results of these simulations are plotted as shown in Figure 9. The resilience of our
scheme is affected by the attack radius R.. When compromised nodes are more concentrated (i.e., when R; is
smaller), the damage to the communication links is more severe, still the number of links compromising with
increase in the network size is minimized compared to the existing scheme.
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Figure 8. Resilience Analysis: The number of links compromised for a network
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Figure 10. Resilience Analysis. The number of links compromised for a network of size N=200 with varying attack radius.

The plot in Figure 10 shows the resilience results for a number of different values of attack radius R.. It shows
that resilience becomes better when the compromised nodes are less concentrated. The compromise of the
communication is reduced approximately by 60% for a fixed sized network consisting of 200 nodes and by
varying the attack circle. This result is easy to understand, as the value of R; increases, the compromised nodes
become more and more evenly distributed among the deployment groups. Therefore, given the same x value (the
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number of compromised nodes), the number of compromised nodes for each particular deployment group is less
for alarger R, than that for asmaller R..
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Figure 11 illustrates that as the number of nodes is increased and with the number of attackers increased, the
resilience of the network decreases. The graph illustrates that the Resilience of the network decreases gradually
as the number of nodes increases for different attacks. The resilience increases with the increase in the number
of nodes by 20% assuming constant attack value of 100 as shown in Figure 12. Figure 13 indicates that smaller
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number of keys can be used to achieve the desired connectivity in each sensor. The energy consumption is
reduced with increase in the number of nodes and by varying the attackers as shown in Figure 14. From graph it
shows that the energy consumed by MBS Scheme is reduced by 20% compared with the DDHV-D Scheme.
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Figure 16. Delivery Ratio Vs. Number of Nodes with Number of Attacks=100

The paths are efficiently established and the data packets are transmitted, thus increasing the delivery ratio even
though there is an increase in the number of attacks as shown in Figure 15. When compared with the existing
scheme there is adrastic increase in the delivery ratio of data packetsin MBS Scheme for any fixed number of
attacks values as shown in Figure 15 and Figure 16.
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VIlI. CONCLUSIONS

The Modified Bloom's Scheme (MBS) is more advantageous over the existing schemes since it decrease the
number of communication links that get compromised. The secret keys between node pairs are derived such that
they share a common key-space with each other. Unlike, in earlier schemes, two different keys are used to
communicate between a pair of nodes. The simulation results show that the performance of MBS is better than
the existing schemes in both the resilience against node capture effect and connectivity of the network. The
resilience of the network increases with the increase in the number of attacks or with increase in the number of
keys. The simulation results also show that the energy consumption is minimized and efficient packet delivery is
achieved with the increase in the number of nodes.
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