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Abstract— This paper introduces a new concept of the generation of a unending pool of keys through an
image leaving behind the idea of sending keys every time for encryption and decryption. This can help in
avoiding the problem of frequent key exchanges and the after affects associated with it. In this a single
image is used to generate the various keys. Thus say ,if the image is of 2n bytes, taking n from 0 to any
valid integer value gives a big pool of keys making it useful for any symmetric encryption technique,
DES, AES, RC4, CAST, twofish, blowfish etc. This adds the advantage of one time usage of key and
avoids the disadvantage of securing and sending it on the network.
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l. INTRODUCTION

In terms of network security, cryptography is a big concept. Till now, a lot of asymmetric and symmetric
encryption techniques are suggested. Symmetric techniques[1][2] like DES, AES, CAST, 3DES and the
asymmetric like RSA, Diffie- Hellman, knapsack and ECC[1][2][3][4]. But the problem of key hacking is
always faced in symmetric algorithms and ease in complexity of algorithms in Asymmetric encryption. Thus to
solve the issues, the symmetric encryption technique is used but the key chosen is locked with asymmetric key
[1]. But this mechanism is generally one time usable and the transfer of big encrypted keys becomes an issue
[1].Larger the key length, better the algorithm [7], is what has been observed in the study of cryptography or
symmetric key algorithms

Thus to solve the problem, an algorithm is proposed which will solve the issue of transferring the encrypted
symmetric key, only the asymmetric key can be used. As this is asymmetric key, problem of security is solved.

A Advantages and Disadvantages of Symmetric algorithm:
Advantages [1]:
1. Encryption is secure if the key is not leaked out.
2. Encryption and data transmission is much faster than asymmetric one.
3. Symmetry of key allows encryption and decryption very easy.

Disadvantages [1]:
Security of key is very important as if the key is leaked then attacker can easily decrypt the data.
Solution:

1. Face-to-face key exchange is a solution but not feasible every time.

2. Keys should be changed frequently.
e Keys should be changed frequently but is not possible in large groups.
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o Distribution of keys becomes a problem, especially if keys change
Frequently and all the keys must be encrypted individually before transfer.

Advantages and Disadvantages of Asymmetric algorithm[1]:

Advantages:

1. Key is a secret, never need to be transmitted so no chance of leaked out.

2. It helps mainly in digital signatures and authentication.

Disadvantages:

1. It is a much slower technique than private key cryptography.

2. Much larger keys are required to achieve the same level of security.

3. These are susceptible to impersonation attacks. Very few algorithms can be used for both encryption and

key distribution.

Solution: Mainly used for key distribution

C.

Proposed Solution:

The solution is to combine both symmetric and asymmetric encryption algorithm. One example is PGP [5]
in which symmetric key is encrypted with the help of asymmetric key and then the text is encrypted with
symmetric key. This covered disadvantages of both public and private key cryptography but the problem of
frequent key exchange and encryption of symmetric key is not solved through PGP. One such approach has
been introduced in AES [6] and has proved to be very useful. Also a random pool of keys generation has
been introduced for RSA [8].0ne more approached has been proposed [10] but that is not again applicable
for every symmetric algorithm. The approaches above are for only fixed algorithms, a similar concept is
now introduced in this algorithm which can be accepted by any algorithm or even a mix of algorithm at any
time.

This idea is proposed and implemented with the concept of using image to convert into keys with the key
value pairs as same image can be used many times to solve this problem.

1. IDEA PROPOSED AND IMPLEMENTED

A. Proposed Idea

Stepl: First an encrypted image [9] is transferred. This is one time transfer i.e. this image will be used to
generate various keys.

Step2: Decrypt it.

Step3: Convert image into bytes. This is also a onetime process saving a lot of resources and time but a
onetime process each at the sender and receiver side.

Step4: Now, since this image will be transferred on network, it can be hacked. Thus to choose key bits within
the image we take the help of public key encryption and thus an asymmetric key pair is chosen among the
sender and receiver.

Step5: With the help of this key, we will choose bytes within the image and convert these bytes into bits.
These bits are our symmetric key.

Step6: Now text will be encrypted using this key and encrypted text will be transferred.

Step7: At the receiver’s end, the encrypted text is decrypted with the bits generated from image using the
asymmetric key pair.

I, ALGORITHMS

This section describes the complete procedure to explain how the Image is transferred. Algorithm of
generation of key at both sender and receiver’s side

Stepl: Image | is transferred

Step2: Convert image into bytes, say B [Length]

Step3: Choose asymmetric value Ak.

Step4: Choose key length L, anywhere from 8 bits to 2056 or more.
Step5: Now take out bytes from B [AK] to B [AK +L/8] as k [L/8].
Step6: Now convert these bytes to bits b [L].
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Step7: This is the resulting key.

I fm s m oo -

i This process is done at both sender’s and receiver’s side.

> sent

A 4

C. Image with example

One image of 1.88 Kb is decrypted and converted into 1933 bytes.

255216 25522401674707370011001010025521906709678769878101091113221513
12121327 20 21 16 22 32 29 34 34 32 29 31 31 36 40 52 44 36 38 49 39 31 31 45 61 45 49 53 55 58 58 58 35
43 63 68 63 56 67 52 57 58 55 255219 0 67 1 10 10 10 13 12 13 26 15 15 26 55 37 31 37 55 55 55 55 55 55 55
55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55
5555555555555525519201780800803134021713171255196028001511100000000
007145683202551960631602131553941100000123041733561849657 192081113
34 97 145 35 50 66 84 129 147 177 209 240 52 161 178 193 21 22 36 67 82 99 100 114 116 132 241 255 196 0
261023110000000000045236102551960391701413263000000001023174518
3349651934 5051811292097 113255218012310217 317063056 214 120 237 246 121 99 223 88
68 114 200 131 192 199 243 92 129 243 158 180 61 103 94 223 215 59 237 9 255 0 65 31 241 61 29 167 11
158 128 81 127 68 57 241 87 63 88 155 239 15 231 95 120 171 159 172 77 247 134 184 170 48 58 157 43 160
67 90 40 225 46 28 182 149 36 210 245 226 174 62 177 55 222 31 206 147 197 92 227 246 137 190 240 254
117 247 116 105 12 100 30 120 169 187 20 158 129 123 114 67 117 114 79 237 19 105 254 97 252 233 124 85
207 214 38 251 195 92 184 74 200 65 228 122 215 190 1 231 65 71 0 125 154 231 162 149 162 63 96 179 77
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Conversion to Asymmetric key Choose key
> bytes B »| is chosen as Ak p| lengthasL
[Length]
B lLenathl
Image | at both
sender and receiver
side
Convert these bytes to bits Choose bytes in B
as b [L], the resulting < [Length] from B [AK] to
encryption key B [Ak +L/8] as k [L/8]
B. Algorithm at receiever’s side
Stepl: Image is received.
Step2: b [L] is generated.
Step3: Using b [L] CT text is decrypted to make plaintext PT.
Text is encrypted Encrypted text is Text is decrypted
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38 253 50 201 44 140 60 28 186 51 147 21343 70 10 2 246 9 178 94 61 187 38 211 155 137 67 193 36 112 140
124 237 87 136 254 189 244 122 20 143 49 155 37 175 210 155 8 33 45 103 158 223 23 59 237 6 132 255 0 97
143 151 251 158 180 53 5 251 85 216 210 109 109 249 128 32 246 69 156 97 142 57 123 79 87 105 142 107
103 220 227 64 2 185 45 237 225 6 94 34 160 48 13 161 198 10 154 145 180 217 242 220 168 104 163 44 124
128 162 150 211 178 217 187 183 178 225 149 118 60 87 173 175 123 222 2 218 99 67 143 95 221 93 236 247
199 101 45 178 54 206 134 59 117 111 238 149 0 42 124 180 231 235 255 0 148 91 245 182 179 150 54 194
155 112 158 243 181 198 138 21 79 179 102 131 73 98 100 62 68 83 73 173 248 84 158 163 90 44 79 117 14
244 197 58 74 87 141 24 136 91 168 211 31 188 230 168 59 107 100 247 83 196 138 195 137 100 225 101 229
7752 252 230 102 198 104 83 135 100 30 76 79 198 148 53 199 131 208 170 236 150 228 54 0 233 154 145
221 205 136 251 82 231 229 51 29 172 35 138 121 122 42 254 191 153 169 123 93 133 227 174 64 141 248 97
80 76 146 190 129 7 175 216 106 211 21 165 189 157 170 65 12 4 194 164 180 80 157 26 102 207 207 126 170
49 131 174 154 12 244 21 116 212 215 87 117 64 200 177 194 179 118 114 168 55 134 19 195 220 197 225
100 91 88 70 152 81 195 150 62 254 88 242 24 234 77 21 5 11 123 58 225 27 207 33 108 205 114 214 239 223
204 49 194 154 140 32 61 124 252 249 150 215 20 82 21 153 212 125 255 0 164 110 63 161 45 82 119 189 145
54 202 18 6 76 43 147 212 128 77 93 170 143 190 166 47 233 68 12 73 126 228 96 15 83 75 37 62 84 100 62
165 23 123 197 115 106 194 52 239 27 160 199 51 84 41 183 35 107 222 109 25 228 182 183 75 88 164 110 32
2117222352306 191187 2547218601 194 02329 207 219 154 75 173 186 176 219 22 145 130 244 201
243 161 218 72 54 10 56 242 40 133 15 6 230 220 108 144 46 33 218 209 203 42 158 38 136 161 0 158 190
209 36 252 69 38 208 217 171 180 110 209 166 246 37 67 242 168 163 218 102 198 52 252 249 83 9 183 168
207 112 240 42 77 197 243 65 211 173 57 183 187 218 22 151 205 45 229 183 127 97 117 194 89 225 82 100
132 96 12 178 131 151 65 141 125 115 167 42 97 166 72 248 231 222 195 95 40 29 78 142 62 199 14 123 39
137 20 112 160 88 251 180 142 46 92 71 228 212 243 203 31 166 220 180 228 63 125 55 147 11 8 99 36 177
44 1355 216 124 188 164 116 81 205 64 39 24 26 227 144 28 234 94 226 217 225 153 25 138 174 85 90 39
118 86 108 105 170 34 147 141 49 140 212 100 171 221 6 149 138 219 6 207 121 36 196 52 154 105 133 28
177 248 127 134 180 205 126 238 109 102 216 72 52 172 123 128 10 109 244 70 17 219 70 45 228 238 109
128 5152 100 100 147 230 52 200 30 236 235 68 193 67 62 207 224 141 119 129 166 134 9 8 104 27 142 230
102 249 71 212 99 32 235 208 249 15 117 19 5 35 212 61 255 0 164 219 16 220 105 104 101 218 52 165 119
130 53 21530 25 121 29 121 181 19 104 71 218 174 208 130 13 229 72 11 170 205 225 80 224 176 28 203 99
157 9 30 59 242 28 35 103 84 79 138 216 188 206 81 145 176 145 149 23 132 156 106 73 0 15 92 213 67 104
221 77 180 47 196 74 249 140 57 238 248 70 133 121 103 237 174 243 65 222 58 52 247 17 142 240 158 17
223539 208 19 249 215 169 23 187 154 52 104 227 134 101 33 99 115 175 22 53 229 166 15 235 221 71 205
161 72 41 177 184 19 221 114 45 77 128 151 60 127 19 203 109 131 52 115 165 226 40 225 39 5 93 130 145
143 165 147 167 58 178 69 182 162 181 145 123 183 130 55 69 0 183 126 163 166 51 132 4 255 058 171 195
22094 179 153 209 34 14592 171 178 179 49 7 204 2 227 60 244 167 80 236 93 152 177 40 80 172 122 150
187 78 35 234 310 97 141 166 197 142 57 60 148 187 43 53 211 154 119 110 138 125 246 186 237 73 91 195
200 243 50 145 198 208 174 48 8 228 206 125 255 0 15 117 71 205 112 182 141 226 37 150 210 210 66 163
138 89 31 142 64 71 145 200 248 100 254 53 13 117 179 26 37 62 14 70 83 210 50 235 145 232 234 220 67
208 228 85 90 114 210 158 60 72 11 128 75 0 50 193 131 115 198 135 85 231 129 70 182 22 180 80 232 169
99 3205218 45118 111 181 118 117 222 246 119 22 247 115 92 207 225 164 246 181 88 192 5 62 142 128 31
176 233 141 104 182 43 62 246 34 175 253 119 82 203 167 131 151 92 99 164 117 160 133 103 245 33 83 253
4202 6 134 178 130 90 2 246 220 203 30 250 198 204 170 217 176 143 57 25 199 180 244 122 172 253 219
193 35 124 225 255 0 131 31 241 61 87 132 253 147 7 47 78 45 138 161 225 108 111 161 224 120 86 54 206
67 198 0 35 249 26 149 150 97 29 148 54 38 78 33 26 137 36 158 65 147 26 41 207 23 175 64 58 213 90 57 93
62 105 248 87 70 184 102 201 36 235 128 115 215 7 35 224 105 235 114 133 221 114 130 13 61 207 10 199 41
103 146 89 217 13 187 48 86 120 211 65 31 68 66 0 246 164 111 45 48 43 148 153 12 82 105 155 10 112 193
46 20 99 166 188 36 254 31 10 130 55 47 156 171 176 60 76 195 94 76 71 63 94 153 164 107 150 42 136 52 69
30202 116 21 47 204 160 187 180 39 755173 171 180 150 143 41 98 49 237 144 113 240 166 172 11 103 95
100 15 215 235 223 241 228 239 158 164 159 121 175 37 155 161 170 142 89 82 229 17 187 18 152 182 251
132 2152 202 92 100 242 213 43 64 14 117 158 123 12 24 223 159 250 82 254 41 90 24 115 164 185 210 153
102 220 126 17 80 138 98 255 217

This byte conversion is required only once at both receiver’s and sender’s side

The keys can be generated from 1% till the last byte.

Taking from 128th bit for 256 length of key
The resultant key is
55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 255 192
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111011001110110011101100111011001110110011101100111011001110110011101100111011001110110011
101100111011001110110011101100111011001110110011101100111011001110110011101100111011001110
1100111011001110110011101100111011001110110011101100111011001111111100000011

Taking from 56th bit for 256 length of key

The resultant key is

2931 31 36 40 52 44 36 38 49 39 31 31 45 61 45 49 53 55 58 58 58 35 43 63 68 63 56 67 52 57 58
101110001111100011111000001001000001010000101100001101000010010001100100100011001110010011
111000111110001011010010111100101101001000110010101100111011000101110001011100010111001100
0100110101001111110000100010111111000001110011000010001011001001110001011100

Taking from 1156th bit for 128 length of key

The resultant key is

26 227 144 28 234 94 226 217 225 153 25 138 174 85 90 39
010110001100011100001001001110000101011101111010010001111001101110000111100110011001100001
01000101110101101010100101101011100100

So this image of 1933 bytes can act as an unending pool of keys from any length of 64,128,256 or even bigger
key sizes.

V. FUTURE ScoPE
Keys generated through this algorithm can be an input to any symmetric algorithm.

DES is not considered a good encryption technique because it has a short key length. But with the help of this
DES can be enhanced by using different keys for every round of DES as:

BJ[I] to B[1+L/8] , B[I+L/8] to B[I1+L/8+L/8] and so on.
Similarly for triple DES, the same image is used for finding out keys.

Same techniques can be used with any symmetric encryption techniques to give better key lengths without
overhead of sending large keys.

The same mechanism applies for every other encryption algorithm from AES to RC4.

Clubbing symmetric and asymmetric techniques is not new. For e.g.: In PGP, we encrypt the text using the
symmetric key but encrypt the key with asymmetric public key. But the overhead of encrypting a large key with
again a larger key can be a lot avoided using this technique.

V. CONCLUSION

Till now most of the ideas have been proposed regarding the techniques for better encryption or security of keys.
But a major problem faced in symmetric encryption is frequent key exchange which has been avoided for long.
The good algorithms are there but least used because of the large key lengths. This algorithm will help in
focusing on this very important but avoided to a large extent issue. Unlike PGP, the need to encrypt the keys
every time can come to an end. Again it can be implemented for different key lengths and can be mixed with
any symmetric encryption algorithm used. The image is encrypted and decrypted only once. And thus only by
knowing the position of the 1% byte of the key , the key is generated and used saving a lot of time in encrypting
and sending the key at sender’s end and receiving and decrypting the key at the receiver’s end. This saves a lot
of time which is a key issue in may time — based systems.
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