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Abstract:

The Advanced Encryption Standard (AES) was published by National Institute of Standards and Technology
(NIST) in November 2001, to replace DES (Data Encryption Standard) and Triple DES. The S-box
(Substitution box) used in AES is designed to be resistant to known cryptanalytic attacks [1][2]. The property
of the S-box is that the output cannot be described as a simple mathematical function of the input. The S-box
is designed to provide good avalanche effect. The Avalanche Criteria of S-box depends on the generator
matrix A used in affine transformation to construct the S-box. This paper investigates the construction of S-

boxes by affine transformation which satisfy maximum Avalanche Criteria.
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1. Introduction:
The S-box, constructed in AES algorithm uses the Affine transformation

y=Ax®C mod m(x) @.

where A is an 8 x 8 matrix with entries in GF(2) and C is a column matrix in GF(2), m(x) is an irreducible
polynomial in GF(2%). The entries used in A matrix are
[f8n; 7Ch, 3en, 1fy, 8fy, C7h, €1y, f1,]" and C = [63,]" (2)

To be useful as S-box generator, matrix A should be non-singular. We can generate approximately 2°° such
non-singular matrices with each irreducible polynomials. The polynomials that result in non-singular matrices are
bound by [01; 02; 04; 08; 10; 20; 40; 80]" on lower end and [fey, 7f;, bfy, df,, efy, 7,, fby, fd,]" on higher end.

As per Avalanche criteria a one bit change in input should result in at least 50% changes in the output bits.
A cryptographic function which satisfies above condition is said to be satisfying Strict Avalanche Criteria if and
only if a one bit change in input should result in exactly 50% change in the output bits [4][6]. In this work we
construct different S-boxes using Affine transformation and different irreducible polynomials for GF(2%) and test

them for Avalanche Criteria property.
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The rest of the paper is organized as follows. In second section, the S-box construction using Affine transformation
is briefed. Section three deals with calculation of Avalanche Criteria for the S-boxes. Section four classifies the
polynomials into different difference distribution vectors. Section five gives the possible S-boxes which results in
Avalanche Criteria of more than 50% .

In section six the experimental results are discussed. Section seven concludes the paper.

2. S-box generation using Affine Transformation:

The steps involved in generating a S-box for AES algorithm, using an Affine
transformation are as follows:

Step 1. S-box isa 16_16 matrix. Initialize the _rst row with [00]; [01]; [02]:::[0f], second row with [10];
[11]; [12]:::[1f] and so on with last row as [fO]; [f1]; [f2]:::[ff].

Step 2. Map each byte into its multiplicative inverse with any one of the irreducible polynomials m(x), with
[00] mapped to itself.

Step 3. Using Affine transformation in equation(1) , construct S-box with polynomials given in equation(2).
The corresponding S-box is shown in Tablel.lt is possible to construct different S-boxes using different A (A must

be a non-singular matrix), C and irreducible polynomials m(x).

3. Avalanche Criteria calculation for the S-boxes generated by affine transformation:

For a given function f, the Avalanche Criteria is given by

Si(fy= > f(N@f(x®e, (3)

xeGF (28

where e;’s the vector having only one entry as “1” in the i position, S;(f) are called difference distribution vectors of

f.Inthiscase y = AX®C mod m(X) @.

(x,y, f(x)) e GF(2®) and ie(12,3..8)
It is shown in [3][4][5] that “f” satisfies the SAC if and only if Si(f) = 2"* = 128 for all i € (1,2,...8). Table2 shows

the Avalanche criteria values calculated for the S-box of AES algorithm shown in Tablel.
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Table 1 The AES S-box

0 1 2 3 4 5 6 7 8 9 A B C D E F
63 |7C |77 |7B |F2 |6B |6F |C5 |30 |01 |67 |2B |FE | D7 | AB | 76
CA |8 |C9 |7/D |FA |59 {47 |FO | AD | D4 | A2 | AF |9C | A4 |72 | CO
B7 |[FD |93 |26 |36 |3F |[F7 |CC |34 |A5 |E5 |[F1 |71 | D8 |31 |15
04 |C7 |23 |C3 |18 |9 |05 |[9A |07 |12 |80 |E2 |EB |27 |[B2 |75
09 |83 |2C |1A | 1B |6E |5A | A0 |52 |3B | D6 |B3 |29 |E3 |[2F |84
53 | D1 |00 |ED |20 |FC |B1 |5B |6A |CB |BE [39 |4A |4C |58 | CF
DO |EF |AA|FB |43 |4D |33 |8 |45 |F9 |02 |7F |50 |3C |9F | A8
51 |A3 |40 |8F |92 [9D |38 |F5 |BC |B6 |DA |21 |10 |FF | F3 | D2
CD|0C |13 |EC |5F |97 |44 |17 |C4 |A7 |7E | 3D |64 |5D |19 |73
60 |81 |4F |DC |22 |2A |90 |8 |46 |EE | B8 |14 |DE|5E |[OB | DB
EO |32 |3A |O0A |49 |06 |24 |5C |C2 |D3 |AC |62 |91 |95 | E4 |79
E7 |C8 |37 |6D |8D |D5|4E | A9 |6C |5 |F4 |[EA |65 | 7A | AE | 08
BA |78 |25 |2E |1E |A6 | B4 |C6 |E8 |[DD |74 |1F |4B | BD | 8B | 8A
70 |3E |B5 |66 |48 |03 |F6 |OE |61 |35 |57 | B9 |8 |Cl1l |1D | 9E
El |F8 |98 |11 |69 |D9|8E |94 |9B |1E |87 |E9 |CE |55 |28 |DF
8C |A1 |8 |0OD |BF |E6 |42 |68 |41 |99 |2D |OF | BO |54 | BB |16

Timlolo|m|>|o|o|~N|o|o|s|w|N| | o

Table 2 Avalanche Criteria for the AES S-box in Tablel.

S8 |S7 |S6 |S5 |S4 |S3 |S2 |S1
00000001 | 128 | 116 | 124 | 116 | 144 | 116 | 132 | 132
00000010 | 136 | 128 | 116 | 124 | 128 | 144 | 124 | 120
00000100 | 128 | 136 | 128 | 144 | 120 | 128 | 132 | 132
00001000 | 140 | 128 | 136 | 128 | 116 | 120 | 136 | 136
00010000 | 136 | 140 | 128 | 128 | 132 | 116 | 128 | 116
00100000 | 136 | 136 | 140 | 120 | 120 | 132 | 132 | 116
01000000 | 124 | 136 | 136 | 120 | 132 | 120 | 136 | 136
10000000 | 132 | 124 | 136 | 124 | 136 | 132 | 144 | 132

In this S-box generation the A matrix is constructed with the polynomials from eqn.(2). From the difference
distribution vectors[3] it is found that , the polynomials f8 and e3 belongs to S;, 7c and 3e to 6, 8f and f1 to Ss, €7 to
S, and 1f to S;. The respective Avalanche Criteria values > 128 are2x7+2 x6+2x5+1x 4+1x3=43.1t
follows that the total number of entries

which give Avalanche Criteria value > 128 are 43 out of total 64 entries in Avalanche Criteria Table2, which is
71.88% .

Now consider the A matrix which consists of 8 x 8 entries € GF(2) , treating each row as a polynomial entry of one
byte e GF(2%), test for the Avalanche Criteria of each entry. Table3 shows the number of polynomials that satisfies

the difference distribution vectors of S, for irreducible polynomial 11by, .
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Table 3 Number of polynomials satisfy S.
Se | S7]S6]Ss S [Ss[S, S
04 126 |54|61)|67|35|08]01

Consider all the four polynomials from Sg which gives Avalanche Criteria > 128 in 8 places. Select remaining four
polynomials from group S, such that A matrix generated from all the 8 polynomials is a non-singular matrix. The
polynomial from group S; give Avalanche Criteria > 128 in 7 places. The total number of entries which satisfy
Avalanche Criteria are 8 x 4+7 x 4 = 60, out of 64 entries and it is 93.75% .

It is possible to select four polynomials at a time out of 26 available polynomials from group S;, after selecting all
four polynomials from group Sg. Now 26C, = 14950 possible combinations are there to construct 8 x 8 A matrices. It
is found that only 4915 combinations will give non-singular matrices. It is possible to construct at most 4915 S-
boxes which give 93.75%

Avalanche Criteria with irreducible polynomial m(x)=11by[3] .

As on example consider the first four polynomials 22, 25, 4a, and 95, from group Sg and remaining four
polynomials 04, 09, 12, and f8; from group S; and construct the A matrix and any arbitrary constant C = ¢5;,. The

respective S-box and its Avalanche Criteria are shown in Table4 and Table5 respectively.

Table 4 The AES S-box which gives 93.75% Avalanche Criteria.

0 1 2 3 4 5 6 7 8 9 A |B |C |D E |F
C5 |EF |D9 |DD |02 |[CC|C1 |[2B |EE |90 | C8 |C9 |06 |60 |7A |BC
10 |1C |2F |8A |OB | D8 |C2 |58 | 2D |5F |16 |77 |53 |41 | B1]43
6F |39 |68 | A8 | B9 | D5 |6A |47 |E3 |24 |21 |38 |8E |5B | 8B |8C
F8 |71 |CO |7C |ED |00 |9D |04 |C7 |BE |46 |13 |7F |CD |07 | 83
99 |79 |FB |B7 |D2 |A4 |B2 |4C |BB | D8 |05 |62 |93 |76 | C4 | 4B
DE |37 |F5 |28 |FF |5C |38 |D7 |A9 |75 |03 |82 |A3|F4 |E8 |78
52 |72 |1F |6E |CF |91 | D1 |2E |98 |34 |AF | DO |E1 |EA|6C |45
84 |73 |FO | 7D |OD |36 |E7 |30 |5 |OA |01 |[9A |E4 |63 |67 |08
22 |F1 |DB |4D |[DA |65 |FD |DB |4E |7E |B5 |8F |F7 |80 |88 | D4
FA |23 |[CB |5 | A5 |AC |57 |4F |E7 |17 |54 |E9 |OC |BF |C3 |64
49 | B4 |BD| A6 |9C |[A2 |F2 |E5 |19 |6D |48 | A0 |32 |3F |44 |87
7B |DA|DC|9B [27 |3A |AE |20 |FE |B6 |55 |1A |92 | B8 |12 | FC
OE |E2 |97 |Al |EO |1B |50 |14 |40 |33 |E6 |DF|C6|3C |70 |15
EB | B0 |3 |AD|F9 |[CA|OF |AB|9F |8 |D3 |31 |11 |26 |85 |09
2C |51 |5E |81 |9 |3E |18 |[5A |61 |BA |74 |25 |1D | D9 |F6 |69
42 |29 |2A |94 |66 |1E |AA|F3 |95 (3B |9E |CE |5D | EC | 6B | B3

Tim|lo|olm|>|e|e|~v|o|u|s|winv|k|o
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Table 5 Avalanche Criteria for the AES S-box in Table 4.

S8 |S7 |S6 |S5 |S4 |S3 |S2 |S1
00000001 | 140 | 132 | 136 | 140 | 140 | 132 | 132 | 128
00000010 | 132 | 136 | 140 | 132 | 132 | 132 | 128 | 136
00000100 | 136 | 140 | 132 | 140 | 132 | 128 | 136 | 128
00001000 | 132 | 132 | 140 | 128 | 128 | 136 | 120 | 140
00010000 | 140 | 140 | 128 | 128 | 136 | 120 | 132 | 136
00100000 | 140 | 128 | 128 | 136 | 120 | 132 | 136 | 136
01000000 | 128 | 128 | 136 | 132 | 132 | 136 | 140 | 124
10000000 | 132 | 136 | 132 | 140 | 136 | 140 | 132 | 132

4. Classification of polynomials based on irreducible polynomials for maximum Avalanche Criteria.

There are 30 irreducible polynomials in GF(29) and they are 11by,, 11dy, 12by,, 12dp, 139y, 13f,, 14d,, 15f,, 163,
165h, 169h, 171h, 177h, 17bh, 187h, lgbh, 18dh, 19fh, 1a3h, 13.9h, 1b1h, 1bdh, 1C3h, leh, 1d7h, lddh, 1efh, 1f3h, the
different distribution vectors of ‘f* are tabulated in Table6. Table 6 Number of polynomials satisfies different S; for

irreducible polynomials m(x).
Table6

m(X) Ss |S; | Se | Ss | Sa|S3|S,|S1| S
11b |04 |26 |54 |61 |67 |35|08)00) 01
11d |01 /20|53 |86 |60 |27 |07)|01)01
12b |10 |26 |44 |72 |66 |20 |07 |08 03
12d | 03 |21 |56 |79 |57 26|11 )02 |01
139 |03 |24 |60 |68 |55|32]11]02]01
13f | 01|27 |59 |72 |53 |28 |10)|05)|01
14d |10 | 25 |47 |79 143 |33 |12 |05 | 02
15f 082713763189 ]24][07|00]01
163 | 04|34 |42 |68 |63|32|10)02 )01
165 |10 | 25|47 |79 ]143|33]12]05]02
169 [ 03|21 |56 |79 |57 |26[11]02]01
171 | 01|20 |53 |86 |60 |27 |07 0101
177 | 0522|4381 |68|31]05]00]|01
17b | 09|21 |60 |60 |58 |31 12|04 |01
187 | 00|18 |62 |71 |72 |27]05]00]|01
18b | 0411|4993 |72 |24|02)|00) 01
18d |04 |34 |42 |68 |63|32|10)02 )01
19f 00241507969 |27 |06 |00]01
la3 | 04|11 49|93 |72 |24|02)|00) 01
1a9 |10 |26 |44 |72 |66 |20 |07 |08 |03
1bl | 04|26 |54 |61)|67|35|08)00)|01
1bd |09 |21 |60 |60 58|31 |12)|04 |01
1c3 | 00|18 |62 |71 |72|27]05]00]|01
lcf | 01)32|51|59|70|36|05)|01)01
1d7 |02 |20 |67 | 60|64 |34|08)00) 01
ldd | 05|22 |43 81|68 |31|05|00)01
lef | 01)32|51|59|70|36|05)|01)01
1f3 | 00|24 |50 |79 |69 |27 |06 | 00|01
1f5 08 2737|6389 ]24]07|00]01
19 |01 |27 |59 |72 |53 |28 |10 05| 01
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From the above Table6 it is observed that there are 8 irreducible polynomials which have more than 8 polynomials
that satisfy the maximum Avalanche Criteria. The irreducible polynomials 12by,, 14dy, 165, and 1a9,; have 10
polynomials each, 17by,, and 1bd, have 9 polynomials each and 15f,, and 1f5, have 8 polynomials each, from which
maximum Avalanche Criteria can be achieved. It is found that the matrices constructed from the respective
polynomials of irreducible polynomials 15f,, and 15, are singular matrices. It is also verified that all the generator
matrices constructed from 12by, and 1a9; are singular one. Matrices constructed from irreducible polynomials 17by,
and 1bdp, that is totally 2 x 9Cg = 18 are also singular, and only 2 x 5 = 10 are non-singular. Similarly the matrices
constructed from remaining two irreducible polynomials 14d, and 165, there are only 2 x 20 = 40 non-singular, out
of 2 x 10Cg = 90 . Hence in total it is possible to construct 10 + 40 = 50, S-boxes from affine transformation, those
satisfy maximum

Avalanche Criteria. The polynomials which give Sg > 8 for different irreducible polynomials m(x) are tabulated in

Table 7.

Table 7 The polynomials give Sg > 8

1 2 3 |4 |5 6 7 8 9 10
15F |22 |24 | 2C |48 |59 |65 |91 | B2 |- -
1F5 | 3C |56 |67 |9E |AB | CF | D5 | EA |- -
17B |05 |OA |15 |6B | 6D |82 | B5| D7 | DA | -
1BD |36 |3F |[6D | 7E | 9B |9F | B7 | DB | FD | -
12B |49 |58 |63 |8F |93 |AC|B1|C2 |C7 |El
14D |OD | 1B |24 |37 |52 |6F |86 |92 | A9 | DF
165 |08 |OE |10 |21 |28 |43 |51 |87 |CO |EQ
1A9 |04 |09 |12 |25 |2D (4B |71 |96 |97 | E2

5. Construction of S-boxes which give 100% Avalanche Criteria.
As it was discussed in section 4, polynomials with irreducible polynomials 17by, 1bdy, 14d, and165;, only
give non-singular matrices. With the above irreducible polynomials, the possible combination of the
polynomials which give non-singular matrices are discussed below.

With m(x) = 17b,, 5 matrices can be constructed excluding the polynomials 05, Oay, 6dy, d7y, day,
in each case. Similarly with m(x) = 1bd,, 5 matrices can be constructed excluding the polynomials 3f;, 6dp,
Ten, 9by, b7y in each case. In the case, m(x) = 14d;, 20 matrices can be constructed excluding the following
pairs of polynomials for each case, (92,,49), (49,dfy), (864,49:), (86y,df,), (6f,,49,), (6f,dfy), (52,,6f),
(52,,86n), (525,921), (524,49),(52n,dfh),(241,6%1), (24n,86r), (24,921), (24n,49n), (24n,dfn), (Odn,24p),

(0dy,52y), (0dh,49y), (0dy,dfy). Similarly in the case of m(x) = 165,, 20 more matrices can be constructed
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excluding the following pairs of polynomials for each case, (cOye0y), (87,,c0:), (87he04), (51n,c0p),
(51n,60n), (285,511), (28n,87n), (28n,COn), (10n,281), (10n,C0n), (10h,e0n), (Oen,28h), (Oen,cOn), (Oen,eln),
(08y,0en), (08,10n), (085,285, (084,515), (08:,87:), (08h,e0,) (Refer Table7).

Construct an A matrix selecting anyone set of 8 polynomials among the above 4 irreducible
polynomials m(x). Using equation (1), construct the S- box, C may be any constant from 00, to ff,, which
will not change the Avalanche Criteria property. Calculate the Avalanche Criteria for each S- box as
explained in Section 3.

Consider an example with irreducible polynomial 14d, with 8 polynomials [0d;, 1by, 24y, 37, 52,
6f,, 86n, 92, a9, dfi]" to construct the A matrix, from which S- box is generated using C = 97, and the
respective Avalanche Criteria values are calculated and tabulated as in Table8 and Table9 respectively.

From the Avalanche Criteria Table 9 it is observed that all the 64 entries are > 128, that is 64/64 = 100%

Table 8 The AES S-box which gives 100% Avalanche Criteria.

0 1 2 3 4 5 6 7 8 9 A | B CcC |D E F
97 |3C |6E |OA |EC |EB |F1 |7C |48 |F5 |8D |5 [8A |09 |78 |74
60 |49 | 1A |51 |90 | B2 |F7 |FA |5 |70 |A4 |62 |EB |43 |6E |85
6A | D2 |BO |06 |65 |26 [32 |F8 |52 |8C |CB|A6 |9F |E3 |C9 |54
A2 |D9 |FE |05 |4A |BD |EF |8F | D8 |20 |23 |DF [69 |75 |86 |63
F9 | B3 |C3 |96 |4E |03 |77 |E4 |2A | B5 | 6B |5D |6F | D4 | 4C | 9A
67 |E1 |40 |7A |91 |A9 |CF |35 |81 [2F |9B |DC |14 |BE |72 |21
SF |DE|8E | D7 |59 |B8 |22 |AB|E5 |61 [18 |27 |1D |98 |15 |F3
50 |02 |7E |FB | 2B |5A |95 |C8 |AC |53 | 2D |3E | D3 |88 |3F | 7D
9C |A5 | 1B |EA |87 |0C |47 |D1 |75 |[OB |37 |FC |3B |4B |5E |34
ED |42 |OE |57 |29 |73 |B4 |92 |B9 |[2E |D6 |25 |FO |BC |[Cl1 |10
AF |08 |1E |84 |76 |68 |6D | Al |82 |8B [1C |00 |01 |64 | AA|9E
16 [CC|AD |41 |11 |[2C |CO |D5 |66 |46 |[4D |F2 |7B | A3 | AE | DB
31 |93 |45 |33 |CB|C7 |83 |17 |24 |36 |58 |BF |[FB|3A |99 |07
8E |94 |BA |A7 |EO |19 |BB |79 |AO |[F4 |44 |9D | B6 |EE |OF |FF
E2 |OD |E7 |38 |[FD|CE |4F |30 |3D |DD |71 |1F |12 |C5 |C4 | C2
5C |B1 |B7 |89 |28 |[5B |E9 |CD |13 |E6 [ DO |04 |39 | DA|A8 |CA

Tim|o|O|m|>|o|o|N|o v~ |wv ko
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Table 9 Avalanche Criteria for the AES S-box in Table 8

Sg S7 SG 85 84 Sg SZ Sl

00000001 | 136 | 144 | 132 | 132 | 140 | 128 | 140 | 132
00000010 | 144 | 132 | 128 | 128 | 144 | 132 | 136 | 136
00000100 | 132 | 128 | 136 | 132 | 128 | 136 | 144 | 132
00001000 | 128 | 132 | 132 | 136 | 136 | 132 | 132 | 136
00010000 | 132 | 136 | 144 | 132 | 136 | 136 | 128 | 132
00100000 | 136 | 132 | 136 | 136 | 128 | 132 | 132 | 128
01000000 | 132 | 136 | 128 | 132 | 136 | 128 | 136 | 128
10000000 | 136 | 132 | 136 | 128 | 136 | 128 | 132 | 136.

6. Results.

All the possible fifty S-boxes and their respective Avalanche Criteria's are generated and tested. By
changing the row positions of the individual polynomials in A matrix, 8! of S-boxes were constructed and tested for
Avalanche Criteria. It is found that in all the cases the Avalanche Criteria is maximum. One of the S- box and the
corresponding Avalanche Criteria are tabulated in Table8 and Table9 .The Avalanche criteria for the following

affine transformation with different A matrix, C and irreducible polynomials m are shown in Table10 toTable13.

Table 10 Avalanche Criteria for A = [1by, 24, 374, 525, 6, 86, 924, dfy]", ¢ = [b5,]" and
m= 14dh

S8 | S7 |S6 | S5 | S4 |S3 |S2 |S1
00000001 | 144 | 132 | 132 | 140 | 128 | 140 | 128 | 132
00000010 | 132 | 128 | 128 | 144 | 132 | 136 | 132 | 136
00000100 | 128 | 136 | 132 | 128 | 136 | 144 | 128 | 132
00001000 | 132 | 132 | 136 | 136 | 132 | 132 | 136 | 136
00010000 | 136 | 144 | 132 | 136 | 136 | 128 | 132 | 132
00100000 | 132 | 136 | 136 | 128 | 132 | 132 | 144 | 128
01000000 | 136 | 128 | 132 | 136 | 128 | 136 | 136 | 128
10000000 | 132 | 136 | 128 | 136 | 128 | 132 | 128 | 136

Table 11 Avalanche Criteria for A = [Oep, 10y, 215, 284, 435, 515, 875, €05]", ¢ = [€8,]" and
m = 165,

S8 |S7 |S6 | S5 [S4 |S3 |S2 |S1
00000001 | 132 | 128 | 128 | 136 | 132 | 128 | 136 | 136
00000010 | 136 | 128 | 132 | 128 | 136 | 136 | 132 | 128
00000100 | 132 | 132 | 136 | 136 | 132 | 144 | 136 | 136
00001000 | 128 | 136 | 132 | 144 | 136 | 132 | 132 | 136
00010000 | 132 | 132 | 136 | 132 | 132 | 136 | 128 | 128
00100000 | 144 | 136 | 132 | 136 | 128 | 128 | 132 | 144
01000000 | 136 | 132 | 128 | 128 | 132 | 132 | 144 | 140
10000000 | 140 | 128 | 132 | 132 | 144 | 128 | 136 | 132
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Table 12 Avalanche Criteria for A = [0ay, 15y, 6by, 6y, 825, b5h, d7,, day]", ¢ = [7es]" and
m= 17bh

S8 |S7 |S6 |S5 [S4 |S3 |S2 |[S1
00000001 | 136 | 136 | 128 | 140 | 128 | 128 | 128 | 132
00000010 | 136 | 144 | 128 | 132 | 136 | 128 | 132 | 128
00000100 | 144 | 144 | 132 | 128 | 136 | 128 | 132 | 128
00001000 | 144 | 132 | 132 | 128 | 136 | 132 | 132 | 128
00010000 | 132 | 132 | 132 | 128 | 144 | 132 | 128 | 132
00100000 | 132 | 128 | 128 | 132 | 144 | 132 | 136 | 132
01000000 | 128 | 144 | 136 | 132 | 132 | 128 | 132 | 132
10000000 | 144 | 132 | 132 | 132 | 132 | 136 | 136 | 128

Table 13 Avalanche Criteria for A = [36y, 6d,, 7€n, 9b,, 9f,, b7y, dby, fdy]", ¢ = [5ds]" and
m= 1bdh

S8 | S7 |S6 | S5 | S4 |S3 |S2 |S1
00000001 | 132 | 136 | 128 | 136 | 132 | 132 | 128 | 132
00000010 | 136 | 128 | 132 | 132 | 144 | 132 | 132 | 132
00000100 | 128 | 132 | 132 | 136 | 128 | 132 | 132 | 144
00001000 | 132 | 132 | 144 | 128 | 132 | 128 | 132 | 144
00010000 | 132 | 132 | 144 | 132 | 132 | 128 | 128 | 136
00100000 | 132 | 128 | 136 | 132 | 144 | 128 | 128 | 136
01000000 | 128 | 128 | 136 | 132 | 144 | 132 | 128 | 136
10000000 | 128 | 128 | 136 | 128 | 136 | 140 | 132 | 128

7. Conclusion
It is possible to construct the S-box which satisfy maximum Avalanche Criteria, There are only Four irreducible

polynomials which give these S-boxes. In total it is possible to construct only 50 S-boxes that satisfies maximum
Avalanche Criteria with affine transformation. It may be concluded that with any other combinations with any other
irreducible polynomials, it is not possible to construct the S-boxes which satisfy the maximum Avalanche Criteria.
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