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Abstract:- A wireless sensor network (WSN) is a network consisting of spatially distributed
autonomous devices using sensor s to cooper atively monitor physical or environmental conditions such
astemperature, sound, vibration, pressure, motion or pollutants, at different locations. Data security is
essential for these mission-critical applications to work in unattended and even hostile environments.
So, we have to take providing desirable data security, that is, confidentiality, authenticity, and
availability, in wireless sensor networks (WSNs) as a challenge. WSN consists of a large number of
sensor nodes. These sensor nodes are mini, low-cost, smaller memory sizes and low bandwidth.
Existing security designs are vulnerable to many types of Denial of Service (DoS) attacks, such as
report disruption attacks and selective forwarding attacks. In this paper, we seek to overcome these
vulnerabilities for large-scale static WSNs.
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1. Introduction

1.1 Introduction to WSN's:.-A wireless sensor network (WSN) is a network consisting of spatialy
distributed autonomous devices using sensors to cooperatively monitor physical or environmental
conditions such as temperature, sound, vibration, pressure, motion or pollutants, at different locations. The
development of wireless sensor networks was originally motivated by military applications such as
battlefield surveillance. However, wireless sensor networks are now used in many industrial and civilian
application areas, including industrial process monitoring and control, machine health monitoring,
environment and habitat monitoring, healthcare applications, home automation, and traffic control.

In addition to one or more sensors, each node in a sensor network is typically equipped with a
radio transceiver or other wireless communications device, a small microcontroller, and an energy source,
usually a battery. A sensor network normally constitutes a wireless ad-hoc network, meaning that each
sensor supports a multi-hop routing algorithm (several nodes may forward data packets to the base station).
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1.2 Architecture of wireless networks
Infrastructure-based networks

Cellular mobile communication system
WLAN
Non-infrastructure networks

Ad hoc networks

Wireless Sensor networks

The comparison of two types of wireless networks

infrastructure il
network _~

Fig.1.2 comparison of wireless networks
1.3 Attacks on WSN
Main types of attacks on WSN are:
e gpoofed, atered, or replayed routing information
e selective forwarding
e wormholes
e HELLO flood attacks
e  Acknowledgment spoofing

1.3.1. False routing information
e Injecting fake routing control packets into the network, examples: attract / repeal traffic, generate
false error messages

e Consequences: routing loops, increased latency, decreased lifetime of the network, low reliability

o T
Example: captured node attracts

traffic by adwvertising shortest path
to sink, high battery power, etc

Fig 1.3.1 false routing
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An intruder might add a node to the system that feeds false data or prevents the passage of true
data. Such messages also consume the scarce energy resources of the nodes. This type of attack is called
“sleep deprivation torture”.

1.3.2. Selective forwarding
e  Multi hop paradigm is prevalent in WSN

e Itisassumed that nodes faithfully forward received messages

e  Compromised node might refuse to forward packets, however neighbors might start using another
route

e More dangerous: compromised node forwards selected packets

1.3.3. Wormholes
e  Well placed wormhole can completely disorder routing

¢ Wormholes can exploit routing race conditions which happens when node takes routing decisions
based on the first route advertisement

e Attacker may influence network topology by delivering routing information to the nodes before it
would really reach them by multi hop routing

e Even encryption cannot prevent this attack

e Wormholes may convince two nodes that they are neighbors when on fact they are far away from
each other

Fig.1.3.3 Wormhole

1.3.4. HELLO flood attack

Many WSN routing protocols require nodes to broadcast HEL L O packets after deployment, whichis
asort of neighbor discovery based on radio range of the node. Laptop class attacker can broadcast HELLO
message to nodes and then advertises high-quality route to sink.

e S
e

Fig.1.3.4.Hello Flood

1.3.5. Acknowledgment spoofing
e Some routing protocols use link layer acknowledgments.

e Attacker may spoof acknowledgements.

e Consequently weak link may be selected for routing; packets send trough that link may be lost or
corrupted.
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Fig.1.3.5.Acknowledgment Spoofing

2. System Analysis

2.1 Problem Analysis:-

Providing desirable data security, that is, confidentiality, authenticity, and availability, in wireless
sensor networks (WSNs) is challenging, asaWSN usually consists of alarge number of resource constraint
sensor nodes that are generally deployed in unattended/hostile environments and, hence, are exposed to
many types of severe insider attacks due to node compromise.

Existing security designs mostly provide a hop-by-hop security paradigm and thus are vulnerable
to such attacks. Furthermore, existing security designs are also vulnerable to many types of Denial of
Service (DoS) attacks, such as report disruption attacks, Sybil attack,

Selective forwarding attacks, spoofed, altered, or replayed routing information, sinkhole Attack,
wormholes, hello flood attacks & acknowledgement spoofing.. Such insider attacks can severely damage
network functions and result in the failure of mission-critical applications, induce network congestion,
waste the scarce network resources and thus put data availability at stake.

2.2 Proposed Solution:-

In this an integrated security designs providing comprehensive protection over data
confidentiality, authenticity, and availability. Our design establishes a location-aware end-to-end data
security (LEDS) framework in WSNSs.

First here propose a novel location-aware multifunctional key management framework. In LEDS,
the targeted terrain is virtually divided into multiple cells using the concept of a virtual geographic grid.
Each sensor node obtains its geographic location via a suitable localization scheme. LEDS then efficiently
binds the location (cell) information of each sensor into all types of symmetric secret keys owned by that
node. What the attacker can do is to misbehave only at the locations of compromised nodes, by which they
will run a high risk of being detected by legitimate nodes if effective misbehavior detection mechanisms
are implemented.

Second, LEDS provides end-to-end security guarantee. Every legitimate event report in LEDS is
endorsed by multiple sensing nodes and is encrypted with a unique secret key shared between the event
sensing nodes and the sink. Furthermore, the authenticity of the corresponding event sensing nodes can be
individually verified by the sink.

Third, LEDS possesses an efficient en-route false data filtering capability to dea with the
infamous bogus data injection attack. As long as there are no more than compromised nodes in each single
area of interest, LEDS guarantees that a bogus data report from that cell can be filtered by legitimate
intermediate nodes or the sink deterministically.

Last, LEDS provides high-level assurance on data availability by dealing with both report
disruption attack [4], [12].and selective forwarding attack [4] simultaneously. By taking advantage of the
broadcast nature of wireless links, LEDS adopts a one-to-many data forwarding approach, which is fully
compatible with the proposed security framework. That is, all reports in LEDS can be authenticated by
multiple next-hop nodes independently so that no reports could be dropped by single node(s).
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2.3. Data Security Requirementsin WSNs: -

The requirements of data security in WSNs are basically the same as those well defined in the
traditional networks, that is, data confidentiality, authenticity, and availability. Data should be accessible
only to authorized entities (usually the sink in WSNSs), should be genuine, and should be always available
upon request to the authorized entities. More specifically, the above three requirements can be further
elaborated in WSNs as follows:

2.3.1. Data Confidentiality

Confidentiality means keeping information secret from unauthorized parties. A sensor network
should not leak sensor readings to neighboring networks. In many applications (e.g. key distribution) nodes
communicate highly sensitive data. The standard approach for keeping sensitive data secret is to encrypt
the data with a secret key that only intended receivers possess, hence achieving confidentiality. Since
public-key cryptography is too expensive to be used in the resource constrained sensor networks, most of
the proposed protocols use symmetric key encryption methods. A sensor network should not leak sensor
readings to its neighbors.

2.3.2. Data Authenticity

In a sensor network, data authentication prevents unauthorized parties from participating in the
network and legitimate nodes should be able to detect messages from unauthorized nodes and reject them.
In the two-party communication case, data authentication can be achieved through a purely symmetric
mechanism: The sender and the receiver share a secret key to compute a message authentication code
(MAC) of al communicated data. When a message with a correct MAC[2],[4],[16],[9] arrives, the receiver
knows that it must have been sent by the sender. If we require avalid report to be collectively endorsed by
a number, say, T(T > 1), of sensor nodes that sense the event at the same time, we can protect data
authenticity to the extent that no fewer than T compromised nodes can forge avalid report.

2.3.3. Data Availability

Adjusting the traditional encryption algorithms to fit within the wireless sensor network is not free, and
will introduce some extra costs. Some approaches choose to modify the code to reuse as much code as
possible. Some approaches try to make use of additional communication to achieve the same goal. But all
these approaches weaken the availability of a sensor and sensor network for the following reasons:

e Additional computation consumes additional energy. If no more energy exists, the data will no
longer be available.

e Additional communication also consumes more energy. What's more, as communication increases
so too does the chance of incurring a communication conflict.

e A single point failure will be introduced if using the central point scheme. This greatly threatens
the availability of the network.

2.4 End-to-End versus Hop-by-Hop Design:-

In the past few years, many secret key predistribution schemes have been proposed. By leveraging
preloaded keying materials on each sensor node, these schemes establish pair wise keys between a node
and its neighbors after network deployment for every network node, respectively, and thus form a hop-by
hop security paradigm. The security strength of these schemes is analyzed in terms of the ratio of
compromised communication links over total network communication links due to node compromise. Two
types of node compromise are considered: random node capture[16] and selective node capture[9],
according to key distribution information available to the attacker.

Hop-by-hop security design works fine when assuming a uniform wireless communication pattern
in WSNs. However, in many applications, node-to-sink communication is the dominant communication
pattern in WSNSs, that is, data of interest are usually generated from the event happening area and
transmitted all the way to the sink. In this case, hop-by-hop security design is not sufficient anymore asit is
vulnerable to communication-pattern-oriented node capture attacks] 16].
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3. Evolution of Security in Wireless Sensor Network

It is an integrated security design providing comprehensive protection over data confidentiality,
authenticity, and availability. This design establishes a location-aware end-to-end data security (LEDS)
framework in WSNSs.

3.1 Design of IGE: -

In this Integrated Geographical Environment the targeted terrain is virtually divided into multiple
cells using the concept of a virtual geographic grid[9],[3],[5]. It develops a user interface to its relative
construction of the required network model. A large number of sensors are scattered over this virtua grid
layout. That is, our needed network model and each sensor node obtain its geographic location via a
suitable localization scheme.

This will helps to placing the all sensors into those grids or clusters and these sensors having the
GPS capahilitiesto get its required information vialongitude and latitude with their positions exactly where
those positioned. And, there every cluster fields having maximum of n (n<4) static sensors. One of themis
elected and acts as cluster head (CH)[14],[16]. Every sensor has its own id and that information is always
kept with cluster heads to monitor vicinity of sensorsin same clusters.

iding Location-aware End-to-end Data Security in Wireless Sensor Networks  [3<|

Figure: 3.1 Application Window Displaying Nodes button

<4 LEDS-Providing Location-aware End-to-end Data Security in Wireless Sensor Networks [ X

Figure3.1.1 Application Window Displaying Robo button after nodes has been deployed.
3.2 Key Generation and Distribution

This module will target to implement the algorithm of MD5 (Message Digest) which is used to
generation of different kinds of security keys for encrypting data for more security providing and sending
safely to the destinations.

This LEDS provides end-to-end security guarantees surely. Every legitimate event report in LEDS
is endorsed by multiple sensing nodes and is encrypted with a unique secret key shared between the event
sensing nodes and the sink. Furthermore, the authenticity of the corresponding event sensing nodes can be
individualy verified by the sink. This novel setting successfully eliminates the possibility that the
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compromise of nodes other than the sensing nodes of an event report may result in a security compromise
of that event report, which is usually the case in existing security designs.

In this case, each node stores three different types of location-aware keys:

1) A unique secret key shared between the node and the sink that is used to provide node-to-sink
authentication.

2) A cell key shared with other nodes in the same cell that is used to provide data confidentiality.

3) A set of authentication keys shared with the nodes in its report-auth cells that are used to provide both
cell-to-cell authentication and en-route bogus data filtering.

3.2.1MD5 Algorithm

The MD5[2],[16] (message-digest) algorithm takes as input a message of arbitrary length and
produces as output a 128-hit “fingerprint” or “message digest” of the input. It is conjectured that it is
computationally infeasible to produce two messages having the same message digest, or to produce any
message having a given prespecified target message digest. The MD5 algorithm is intended for digital
signature applications, where a large file must be “compressed” in a secure manner before being encrypted
with a private (secret) key under a public-key cryptosystem such as RSA.

The MD5 agorithm is designed to be quite fast on 32-bit machines. In addition, the MD5
agorithm does not require any large substitution tables. The MD5 algorithm is an extension of the MD4
message-digest algorithm.

3.2.1.1 MD5 Algorithm Description

We begin by supposing that we have a b-hit message as input, and that we wish to find its message
digest. Here b is an arbitrary nonnegative integer; b may be zero, it need not be a multiple of eight, and it
may be arbitrarily large. We imagine the bits of the message written down as follows’

The following five steps are performed to compute the message digest of the message.
Step 1. Append Padding Bits

The message is “padded” (extended) so that its length (in bits) is congruent to 448, modulo 512.
That is, the message is extended so that it isjust 64 bits by shy of being a multiple of 512 bitslong. Padding
is always performed, even if the length of the message is already congruent to 448, modulo 512.

Padding is performed as follows: asingle “1” bit is appended to the message, and then “0” bits are
appended so that the length in bits of the padded message becomes congruent to 448, modulo 512. In dll, at
least one bit and at most 512 hits are appended.

Step 2 Append Length

A 64-bit representation of b (the length of the message before the padding bits were added) is
appended to the result of the previous step. In the unlikely event that b is greater than 2764, then only the
low-ordered 64 bits of b are used. (These bits are appended as two 32-bit words and appended low-order
word first in accordance with the previous conventions)

At this point the resulting message (after padding with bits and with b) has alength that is an exact
multiple of 512 hits. Equivalently, this message has a length that is an exact multiple of 16 (32-bit) words.
LeMI[O...... n-1] denote the words of the resulting message, where N is a multiple of 16.

Step 3 Initialize MD Buffer[2]

A four-word buffer (A,B,C,D) is used to compute the message digest. Here each of A, B, C, D isa
32-hit register. These registers are initialized to the following valuesin hexadecimal, low-order bytes first):

Word A: 01 23 45 67
Word B: 89 ab cd ef
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Word C: fe dc ba 98
Word D: 76 54 32 10
Step 4 Process Messagein 16-word Blocks

We first define four auxiliary functions that each take as input three 32-bit words and produce as
output one 32-bit word.

F(X,Y,Z) = XY vsnot (X) Z
G(X,Y,2) = XZvsY not (2)
H(X,Y,Z) = X xor'Y xor Z
1(X,Y,2) = Y xor (X vsnot (2))

In each hit position F acts as a conditiona: if X then Y else Z. The function F could have been
defined using + instead of vs since XY and not (X) Z will never have 1's in the same bit position). It is
increasing to note that if the bits of X, Y and Z are independent and unbiased, the each bit of F(X,Y,Z) will
be independent and unbiased.

The function G, H, and | are similar to the function F, in that they act in “bitwise paralel” to
produce their output from the bits of X,Y, and Z, in such a manner that if the corresponding bits of X, Y,
and Z are independent and unbiased, then each bit of G(X,Y,Z), H(X,Y,Z) and I(X,Y,Z) will be
independent and unbiased. Note that the function H is the bit-wise “xor” or “parity” function of its inputs.
Thisstep usesa64-elementtable T[1. ... .. 64]

Constructed from the sine function. Let T[i] denote the i-th element of the table, which is equa to the
integer part of 4294967296 times abs ( sin (i)), wherei isin radians.

Step 5 Output

The message digest produced as output isA, B, C, D. That is, we begin with the low-order byte of
A, and end with the high-order byte of D.

3.2.1.2 Unique Key

This key is shared between node and sink of the virtual grid layout ( in designed canvas). This key
has 32-hit size length.

3.2.1.3 Cell Key

This key is shared between the nodes (sensors) in the same cell or clusters. This key has 32-bit
size length.

3.2.1.4 Authentication Key

This key is used for cell to cell authentication or cluster to cluster authentication. This key has 32-
bit of size length.

3.2.2 HMAC Algorithm Description

In cryptography, HMAC (Hash-based Message Authentication Code)[12],[13],[16], is a specific
construction for calculating a message authentication code (MAC) involving a cryptographic hash function
in combination with a secret key. Aswith any MAC, it may be used to simultaneoudly verify both the data
integrity and the authenticity of a message.

Any cryptographic hash function, such as MD5 or SHA-1[16], may be used in the calculation of
an HMAC,; the resulting MAC algorithm is termed HMAC-MD5 or HMAC-SHA1 accordingly. The
cryptographic strength of the HMAC depends upon the cryptographic strength of the underlying hash
function, the size of its hash output length in bits and on the size and quality of the cryptographic key.

An iterative hash function breaks up a message into blocks of a fixed size and iterates over them
with a compression function. For example, MD5 and SHA-1 operate on 512-bit blocks. The size of the
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output of HMAC is the same as that of the underlying hash function (128 or 160 bitsin the case of MD5 or
SHA-1, respectively), although it can be truncated if desired.

Let:
e H(m) be acryptographic hash function
e K beasecret key padded to the right with extra zeros to the block size of the hash function
e mbethe message to be authenticated
e+ denote concatenation
e @denote exclusive or (XOR)
e opad be the outer padding (0x5c5c5ce...5¢5¢, one-block-long hexadecimal constant)
e ipad bethe inner padding (0x363636...3636, one-block-long hexadecimal constant)
Then HM AC(K,m) is mathematically defined by
HMAC(K,m) =H((K & opad) @ H((K @ ipad) @ m)).

Implementation
Thefollowing pseudocode demonstrates how HMAC may be implemented.

function hmac (key, message)
if (length(key) > blocksize) then
key = hash(key) // keys longer than blocksize are shortened
end if
if (length(key) < blocksize) then
key = key || zeroes(blocksize - length(key)) // keys shorter than blocksi ze are zero-padded
end if
0_key pad =[0x5c * blocksize] ® key // Where blocksize is that of the underlying hash function
i_key pad=[0x36* blocksize] ® key // Where @ is exclusive or (XOR)
return hash(o_key pad || hash(i_key pad || message)) // Where || is concatenation

end function

3.3 Robot Mechanism

The process of key distribution in wireless sensor network using the robot mechanism. LEDS
adopts a robot-assisted network bootstrapping technique. The robot will visit each cell of sensor nodes and
distribute the three kinds of keys to each cell. Assume that a group of mobile robots are dispatched to
sweep across the whole sensor field along preplanned routes after the deployment of sensors. Mobile robots
have GPS capabilities, as well as more powerful computation and communication capacities than ordinary
sensors. The leading robot is also equipped with the following bootstrapping parameters:

{K|M1 KHM1 |1(X0,YO)1 (t,T), P}

The robots securely localize every sensor using the secure localization protocol and load each of
them with the corresponding location-aware keys in a cell-by cell manner. Specifically, the robots first
determine a node u’'s home cell and then compute a unique secret key K, which u shares with the sink. The
robots next compute a set of authentication keys for al the sensors in the same cell. An authentication key
is shared among all the sensors in a given cell and its corresponding report-auth cells.
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< |EDS-Providing Location-aware End-to-end Data Security in Wireless Sensor Networks  [BX]
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Figure 3.4 Application Window Displaying keys distribution after Robo button has been pressed from the first cell to last cell in the
Grid.

3.4 Path Selection

This module will show the phase of path selection between source and destination nodes for data
sending process. These path selections will be done on the assumption that source and destination know the
location of each other. In this mechanism, based on the event of interest sensors, virtual environment can be
divided into two partitions and those named as upstream report-auth areg[8] and downstream report-auth
areg[8]. The report-auth cells are determined according to its relative location with respect to the sink.
Specifically, a member of the downstream report-auth cells of u is any cell in its downstream report-auth
areathat isno morethan T + 1 cells away from that. Cells in the report-forward route of u are the first of
such acell. The remaining ones for u are those cells within its upstream report-auth area.

<3 LEDS-Providing Location-aware End-to-end Data Security in Wireless Sensor Networks [ |

2 W
=

Figure 3.4 Application Window Displaying Data button after the Path has been established between Source and Destination.
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3.5 Data Sending Process

This module is responsible for showing the runtime scenario of data sending between source and
destination pair and the behavior of intermediate nodes using three types of keys. Additionally, in this
module will show the data encryption done by various keys like cell key, unique key and authentication

keys. In these End-to-end data security mechanisms, LEDS seeks to protect data reportsin a comprehensive
and end-to-end manner.

4 LEDS Providing Location-aware End-to-end Data Security in Wireless Sensor Networks  [B<)]

Ernpty Packet nat
al

Figure3.5.1 Application Window Displaying that Data should be given in the Text box otherwise it displays a msg as “Empty Packet
not Allowed”.

< LEDS-Providing Location-aware End-to-end Data Security in Wireless Sensor Networks [ >

= .
F- |

Figure 3.5.2 Window Displaying Send Data button after the data has been entered in the Text box.
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4 LEDS-Providing Location-aware End-to-end Data Security in Wireless Sensor Metworks  [3<]

Figure 3.5.7Window Displaying that “Data Reached Sucessfully” When no other button is pressed when data moving from Source
To Destination.

3.6 Bogus Data Filtering

This module will show the unnecessary bogus data filtering process. In which cluster head
(CH)[13] will verify each data send by node in same cell. And, it looks for the ID of each node of that same
cluster or cell. If any one ID is missing then the cluster head (CH) that drop the data of that specified id
sensor nodes.

LEDS possesses an efficient en-route false data filtering capability to deal with the infamous
bogus data injection attack. As long as there are no more than compromised nodes in each single area of
interest, LEDS guarantees that a bogus data report from that cell can be filtered by legitimate intermediate
nodes or the sink deterministically. Effective en-route filtering of bogus data packets also results in
significant energy savings as unnecessary forwarding is eliminated.
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4. Conclusion
Through exploiting the static and location ware nature of WSNs with a location-aware end-to-end

security framework to address the vulnerabilities in existing security designs. In this design, the secret keys
are bound to geographic locations, and each node stores a few keys based on its own location. This
|ocation-aware property successfully limits the impact of compromised nodes only to their vicinity without
affecting end-to-end data security.

5. Future Scope
Furthermore, the proposed multifunctional key management framework assures both node-to-sink

and node-to-node authentication along report forwarding routes. Moreover, This data delivery approach
guarantees efficient en-route bogus data filtering and is highly robust against DoS attacks. And, evaluate
this design through extensive analysis, which demonstrates its high resilience against an increasing number
of compromised nodes and effectiveness in energy savings.
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