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Abstract: Computer networks are prone to hacking, viruses and other malware; a Network Intrusion Detection
System (NIDS) is needed to protect the end-user machines from threats. An effective NIDS is therefore a
network security system capable of protecting the end user machines well before a threat or intruder affects.
NIDS requires a space efficient data base for detection of threats in high speed conditions. A bloom filter is a
space efficient randomized data structure for representing a set in order to support membership queries. These
Bloom filters allow false positive results (FPR) but the space saving capability often outweigh this drawback
provided the probability of FPR is controlled. Research is being done to reduce FPR by modifying the structure
of bloom filters and enabling it to operate in the increasing network speeds, thus variant bloom filters are being
introduced. The aim of this paper is to survey the ways in which Bloom filters have been used and modified to
be used in high speed Network Intrusion Detection Systems with their merits and demerits.
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. INTRODUCTION

To identify the predefined signatures in network streams software based detection techniques are commonly
used. However, the software based techniques cannot keep up with the speeds that network bandwidth increases.
Hence, hardware based systems started to emerge. Hence it is mandatory to scan network packets bit by bit to
determine predefined signatures for viruses and worms. Finite Automata (FA) in field programmable gate arrays
(FPGAS) is used to reach very high speeds. Hardware reconfiguration is required for adding and deleting strings,
which is too expensive. The simplest approach is a ternary-content addressable memory (TCAM), which stores
all the strings. Searches can be very fast, but the high cost makes TCAM infeasible for large signature sets [1].

For pattern matching Bloom filters are used. They are hash-based structures which have a certain
degree of accuracy for considerable savings in memory. To represent a set of elements and to perform
membership queries Bloom filters are created, and they are adopted for pattern matching simply by constructing
filters according to a set of signatures. The advantages are the compact representation that is typical of Bloom
filters and a remarkable reduction of the amount of traffic handled by the slow path, which result in a general
performance improvement and scalability of IDSs.

In this paper we give a recent survey on Different types of Bloom filters used for Network Intrusion
Detection system to benefit the research community to analyse and develop an efficient bloom filter which can
have a prominent role in network security, each having its own merits and demerits. The details of standard
Bloom filter, Counting Bloom filter, Pipelined Bloom filter and two-tier Bloom filter is explained below.

Il. STANDARD BLOOM FILTER

The Bloom filter is used to test whether an element is a member of a set and is a space-efficient probabilistic
data structure, false negatives are not possible but false positives are possible. Elements can only be added to the
set and cannot be removed. The probability of false positives increases when more elements are added to the set.

An empty Bloom filter is a bit array of m bits, all set to 0. There must also be k different hash functions
defined, each of which maps or hashes some set element to one of the m array positions with a uniform random
distribution. To add an element, feed it to each of the k hash functions to get k array positions. Set the bits at all
these positions to 1.

The requirement of designing k different independent hash functions can be prohibitive for large k. For
a good hash function with a wide output, there should be little if any correlation between different bit-fields of
such a hash, so this type of hash can be used to generate multiple “different” hash functions by slicing its output
into multiple bit fields. Alternatively, one can pass k different initial values (such as 0,1, ,,, k-1) to a hash
function that takes an initial value, or add these values to the key. For larger m and/or k, independence among
the hash functions can be relaxed with negligible increase in false positive rate. Removing an element from this
simple Bloom filter is impossible. The element maps to k bits, and although setting any one of these k bits to
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zero suffices to remove it, this has the side effect of removing any other elements that map on-to that bit, and we
have no way of determining whether any such elements have been added [4]. Such removal would introduce a
possibility for false negatives, which are not allowed.
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Fig.1 Standard Bloom Filter

An example of Bloom filter is shown in Fig 1. This is representing the set {X, Y, Z}. The coloured arrows show
the positions in the bit array that each set element is mapped to. For this figure m=18 and k=3. Removal of an
element from a Bloom filter can be simulated by having a second Bloom filter that contains items that have been
removed. However, false positives in the second filter become false negatives in the composite filter, which are
not permitted.

This approach also limits the semantics of removal since re-adding a previously removed item is not possible.
However it is often the case that all the keys are available but are expansive to enumerate. When the false
positive rate gets too high, the filter can be regenerated. This should be a relatively rare event.

A. Space and time advantages

Bloom filters have a strong space advantage over other data structures for representing sets, such as
self-balancing binary search trees [15], tries, hash tables or simple arrays or linked list of the entries. Most of
these require storing at least the data items themselves, which can require anywhere from a small number of bit,
for small integers, to an arbitrary number of bits, such as for strings. Linked structures incur an additional linear
space overhead for pointers. A bloom filter with 1% error and an optimal value of k, on the other hand, requires
only about 9.6 bits per element, regardless of the size of the elements. This advantage comes partly from its
compactness, inherited from arrays, and partly from its probabilistic nature. If the number of potential values is
small and many of them can be in the set, then the bloom filter is easily surpassed by the deterministic bit array,
which requires only one bit for each potential element. Note also that hash tables gain a space and time
advantage if they begin ignoring collisions and only store whether each bucket contains an entry, in this case,
they have effectively become bloom filters with k=1.

Bloom filters also have the unusual time needed to either add items or to check whether an item is in
the set is fixed constant, completely independent of the number of items already in the set. No other constant-
space data structure has this property, but the average access time of sparse hash tables can make them faster in
practice than some Bloom filters. In a hardware implementation, the bloom filter shines because its k lookups
are independent and can be paralleled.

B. Probability of False Positives

Assume that a hash function selects each array position with equal probability. If m is the number of
bits in the array, the probability that a certain bit is not set to one by a certain hash function during the
insertion of an element is then

1
1-— ()
The probability that is not set by any of the hash function is [15]
(1—=-)F 2
If n elements are inserted, the probability that a certain bit is still 0 is
(1——kn ®)

The probability that it is 1 is therefore
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The membership of an element that is not in the set can be tested now. Each of the k array positions
computed by the hash functions is 1 with a probability as above. The probability of all of them being 1, which
would cause the algorithm to erroneously claim that the element is in the set, is given as

(-[-<(-%) o

This is not strictly correct as it assumes independence for the probabilities of each bit being set. Assuming it is a
close approximation, then the probability of false positives decreases as m (the number of bits in the array)
increases and increases as n (the number of inserted elements) increases. For a given m and n, the value of k (the
number of hash functions) that minimizes the probability [2] is

22~ x~072 (6)
n n n

which gives the false positive probability of
27% ~ 0.68185™/" @)

The required number of bits m, given n (the number of inserted elements) and a desired false positive probability
p (and assuming the optimal value of k is used) is

_ nlnp
m= (In2)2 8)

This means that in order to maintain a fixed false positive probability, the length of a Bloom filter must grow
linearly with the number of elements being filtered. While the above formula is asymptotic (i.e. applicable as m,
n — ), the agreement with m bits, n elements and k hash functions is at most

(1 _ e—k(n+0.5)/(m—1))k (9)

So the asymptotic formula can be used if a penalty is paid for at most half an extra element and at most one
fewer bit.

I11. COUNTING BLOOM FILTER

One property of Bloom filter is that it is not possible to delete a member stored into the filter. Deleting
a particular entry requires that the corresponding k hashed bits in the bit vector be set to zero. This could disturb
other members programmed into the filter which hash to any of these bits. In order to solve this problem, the
idea of the Counting Bloom Filters was proposed in [1]. A Counting Bloom filter maintains a vector to counters
corresponding to each bit in the bit-vector. Whenever a member is added to or deleted from the filter, the
counters corresponding to the k hash values are incremented or decremented respectively. When a counter
changes from 0 to 1, the corresponding bit in the bit-vector is cleared. It is important to note that the counters are
changed only during addition and deletion of strings in a Bloom filter. For applications like network intrusion
detection, these updates are relatively less frequent than the actual query process itself. Counters can be
maintained in software and the bit corresponding to each counter is maintained in hardware. Thus, avoiding
counter implementation in hardware, memory resources can be saved.
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Fig 2 Counting Bloom Filter

In the figure 2 the operation of counting bloom filter is depicted as for each hash function separate
counter is maintained increment/decrement operation.

IV. PIPELINED BLOOM FILTER

A pipelined Bloom filter [4] , as shown in Fig 2 consists of two groups of hash functions. The first
stage always computes the hash values. By contrast, the second stage of hash functions only compute the hash
values if in the first stage there is a match between the input and signature sought. The pipelined Bloom filter
will have the same number of hash functions as per the same number of hash functions as the regular Bloom
filters. A pipelined Bloom filter exploits the virus free nature of the network traffic at most of the time.
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Fig 3 Pipelined Bloom filter.

At worst, it will operate like a regular Bloom filter, which uses all of the hash functions before making
decision on the type of the input. Most of the time the first group of hash functions will result in a mismatch.
The advantage of using a pipelined Bloom filter is if the first stage catches mismatch, there is no need to use the
second stage in order to decide whether input string is a member of the signature set.

V. Two-TIER BLOOM FILTER

A two-tier Bloom filter design is proposed to reduce membership test time. Fig.,3 [14] shows the basic
design of a single component containing hashing circuitry and a Bloom filter. The two tiers might exist in a
hardware implementation of a Bloom filter, or between processor cache and main memory in a computer. An
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on-chip Bloom filter can be implemented using fast SRAM, but it is limited in size to about m ¥4 Mb. For
applications with more than 131072 elements, the on-chip Bloom filter can be used as a cache for a large off-
chip Bloom filter stored in the main memory of a system. The two-tier Bloom filter takes as input the element to
be mapped into, or tested for membership, and outputs the k hash values and a single test output to indicate if the
element being tested for was found in the on-chip cache Bloom filter. If the cache hit output false, then the
computed hash values are used to test the external Bloom in the main memory. If the element is found in the
external Bloom filter in the main hit causes the cache Bloom filter to learn the element. Thus the cache Bloom
filter contains a subset of the elements mapped into the main memory Bloom filter.

Membership testing time (Tgs) is a function of hashing time (tnash), cache Bloom filter testing time
(tcache), Main memory Bloom filter testing time (tmain) and probability of a successful membership test in the
cache Bloom filter (Pcache). In order for the two-tier Bloom filter to have a smaller ~ membership testing time
than that of a single Bloom filter in main memory, teche- Peache tmain<<O must hold. The speed-up (S) of Ty is
the ratio of the time required by the two-tier Bloom filter stored in the main memory. The speed- up expresses
the relative reduction in membership testing time by using the two-tier Bloom filter.
Speed-up [4] is

Thash+Tmain

s = (10)

Thash+Tcache+(1—Pcache)Tmain

Element
A
Hashing Cache Bloom < Main hit
Circuitry filter
C > C Cache hit
>
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Fig. 4 Design of Two-tier Bloom filter

The specific target application for the two-tier Bloom filter is membership testing for a file system containing
millions of files, each file with a unique identifier.

VI.DYNAMIC BLOOM FILTER

Dynamic Bloom filter [16] has been proposed as a method to implement Bloom filter in a scalable
environment such as the size of a dataset is not known in advance. Bloom filter’s major drawback is that the
elements cannot be deleted from them once they are added and there is no certainty of the eventual dataset size.
This is addressed in the Dynamic Bloom filters.

An alteration to Bloom filter is proposed with Dynamic Bloom filter by dynamically creating new
filters on the fly as they are needed. DBF seems to be a logical addition to BF for a scalable environment just
before the false positive rate of particular BF starts growing fast, switch to a new filter and store the old one.
DBF handles inserts and lookups. DBF has serious scaling issues which seem to render it almost unusable. To
rectify this, instead of creating a new filter of fixed size when needed, create a new filter that is twice the size of
the last filter. The analysis [9] shows the false positive rate of Bloom filter and Dynamic Bloom filter.

Among these Bloom filters which we discussed earlier Dynamic Bloom filter has more merits, such
variable length of data processing. Depends on the requirements the Dynamic Bloom filter can be adjusted for
the desired performance. So it is appropriate to compare the performance of Standard Bloom filter and Dynamic
Bloom filter based on the false positive probability. The graph in Fig.4 shows that the Dynamic Bloom filter has
low false positive probability than Bloom filter.
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VII. CONCLUSIONS

A Bloom filter is a space-efficient representation of a set or a list that handles membership queries, hence it

can be used for the variety of Network applications mainly in detecting intrusions in NIDS. Each has the
advantages and disadvantages, but it depends on the requirements. Wherever a list is used, and space is at
premium, consider using a Bloom filter if the effect of false positives can be mitigated.
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