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ABSTRACT

Identity theft can be effectively solved by the integration of biometrics and cryptography. Lately,
researchers and experimenters have been greatly attracted by the improved performance (protection) of
cryptographic keys produced from biometrics. However, there exists an eternal association between the
biometric and the user, where in, alteration is not viable. Hence, a compromise of the biometric feature
will consequently lead to a perpetual and possible loss of biometric for all the applications that employ it.
The generation of replaceable biometric templates through cancelable biometrics has emerged as a
possible solution to the aforesaid problem. In this paper, we propose an efficient approach for
cryptographic key generation from fingerprint biometrics using cancelable templates. The proposed
approach is composed of three phases namely: 1) Extraction of minutiae points from the fingerprint
image, 2) Generation of cancelable biometric templates with added security and 3) Cryptographic key
generation from the Secured cancelable template. The resultant cryptographic key thus generated is
irrevocable and unique to a particular cancelable template, making the generation of new cancelable
templates and cryptographic keys feasible. The experimental results portray the effectiveness of the
cancelable template and the cryptographic key generated.

Keywords: Biometrics, Cancelable Biometrics, Fingerprint, Minutiae points, Cryptography, Key generation,
Advanced Encryption Standard (AES).

1. INTRODUCTION

Preserving personal privacy and dissuading identity theft are national priorities. These objectives are vital to our
democracy and our economy, and innately significant to our citizens. Biometrics, a promising set of
technologies, offers an effective solution [1]. A biometric system is fundamentally a pattern recognition system
that works by obtaining individual’s biometric data, extracting a feature set from the obtained data, and
comparing the extracted feature set against the template set in the database. Even though the field of biometrics
is still in its early stages of development, it’s inevitable that the biometric systems will take an active part in the
future of security [1]. The term ‘biometric’ refers to an individual’s physical or behavioral characteristic that is
inherent, such as their voice, face, fingerprint, keystroke dynamics and more. The principal advantages of the
biometrics over the traditional security mechanisms using passwords are: cannot be forgotten, hard to copy or
forge, unfeasible to share and proffer better security than a normal eight character password [26, 2].

Over the past decades, biometrics has generally been used for verifying the individual’s identity. In the realm of
computer security, biometrics denotes the authentication techniques that depend on measurable physiological
and individual characteristics that can be verified automatically [1]. The accomplishments of biometrics in user
authentication have signified that, a number of advantages could be gained by the incorporation of biometrics
with cryptography [26]. In cryptography, the incapability of human users to bear in mind strong cryptographic
keys has been a factor restraining the security of systems for decades. The above cryptographic curb could be
addressed in an extensive range of applications by the generation of strong cryptographic keys from biometric
data, probably in juxtaposition with the entry of a password [3, 4]. The inabilities to copy or falsify and share are
the chief factors that influence the use of biometrics in cryptographic key generation. In modern times, with the
purpose of eliminating the necessity for key storage using passwords, researchers have focused on merging
biometrics with cryptography as a possible means to improve overall security [6, 7].

In a basic cryptographic system, user authentication is primarily possession based. A user is generally
authenticated based on the possession of unique identifier, for instance, the possession of the decrypting key. As
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the cryptographic keys commonly employed are long and random, (e.g., keys in Advanced Encryption Standard
(AES) [8, 9]), they are hard to memorize and remember. Consequently, the cryptographic keys are stored in
someplace (for example, on a computer or a smart card) and released on the basis of some alternative
authentication (e.g., password) mechanism, that is, upon making certain that they are being released only to the
authorized users. And, in most cases, the passwords used for key storage are every simple that they can be
effortlessly guessed (particularly on the basis of social engineering methods) or broken by simple dictionary
attacks [10]. A more significant solution to the problem is to design cryptosystems based on biometrics,
necessitating neither storage nor remembrance of passwords. The system devised by integrating biometrics with
cryptographic security is known as Biometric cryptosystems, or Crypto-biometric systems [11]. Lately, a
number of researchers have attempted to devise biometric cryptosystems to overcome some of the problems
faced by generic cryptosystems, but they have not yet been triumphant in utilizing the full power of biometrics
[13].

In spite of offering usability advantages and non-repudiation over traditional token and password based
authentication schemes, biometrics, itself, raises privacy and security concerns. One of the concerns with
biometrics is that only a limited number of biometrics can be obtained from a person and their compromise
would signify that the particular biometric is made useless forever. As, the biometrics are eternally associated
with a user and cannot be replaced, the compromise of the biometric implies that it cannot be revoked or
replaced as we do with credit cards and passwords [16]. The above stated problem could well be overcome by
employing the concept of “cancelable biometrics”. In cancelable biometrics, the biometric feature is deformed
in a repeatable but irreversible manner prior to template generation. When a cancelable template is
compromised, its distortion characteristics are modified, and the same biometrics is mapped to a fresh template,
which is utilized for future purposes [12, 15]. Cancelable biometrics also provides a higher level of privacy by
allowing multiple templates for the same biometric data [14]. A good cancelable biometric template should
possess the following characteristics namely, 1) Diversity, 2) Reusability, 3) Non-invertibility and 4)
Performance [12]. In recent times, cancelable biometric systems are gaining in popularity for providing user
authentication for applications where the privacy and security of biometric templates are important
considerations.

The proposed research is an enhanced version of our earlier research [35] on cryptographic key generation from
fingerprint biometrics; here, we propose an efficient approach for the generation of an irrevocable cryptographic
key using a cancelable template from fingerprint biometrics. The proposed approach takes as input a fingerprint
and extracts the minutiae points from the preprocessed fingerprint image. Subsequently, a cancelable template is
generated from the extracted minutiae points with the help of the one-way transformation function. Ultimately, a
cryptographic key is generated based on the cancelable template constructed. The cryptographic key thus
generated will be irrevocable and also will provide increased protection in cryptography based security systems.
The effectiveness of the proposed approach is depicted by the experimental results obtained as a result of testing
with different fingerprint images.

The organization of the paper is as follows: A brief review of the recent researches related to the proposed
approach is given in Section 2. The proposed methodology and its steps are detailed in Section 3. The
experimental results are given in Section 4 and conclusions are summed up in Section 5.

2. REVIEW OF RELATED RESEARCHES

Our research work has been motivated by a number of earlier researches existing in the literature concerning
cancelable biometrics and cryptographic key generation. A brief explanation of some noteworthy contributions
is mentioned below:

Ratha, N.K et al. [17] have established numerous methods to generate multiple cancelable identifiers from
fingerprint images. A user can be provided with as many biometric identifiers as per the need by giving out a
new transformation “key”. The identifiers can be eliminated and returned when a trade-off is obtained. The
performance of numerous algorithms namely Cartesian, polar, and surface folding transformations of the
minutiae positions were compared empirically. The transforms were noninvertible and it was shown that the
original biometric identifier was difficult to recover from a transformed version by means of random guessing.
From the empirical results and theoretical analysis, it was established that feature-level cancelable biometric
construction can be applied in large biometric deployments.

Biometric-key generation can be defined as a procedure that is used to transform a portion of live biometric data
into key with the help of auxiliary information (biometric helper). To generate a biometric-key continually was
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made possible and to store the biometric physically was not essential. Beng, A. et al. [18] proposed a biometric-
key generation system that worked based on a randomized biometric helper. A randomized feature discretization
process and a code redundancy construction were the part of the scheme. The discretization process allows
managing of intra-class variations of biometric data to the minimal level and the code redundancy construction
brings down the errors. The randomized biometric helper ensures that a biometric-key was easy to be made void
when the key was acknowledged.

Sanaul Hoque et al. [19] exemplified the production of biometric keys straight from live biometrics as per the
conditions, by categorizing feature space into subspaces and again categorizing these into cells, where each cell
subspace adds to the overall key generated. They evaluated the scheme on real biometric data, by symbolizing
real samples as well as its limitations. Experimental results showed the level to which the technique could be
implemented reliably in likely practical conditions.

Andrew B. J. Teoh et al. [20] proposed the notion of cancelable biometrics to state biometric templates which
can be eliminated and re-established by appending another independent authentication factor. BioHash is a type
of cancelable biometrics that combines a set of user-specific random vectors along with biometric features. The
quantized random projection collection is based on the Johnson-Lindenstrauss Lemma and it was used to
achieve the mathematical foundation of BioHash. On the basis of this model, they have described the
characteristics of BioHash in pattern recognition besides security perspective and have offered few methods to
solve the stolen-token issue.

Cancelable biometrics was proposed by A.T. Beng Jin and Tee Conniea [21] and they detailed about biometric
templates that can be canceled and restored. BioHash is a cancelable biometric that combines a set of user-
specific random vectors with biometric features. The major drawback of BioHash was its drop in the
performance when the legitimate token is removed and employed by the pretender to be declared as the
legitimate user. A probabilistic neural network was employed as a classifier to address the abovementioned
issue.

Huijuan Yang et al. [22] have presented a non-invertible transform to perpendicularly project the distances
between a pair of minutiae to a circle and to generate the characteristics. Additional local features like relative
angles between the minutiae pair, and global features like orientation, ridge frequency and total number of
minutiae of the randomly sampled blocks around each minutia were also employed to obtain better performance.
Finally, the Bin-based Quantization (BQ) generates the cancelable templates. The feature extraction and
cancelable template generation are controlled by a secret key to ensure revocability and security. Experimental
results on FVC 2002 data set showed that the proposed scheme provides better performance.

A technique to generate an irrevocable cryptographic key from the biometric template of the palm vein was
proposed by B. Prasanalakshmi and A. Kannammal [23]. The minutiae features (including bifurcation points
and ending points) that were extracted from the generated pattern were employed by the proposed technique.
The other cryptographic keys are probable to theft. The keys obtained from the biometric entity are preferred
more as owing to the reason that these biometric keys are connected to the user. Minutiae patterns obtained from
the palm vein are changed to cancelable templates which consecutively are employed for irrevocable key
generation.

H. A. Garcia-Baleon et al. [24] proposed an approach for cryptographic key generation which is on the basis of
keystroke dynamics and the k-medoids algorithm. Training-enrollment and user verification are the stages in the
aforementioned approach. The approach checks the identity of individuals off-line by not using a centralized
database. From the simulation results, a false acceptance rate (FAR) of 5.26% and a false rejection rate (FRR) of
10% were obtained. The cryptographic key obtained from the approach may be applied in diverse encryption
algorithms.

Chang Yao-Jen et al. [25] have presented a framework with the intention of generating a fixed cryptographic
key from the biometric data which is liable to change. In comparison with the proposed framework and the
earlier works, the user-dependent transforms are employed to generate more solid and noticeable features.
Hence, to generate a prolonged and much stable bit stream is made possible. To exemplify the practicability of
the framework, experiments were conducted on a face database.

B. Chen et al. [26] have presented a technique that uses the entropy oriented feature extraction procedure and

Reed-Solomon error correcting codes that are able to generate deterministic bit-sequences from the output of an
iterative one-way transform. The assessment of the methodology was done with the 3D face data. The
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methodology was also established to be competent of generating keys of proper length for 128-bit Advanced
Encryption Standard (AES) in a dependable way.

3. AN EFFECTUAL APPROACH FOR CRYPTOGRAPHIC KEY GENERATION USING
CANCELABLE BIOMETRICS

In modern times, crypto-biometric systems have been proposed as an effective solution to the problems of
cryptographic key management and biometric template protection. The only limiting factor with biometrics is
that once a biometric feature is compromised, it is hard to be replaced or substituted. In the proposed research,
we devise an efficient approach for irrevocable cryptographic key generation using a secured cancelable
template obtained from fingerprint biometrics. The various steps and techniques used in the proposed approach
are detailed in this in this section. The approach comprises of three phases namely.

e  Extraction of minutiae points from Fingerprint
e Secured Cancelable template generation
e Key generation from Secured Cancelable template

3.1 Extraction of minutiae points from Fingerprint
In the proposed approach, the process of extracting the minutiae points from the fingerprint is composed of three
processing steps namely,

e  Preprocessing
e Region of Interest (ROI) selection
e  Minutiae extraction

Histogram Equalization [28] and Wiener Filters [31] have been made use to achieve image enhancement in
fingerprint images. Subsequently, the locally adaptive threshold method [29] is applied to perform binarization
on the fingerprint image. Morphological operations [29], [30] are then utilized to extract the Region of Interest
[ROI] from the fingerprint image. Eventually, minutiae points are extracted using the Ridge Thinning algorithm
[27].

3.1.1 Preprocessing

i) Histogram equalization: The method of histogram equalization typically increases the local contrast of
images, particularly when the relevant data of the image is represented by close contrast values. The intensities
on the histogram can be better distributed through proper adjustments. Moreover, histogram equalization
increases the perceptional information of the image by permitting the pixel values to expand the distribution of
an image. The original histogram of a fingerprint image will be of bimodal type, and the histogram after the
equalization converts all the range values from 0 to 255 and the visualization effect is improved. Here, the
Figure 1 depicts the original fingerprint image and its corresponding histogram equalized image.

(b)
Figure 1: (a) Original Fingerprint image (b) Histogram Equalized image

ii) Wiener Filtering: Wiener filter can be defined as a Mean Squared Error (MSE)-optimal stationary linear
filter for images degraded by additive noise and blurring. In order to perform wiener filtering, [32] we assume
that the signal and noise processes are second-order stationary (in the random process sense). Generally, the
wiener filters are made use of in the frequency domain. When the stationary nature of the concerned signals is
presumed, the average squared distance between the filter output as well as a desired signal is lessened by means
of computing the coefficients of a wiener filter [31]. This can be accomplished with ease in the frequency
domain.
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S(f)=W (f)Y(f)

where §( f) is the wiener filter output, Y(f) is the wiener filter input, W () is coefficient of wiener filter and
W (f)=(Ppy (f)/Psy (), Ry(f), Ryy(f) are the power spectrum of Y(f) and the cross power spectrum
of Y(f), D(T) (desired signal) respectively.

3.1.2. Region of Interest (ROI) Selection

i) Binarization: Almost all the minutiae extraction algorithms function on binary images. In binary fingerprint
images there are only two levels of interest: the black pixels that indicate ridges, and the white pixels that
indicate valleys. Translation of a grey level image into a binary image is done by a process called binarization.
Binarization improves the contrast between the ridges and valleys in a fingerprint image for effectual extraction
of minutiae points.

ii) Adaptive Thresholding: The adaptive thresholding method [33] is on the basis of the analysis of statistical
parameters. This includes arithmetic mean, geometrical mean and standard deviation of the sub-band
coefficients. Local adaptive thresholding scheme has been the most commonly used, by researchers due to the
fact that it binarizes and improves the poor quality of the images for locating the meaningful textual information
[34].

iii) ROI extraction by morphological operations: For ROI extraction from the binary fingerprint image, we
apply the morphological opening and closing operations using a structuring element. The morphological
operators will throw away the leftmost, rightmost, uppermost and bottommost blocks out of the bound, so as to
get the tightly bounded region just containing the bound and inner area.

3.1.3. Minutiae extraction

Finally, the minutiae points are extracted from the preprocessed fingerprint image using Thinning. Thinning is
defined as a morphological operation in which the foreground pixels are eroded in succession till they are one pixel
wide. The Ridge Thinning algorithm [27] is made use of in the proposed approach for Minutiae points’ extraction. It
extracts minutiae points by getting rid of the redundant pixels of ridges until the ridges become just one pixel wide.
The steps followed in the Ridge Thinning algorithm are: first, the image is segmented as in a checkerboard pattern
into two different subfields. In the first sub-iteration, only if the conditions G1, G2, and G3 are satisfied, pixel ‘p’ is
deleted from the first subfield. In the second sub-iteration, only if the conditions G1, G2, and G3' are satisfied, pixel
‘p’ is deleted from the second subfield. The two subiterations together make up one iteration of the thinning
algorithm.

Condition G1:
X H (P) =1
Where
4
XH (P) = Zbi
i=1
- 1if Xp4 =0and (x5 =10r Xp,1 =1)
" 10 otherwise

Xi1 X5,..., Xg are the values of the eight neighbors of p, starting with the east neighbor and numbered in
counter-clockwise order

Cohdition G2:
2 <min{ny(p),n,(p)}<3

where

4
n,(p)= Z Xoroa V Xy
k=1

4
n,(p) = Z Xok V Xokaa
k=1
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Condition G3:

(X, VX VX)) AX =0
Condition G3’:

(X VX, VX)AX =0

3.2 Secured Cancelable Template Generation

In this sub-section, we have presented the steps involved in the generation of the secured cancelable template
from the extracted minutiae points. The steps involved are as follows:

The extracted minutiae points P and their corresponding X, y co-ordinates M p are represented as

P =[P1 Pz P3 Pn]

M p =[X1 Y1 X2 Y2 ... Xy yn]
Subsequently, a set Ry is created with random values of size‘M p‘ )
Ry =[n r, r,...rJ;where n=M_|,r, =random(); 1<i<n
Then, exponential values are computed for each individual element in the vector Ry and stored in ERy; .
ERy =[e",e%,.--,eM]

For every element in ER), choose a set of ‘X’ subsequent prime numbers to form a row of the matrix Py . Every

row of the matrix Py will have distinct number of elements. The number of elements ‘x” will be equal to the

coordinate value of the elements in M o
(P P P3 - Pioy)
(PL P, P - Pioy)

(PL P, Pz - Biy)
(PL P P3 - Poy)

Subsequently, a prime number pair is selected randomly from the two succeeding rows of Py , such that a prime

number from each row, and is multiplied to obtain the transformed point TP . The transformed points are stored in a
vector PF;, .

PF, =[TP, TP, TP, - TP,,,] ;where TP, = (P *P,)

Since each transformed point TP is formed by the multiplication of two prime numbers B and Py, , it is almost

computationally infeasible to determine the factors B and P, fromTP, as described in RSA factoring challenge

[5].

The size of the cryptographic key FK, to be generated is decided previously and is set as a pre-defined key
value K, . From the vector PF, , a transformed point TP is chosen randomly and its distance with respect to all other

transformed points is computed and stored in a vector Dy, . The above process is repeated until| D, |= Kk, . The
distance between any two transformed points is computed using the following equation,

Distance (TP;,TP;) = /(TP; = TP;)?

Dy =[d; dy d3z  dy]
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The vector Dy, is then transformed into a matrix to form the cancelable template T, .

TM :l DVijl\/Wx Py

Henceforth, the cancelable template, eventhough irrevocable, serves as the source for the generation of the
cryptographic key. This necessitates the secure storage of the cancelable template such that it is either
unmodifiable or unaccessible to the people other than authorized users. Hence, the resultant cancelable template

Ty is encrypted with the AES algorithm to form the encrypted cancelable template.

CT,, =Enc[T,]
The generated cancelable template T,, is irreversible; also, the security of the cancelable template created is
increased by the strength of AES.

3.3 Cryptographic Key Generation from Secured Cancelable Template

The steps involved in the generation of the cryptographic key from the secured cancelable template are as
follows: Initially, the encrypted cancelable template is decrypted with the AES Decryption algorithm to obtain

the cancelable templateTM .
Ty = Dec(CTy)
An intermediate key vector |, is then generated fromTN| by employing matrix operation (Computing
determinants of 4x4 matrices). Subsequently, a threshold is determined by computing the mean value of I .
I, =(;:P(v), 1i=1--n
Where P(v) =T, |4X4;i, jui+size, j+size—1<i, j<+/n

Based on the values in |, and the threshold, the individual values of the final key vector FK are computed.

The vector FK, is created using the following equation,

FK, = 1 ;if 1 >mean(l,)
0 ;else

The final key FK, generated is also irrevocable and complex consisting of 256 bits. The irreversible property
makes the key almost unbreakable, because it is very intricate to compute the cancelable template from the final
cryptographic key FK|, generated.

5. EXPERIMENTAL RESULTS

This section presents the experimental evaluation of the proposed approach. The proposed approach is
programmed in Matlab (Matlab7.4). The proposed approach was tested with different fingerprint images
obtained from publicized databases. Initially, minutiae points are extracted (after Preprocessing and ROI
selection) from the input fingerprint images, followed by the irrevocable cancelable template generation.
Eventually, a 256-bit irreversible and strong cryptographic key is generated from the cancelable template. The
experimental results (including the input image, the intermediate results and the final cryptographic key)
obtained for three different fingerprint images are depicted in Figure 2.
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Figure 2 : (a) Input Fingerprint Image (b) Histogram equalized image (c) Wiener Filtered Image (d) Binarized Image (e) Region of Interest
(ROI) () Fingerprint Image with minutiae points (g) Generated 256-bit key.

6. CONCLUSION

Biometrics-based Key Generation has been found to outperform traditional cryptographic systems, chiefly
because, it is impossible for a person to lose his/ her biometrics, and also the biometrics are intricate to falsify or
steal. In this paper, we have presented an efficient approach for generation of irrevocable cryptographic keys
from fingerprint biometrics using cancelable biometric templates. The approach has been composed of three
phases namely: 1) Minutiae points’ extraction from the fingerprint image, 2) cancelable template generation
with added security and 3) Cryptographic key generation from Secured Cancelable template. The resultant
cryptographic key thus generated has been irrevocable and unique to a specific cancelable template, availing
better protection and replacement features for lost or stolen biometrics. The experimental results have portrayed
the effectiveness of the proposed approach in generating an irrevocable cryptographic key.
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