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ABSTRACT— Modular inversion operation is known to be the most time consuming operation in ECC
field arithmetic computations. In addition, Many ECC designs that use projective coordinates over GF (p)
have not consider ed different factorsthat affect the design of ECC such as area, hardware utilization, cost
(AT2) and performance factors which are crucial in many ECC applications. This paper proposes to use
several projective coordinates to compute the standard ECC point doubling over GF (p) with no inversion
operations due to the ability of projective coordinates to convert each inversion to several multiplication
steps which are applied in parallel. We tune-up the mentioned factors by using a variable degree of
parallelization benefiting from the inherent parallelism in ECC computations. The aim is to provide
different design choices that can be utilized in several ECC applications. Out results show that projection
(X/Z,Y/Z) givesthe best resultsin terms of time-consuming using 5 parallel multipliers compar ed to other
projections. Furthermore, both projections (X/Z, Y/Z) and (X/Z2, Y/Z3) achieve the highest hardware
utilization enhancementswhen using 2 and 3 parallel multipliers respectively.

A trade-off between factors such as security, area and time-consuming is which control the design of ECC,
the more parallelization leads to less time-consuming. However, with extra area needed for paralle ECC
operations.

Keywords — Elliptic Curves Cryptography, Crypto-Ar chitecture, Point Doubling, Projective Coor dinates.

1. INTRODUCTION

The need for protecting private information which is being transmitted via communication channels, gains
increasing interest every day in our contemporary life. Cryptography and its applications provide sophisticated
methods to protect the privacy of information against unauthorized access and deferent attacks. Two kinds of
Cryptography algorithms are distinguished based on encryption/decryption methods: symmetric key and public
key algorithms|[1, 2, and 3].

Assume that we have two parts in communication network A and B need to exchange private information. In
symmetric key algorithms, encryption and decryption keys are known for both A and B, and decryption key can
be easily calculated from private key, Data Encryption Standard (DES) and Rijndeal (AES) are common
examples for symmetric key algorithms. In public key algorithms, the decryption key is known for intended
Recipient only, while the encryption key can be know for al partsin communication network, and in practical, it
is very difficult to compute the decryption key from it even with using most recent and powerful technologies.
For these reasons and others, public key algorithms are regarded more secure and practical. Among the famous
and the most secure public key agorithms are: RSA (in 1977), EIGama (in 1985), and Elliptic Curve
Cryptography (in 1980), in which we will focus in this research.

Elliptic Curve Cryptosystem (ECC) operates within a specific methodology, which requires a mapping method in
order to map the origina massage onto a point on an eliptic curve, and then ECC performs elliptic curve
operations on that point to get a new point which represents the encrypted message [1, 3, 5, 6, and 7]. Based on
the following advantages, ECC has been introduced among the most secure and practical public key algorithms
[3, 8-13]: The security of ECC is based on the difficulty of well-known discrete logarithm problem. Assume that
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we have two points on an dliptic curve P1, P2 and we know that P2=KP1= (P1+P1+.....+P1) where K is large
integer. The problem is how to find K. Researchers agreed that there is no effective general attack to solve the
discrete logarithm problem for elliptic curve until now.

On dliptic curve we may have point with small coordinates and then perform ECC addition operation with
another smaller point, or doubling operation with the same point and end with point has very large coordinates.
thus there is no way to know when you are making progress toward finding a point (original message) in terms of
the factor base of small points asin regular number factorization.

By using much smaller key size, ECC can offer the same level of security as that offered by classical
Cryptosystems. For example, security provided using ECC with a key size of 128-256 hits is equivalent to the
security of RSA with a key size of 1-2Kbits. [1, 5, and 23]. The main operation performed in ECC is scalar
multiplication operation which includes two operations. Point addition and point doubling. In point addition
P3(X3, Y3) =P1(X1, Y1) + P2(X2, Y2) where P1£P2. While in point doubling operation P3=2P1(X1, Y 1) where
P1=P2. Another important aspect for ECC that it uses some finite field (GF) arithmetic (modular arithmetic) to
perform its operations [1, 5, and 13]. Many finite fields have been introduced. Researchers emphasized that the
efficiency of finite field affects the performance of ECC. [1, 5, 14-16, and 21]. Modular arithmetic operations
which are used to perform point addition and point doubling include the following operations: Addition,
subtraction, multiplication, and division which require finding multiplicative inverse (inversion) which is the
most time-consuming operation that affects the performance of ECC. Researchers investigated several ways to
address the inversion problem in order to improve the performance of ECC as mentioned in the literatures [1, 5,
9, 18, 13, 20, 24, and 25].

An effective way to address this problem is to use projective coordinates systems to represent point on an elliptic
curve rather than affine coordinates in order to convert the modular division operation to number of
multiplication operations. However, the use of projective coordinates requires more are for implementation.
Furthermore, some researchers proposed parallel designs to enhance the performance of ECC in terms of time-
consuming by exploiting maximum parallelism. But they had not consider the effects on the efficiency of ECC in
terms of area-consuming, utilization, and required resources in some of their designs, which may result wasting
effort, throughput, and resourceq[ 1, 5, 9, 15-22].

In this work we propose several designs and architectures for ECC with exploiting al possible choices of
parallelisms for homogenous ECC over GF(p) for point doubling operation using projective coordinates systems:
(X1Z, Y1Z), (XIZ, YIZ?), and (X/Z%Y/Z3) [1]. The proposed designs are studied in terms of area-consuming and
time-consuming, utilization, and speed.

The aim of this study isto provide designers with the best solutions of ECC architectures in terms of performance
and efficiency. For example, in designing ECC, when the priority is given for saving speed and time-consuming,
we recommend best solutions (designs) that consider this purpose. On the other hand, when the area-consuming
and resources are the most important factors that have to be taken into account in designing ECC, we also
provide the best solutions for this purpose.

2.  ECC Algorithms & Architectures

This section propose the hardware algorithms and crypto-architectures for ECC crypto-processor that emanated
from using new different coordinate systems with different projection systems to show their benefits when
computed using parallel multipliers[1,5].

2.1 Projective Coordinates(X/Z, Y/Z)

In this projection, we replace each (X, Y) by (X/Z, Y/Z), and then we use point doubling equations in order to
compute M, X3, and Y 3 as following:

3X* + aZ®

M=—
I¥E _

X3 = 2YZ+[3X? + aZ?F - sxz7?]
¥ = (3%7 + aZ?) s [12%2¥7 - (387 + a2} | - 8422
Ty = gyiz¥
For this projection, there 4 possible designsin addition to the serial design; these designs are:

1. Using 5 Parallel Multipliers: We use 5-PM and 2-PA to design standard ECC over GF (p) using

projection (X/Z, Y/Z) [1]. This design yields the best results in terms of performance and time
consuming. Moreover, it obtains convincing utilization results compared to the utilization results for
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other designs in this projection. Thus 5-PM is preferable and recommended over other designs for
designers who are looking for the performance and time-consuming asfirst priority. Seefigure 1.

2. Using 4 Parallel Multipliers: In the 4-PM design, figure 2, we use 4 PM as maximum number of
multipliers allowed for each multiplication level. This design needs less area and yields lower speed
and performance than the 5-PM design. Furthermore, Utilization results in 5-PM design were much
better.

3. Using 3 Parallel Multipliers: Figure 3 shows the 3-PM design for standard ECC over GF (p) using
projection (X/Z, Y/Z) [1, 5, and 13]. This design uses less area and yields lower performance results
compared to 4-PM and 5-PM designs with this projection. Moreover it obtains utilization result similar
to that obtained in 5-PM design.

4. Using 2 Parallel Multipliers: In this design which is shown in figure 4, we reduce the area to be 2
Parallel units. This design is preferable in terms of area-saving, and it overcomes the previous designs
in projection (X/Z, Y/Z) in terms of utilization results; it has two idle adders only. The notable fact that
the serial design overcomes other designs in terms of area and cost [1]. However, this design suffers
time-consuming problems; as a consequence it gets the worst results in terms of performance among
other designs.
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ISSN :

Y/2).

0975-3397

Figure 2: The 4-PM design for standard ECC for point
doubling operation over GF (P) using Projection (X/Z,
Y/2).

Vol. 3No. 2 Feb 2011 470




Qasem Abu Al-Haija et al. / International Journal on Computer Science and Engineering (1JCSE)

Inputs: X, Y, Z

——

Xs=Mul,, Yy=Add,, Zy=Mul,

.ﬂ- - ',_.d'-_-"'-h /-"'d-__"‘\.
{ SareX' ) ( My VO oS )
. \"h.____.- "-‘_-.-‘"
ol oo
\ /s
\ ;s
\ P
AL TR S o
s | T
\
\ 7,/ \ /
vy 4
7 "'J*-. 5 'i .y e
) il e )
r Mul=X*Z ) [ oSqrsY ) SqreMul’ )
\ — - ~ e T -
7*-- o
I
I S"fz
f*"-**- LEEERR. """‘ﬂ\
(MM, C Mussqre ) Saredd? )
H‘_ﬂ___._,-"‘-u\' \u,____,.-""' e o
| oS N |
| SW N |
| "
I
P, |. ey, U -1
i Agdfs_qra_«silula o Add=MlSgr, |
o Teen t
- I
Sqr
| //Mllh ; \édd] |
| / / 19 I
P .-"* ==k . / 1"- r = -...
(Mul=2Mul,*Add,) MnI,—Sqr;*Sqrz) ( Mnl,,—Addl*Add, ;
- - v = el .-
s Tou J -
I /
| i
erddq—MllI;-I}Mulg :
Qutputs:

Inputs: X, Y, Z

.-""—'_—';"'a PO O

( Sqr=X’ ) SqreY' )
SR

( Sqri=Z )[ MuhnY*Z )

\""'-._,__.-- —

% 7 T

B - ,_L__ﬁ

( Mub=X*Z }( “Sqremul? )

H"-__..-"" "I-I-_,___l-ll"'-il

Sqry

N

[Add;-—?:Sqr,ﬂ*Sqr, |

..-“ S
r - ,” ‘:’
I A
[Addﬁqrg-smma | :_Add_.,-uMnlJ-SqrsJ
Sk Mul,
4 % o \Sqry /
PR o 14 -.. --'S' =

/ Muh-Sqn*Sqr; ) {Mulg"SSqrd*Mu],\,I

N ) g

{MuIrIMul,*Add;) ( Mu];-ﬁdd,*ﬁdda )
;-q.,

o —-—

WA
L /
I___l__J_
Add=Mul-8Mul, | |

Outputs:
X:g:Mlllf., Y].:Add.;, Z_1:M I.l|5

Figure 3: The 3-PM design for standard ECC for point
doubling operation over GF (P) using Projection (X/Z,
Y/Z).

ISSN : 0975-3397

Vol. 3No. 2 Feb 2011

Figure 4: The 2-PM design for standard ECC for point
doubling operation over GF (P) using Projection (X/Z,
Y/2).

471




Qasem Abu Al-Haija et al. / International Journal on Computer Science and Engineering (1JCSE)

2.2 Projective Coordinates(X/Z, Y/Z?)

In this projection, we replace each (X, Y) by (X/Z, Y/Z?), and then we use point doubling equations in order to
compute M, X3, and Y 3 as following:

SX* + a®
N
X; =Z»(3X? 3 aZ?)F —3xv?
Y3 = (z-(sx’ +aZ?) -[12.?2” -z=(3X% + a,z’)’] —ar*)-:rf
Zs = 4Y°Z
For this projection, there 4 possible designsin addition to the serial design; these designs are:

1. Using 5 Parallel Multipliers: In this design, we use 5 PM as maximum number of multiplication units
per each multiplication level. The 5-PM design gives the best results in terms of performance and time
consuming. On the other side, utilization results of this design were the worst among the results of other
designsin projection (X/Z, Y/Z2). Thisdesign is shown in figure 5.

2. Using 4 Parallel Multipliers: The 4-PM design uses less area than the 5-PM design, in spite of that it
obtains a performance level equivalent to that obtained using 5-PM. Moreover, it yields better utilization
results. This design is presented in figure 6. Not that the number of idle multipliers has been reduced
from 14 M in the 5-PM design to be 9 M in this design.

3. Using 3 Parallel Multipliers: Figure 7 shows the 3-PM design for standard ECC over GF (p) with
projection (X/Z, Y/Z2). Note that this design reduces the number of unused (Idle) multipliers to 4 M
which improves the utilization. Furthermore it yields similar speed and time-consuming results to both
4-PM and 5-PM designs with this projection.

4. Using 2 Parallel Multipliers: We reduce the number of paralel multipliers to be 2 PM in this design
(Figure 8). Not that the number of idle multipliers has been reduced aso to be 1 M, which means that
this design obtains better utilization results than 5-PM, 4-PM, and 3-PM designs with projection (X/Z,
Y/Z2). However, the performance was much better in previous designs with this projection.

2.3 Projective Coordinates(X/Z?, Y/Z%)

In this projection, we replace each (X, Y) by (X/Z?, Y/Z®), and then we use point addition equations in order to
compute M, X3, and Y 5 as following:

. 3X* +aZ*
T 2¥E
Xy ={ax*+ uz"']z - §XY*
¥y = (35X + aZ¥)= [12X¥7 - (3X? + aZ* ) |- o¥*
Zy = O¥Z

For this projection, there 4 possible designsin addition to the serial design; these designs are:

1. Using5 Parallel Multipliers: Figure 9 presents the design of standard ECC over GF (p) using projection
(X/Z?,Y1Z?). According to the inherent parallelism in point doubling calculations, we found that using 5-
PM for this projection will result in an idle multiplier in al sequential multiplication steps, which is
considered a resources and area wasting. Therefore we conclude that using more than 4-PM with this
projection has no benefit in terms of time-consuming or other factors that affect the design of ECC.

2. Using 4 Parallel Multipliers: Figure 10 shows the 4-PM design for standard ECC over GF (p) using
projective coordinates (X/Z?, Y/Z3). Note that we use 4 parallel multipliers and two parallel adders at first
in this projection since it is the most parallelization that we can reach using this projection for calculating
point doubling operation. The best performance and time-consuming results were found in this design,
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whereas the utilization ratio was the lowest among other designs in this projection. Moreover, it needs

around 50% enhancements on the utilizations results

obtained using the 4-PM design in projection (X/Z? Y/Z% since it reduces the number of unused

favor of this design that it achieves performance and

time consuming results equivalents to results obtained using the 4-PM design with less area. This design

more area.

3. Using 3 Parallel Multipliers: This design achieves
multipliers from 7 M to 3 M. Another argument in
isshownin figure 11.

4. Using 2 Parallel Multipliers:

Figure 12 shows the 2-PM design for standard ECC over GF (p) using projection (X/Z?, Y/Z3). As

expected this design obtains better utilization resul

ts than the 4-PM and the 3-PM designs since it has

only one idle multiplier. Furthermore it needs less area. On the other side, the performance was better in

3-PM and 4-PM designsin this projection.
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2.4 Doubling using affine coor dinates.

It is well known also that point doubling operation using usual affine coordinates consume additional time since
it contains modular division operation [1, 5, 9] which is the most time-consuming operation in filed arithmetic for
ECC, that is why use projective coordinates. The use of projective coordinates eliminates inversion operation by
converting it to a set of multiplication operations. On other side this design needs lesser area than other designs
that use projective coordinates for point doubling operation, and is less complicated. This design is shown in
figure 13.
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Figure 13: The design for standard ECC for point doubling operation over GF (P) using affine coordinates.

3. RESULTS& DISCUSSION

This section presents the comparisons between all architectures discussed in the previous section which compares
and discusses the possible ECC Crypto-processor agorithms/designs [1, 5, 9 and 18] for point doubling
operation with each projection individualy and study its designs and architectures which are: well-known Serial
Design (SRD) and different level of paraléelization: Using 2 Paralel Multipliers (2PM), Using 3 Parallel
Multipliers (3PM), Using 4 Parallel Multipliers (4PM) and finaly Using 5 Parallel Multipliers (5PM). The study
considers 6 major factors [1,5,9] in these comparisons. the number of paralel units used in the design, the
number of sequential operations which resulted in the design, the number of idle units that remain idle during the
execution of the operation in the design, the amount of hardware utilization of the design, the degree of
parallelization enhancement of the proposed design and finally, cost factor (AT?) [1, 5, 9 and 18] which relate the
area and speed as afactor of cost for the design.

In the following table, we show the summary of results for designing elliptic curves coprocessor by using
different projective coordinates systems and variable number of parallel units[1, 5, 9, and 13]. The comparison in
the table shows that the best performance of projection system (X/Z, Y/Z) appears when used with 5 parallel
multipliers due to its ability to compute the point doubling with time of 3 sequentia muiltiplications which
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considered the least time between the other designs and this number of multipliers is considered the saturating
point of parallelization because of getting the same number of sequential operations (speed) even you add more
parallel unit. In terms of hardware utilization, the design with 3 parallel multipliers is considered the ideal one
due to its ability to fully utilize the hardware units while the design using 4 parallel multipliers is considered as
wasting for resources; however, the table showed that it has the worst utilization of the hardware resources while
it has the same parallelization enhancement as using 3 parallel multipliers.

Regarding of projection system (X/Z, Y/Z?), the best performance appears when used with 3 parallel multipliers
design which computes the point doubling in 5 sequential multiplications which is considered the least time
between the designs. Also, as we can see that the system will be saturated at 3 parallel multipliers because of
getting the same number of sequential operations even you add more parallel units.

The design using more than 3 parallel multipliers is considered as wasting for resources; however, we aways
choose the design that makes the system works well [1, 5, and 13] which appear when we use this projection with
3 paralel multipliers. This will form the linear-to-constant relation between the number of parallel units and the
critical path delay. On the other side, the design with 2 paralel multipliers gives the best hardware utilization
results.

While the best performance of projection system (X/Z?, Y/Z®) appears when used with 3 parallel multipliers
because it computes the point doubling with time of 4 sequential multiplications which considered the least time
between the designs in the table and it gives the best result in terms of the enhancement of parallelization. Also,
as we can see that the system will be saturated at 3 parallel multipliers because of getting the same number of
sequential operations even you add more parallel units. The design using 5 paralel multipliers is considered as
wasting for resources. However, the table showed that it has the worst utilization of the hardware resources while
it has the same parallelization enhancement as using 3 parallel multipliers. While the designs with 2PM and the
serial design give better utilization and need less area, it increases the time-consuming and cost.

4. CONCLUSIONS

In this paper, we introduce the different GF (p) hardware algorithms for elliptic curve cryptography computations
using standard homogenous curves and three type of projective coordinates systems [1]. There is no need for
modular inversion, because the inverse operation is converted into severa successive multiplication steps using
projective coordinates. These Crypto-architectures exploits the maximum parallelism of ECC computations in
order to achieve the best performance that implement ECC Crypto-processor with minimum area needed. The
study showed that best projective coordinate to be considered for implementation is (X/Z, Y/Z) especidly if it is
designed using 3 parallel multipliers. This number of parallel multipliers best parallelize the doubling operation
with minimum cost factor. While the multiplier is considered the basic hardware unit for ECC Crypto-processor,
we considered it as amajor concept to calculate al proposed factors in this paper.

TABLE 1: COMPARISON BETWEEN DIFFERENT DESIGNS

gggﬁ'm ECC Design Parallel Units STl \igioynirs - [ardware - JParallelizalion g pagygr
Serial Design IMul , 1Add 12Mul , 4Add |0 100% 0% 230
2 Paralld Units |2Mul , 2Add 6Mul , 3Add 2Add 94.7% 190% 219
X/Z,YIZ 3 Paralld Units [3Mul,2Add  [4Mul,,3Add  [2Add 94.7% 266% 93
4 Parallel Units  |4Mul , 2Add 4Mul , 3Add 4Mul , 2Add 64.7% 266% 118
5 Paralld Units |5Mul , 2Add 3Mul , 3Add 3Mul , 2Add 72.2% 333% 91
Serial Design IMul , 1Add 11Mul , 4Add |0 100% 0% 197
2 Parallel Units |2Mul, 2Add  [6Mul, 3Add  [IMul, 2Add  [86.2% 176% 132
X/Z,Y/Z? |3 Paralld Units [3Mul,2Add [5Mul,3Add  [4Mul,2Add  [61.2% 205% 133
4 Paralld Units [4Mul ,2Add  [5Mul, 3Add  [9Mul , 2Add  [21.1% 205% 169
5 Paralld Units |5Mul , 2Add 5Mul , 3Add 14Mul , 2Add [-21.9% 205% 205
Serial Design IMul , 1Add  [9Mul , 4Add [0 100% 0% 138
2 Parallel Units |2Mul , 2Add 5Mul , 3Add 1Mul , 2Add 83.5% 172% 97
X/Z2,Y/Z® |3 Paralld Units [3Mul,2Add  [4Mul,3Add  [3Mul, 2Add  [64.1% 206% 93
4 Parallel Units |4Mul , 2Add 4Mul , 3Add 7Mul , 2Add 25.2% 206% 118
5 Parallel Units |[5Mul , 2Add 4AMul , 3Add 11Mul , 2Add |[-13.6% 206% 143
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