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Abstract—In Digital watermarking, image or video is embedded
information data within an insensible form for human visual
system but in a way that protects from attacks such as common
image processing techniques. Spatial domain(Least significant
bit(LSB)) and transform  domain  (Discrete  Cosine
Transform(DCT) and Discrete Wavelet Transform(DWT))
methods are used. DWT is best method because of using
embedded zero tree wavelet image compression scheme and high
frequency sub bands.
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l. INTRODUCTION

The rapid expansion of the Internet in the past years has
rapidly increased the availability of digital data such as audio,
images and videos to the public. As we have witnessed in the
past few months, the problem of protecting multimedia
information becomes more and more important and a lot of
copyright owners are concerned about protecting any illegal
duplication of their data or work. Some serious work needs to
be done in order to maintain the availability of multimedia
information but, in the meantime, the industry must come up
with ways to protect intellectual property of creators,
distributors or simple owners of such data. Of the many
approaches possible to protect visual data, digital
watermarking is probably the one that has received most
interest.

The idea of robust watermarking of images is to embed
information data within the image with an insensible form for
human visual system but in a way that protects from attacks
such as common image processing operations. The goal is to
produce an image that looks exactly the same to a human eye
but still allows its positive identification in comparison with
the owner's key if necessary.

Il.  BASIC ON WATERMARKING

The increasing amount of applications using digital
multimedia technologies has accentuated the need to provide
copyright protection to multimedia data. A digital watermark
can be described as a visible or preferably invisible
identification code that is permanently embedded in the data .
It means that it remains present within the data after any
decryption process. A general definition can be given: "Hiding
of a secret message or information within an ordinary message
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and the extraction of it at its destination. " Complementary to
encryption, it allows some protection of the data after
decryption. As we know, encryption procedure aims at
protecting the image (or other kind of data) during its
transmission. Once decrypted, the image is not protected
anymore. By adding watermark, we add a certain degree of
protection to the image (or to the information that it contains)
even after the decryption process has taken place. The goal is
to embed some information in the image without affecting its
visual content. In the copyright protection context,
watermarking is used to add a key in the multimedia data that
authenticates the legal copyright holder and that cannot be
manipulated or removed without impairing the data in a way
that removes any commercial value. In Figure 1 a general
watermarking scheme in order to give an idea of the different
operations involved in the process.

Original

Watermarked

i) Transmission/storage
Possible corruption

Watermark
extraction
4

v) Decoder

iv) Decryption

Fig. 1. General Watermarking Scheme

The first distinction that one needs to do in the study of
watermarking for digital images is the notion of visible
watermarks versus invisible ones. The first ones are used to
mark, obviously in a clearly detectable way, a digital image in
order to give a general idea of what it looks like while
preventing any commercial use of that particular image. The
purpose here is to forbid any unauthorized use of an image by
adding an obvious identification key, which removes the
image’s commercial value. On the other hand, invisible
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watermarks are used for content and/or author identification in
order to be able to determine the origin of an image. They can
also be used in unauthorized image’s copies detection either to
prove ownership or to identify a customer. The invisible
scheme does not intend to forbid any access to an image but its
purpose is to be able to tell if a specified image has been used
without the owner’s formal consent or if the image has been
altered in any way [2].

IIl.  Tyres OF DIGITAL WATERMARKING

A. Spatial Domain Method

The spatial domain is the normal image space, in which a
change in position in | directly projects to a change in position
in space. Distances in | (in pixels) correspond to real distances
(e.g. in meters) in space. This concept is used most often when
discussing the frequency with which image values change, that
is, over how many pixels does a cycle of periodically
repeating intensity variations occur[4]. One would refer to the
number of pixels over which a pattern repeats (its periodicity)
in the spatial domain. Here we use Least Significant
bit(LSB)method.

B. Transform Domain Method

The produce of high quality watermarked image is by first
transforming the original image into the frequency domain by
the use of Fourier, Discrete Cosine Transform (DCT) or
Discrete Wavelet transforms (DWT) for example. With this
technique, the marks are not added to the intensities of the
image but to the values of its transform coefficients. Then
inverse transforming the marked coefficients forms the
watermarked image. The use of frequency based transforms
allows the direct understanding of the content of the image;
therefore, characteristics of the human visual system (HVS)
can be taken into account more easily when it is time to decide
the intensity and position of the watermarks to be applied to a
given image.

IV. LEAST SIGNIFICANT BIT

One of the simplest technique in digital watermarking is in
spatial domain using the two dimensional array of pixels in the
container image to hold hidden data using the least significant
bits (LSB) method. Note that the human eyes are not very
attuned to small variance in color and therefore processing of
small difference in the LSB will not noticeable. The steps to
embed watermark image are given below.

A. Steps of Least Significant bit

1)  Convert RGB image to gray scale image.

2) Make double precision for image.

3)  Shift most significant bits to low significant bits of
watermark image.
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4)  Make least significant bits of host image to zero
5) Add shifted version (step 3) of watermarked image to
modified (step 4) host image.

B. Limitations of Spatial Domain Watermarking

This method is comparatively simple, lacks the basic
robustness that may be expected in any watermarking
applications. It can survive simple operation such as cropping,
any addition of noise. However lossy compression is going to
defeat the watermark. An even better attack is to set all the
LSB bits to ‘1’ fully defeating the watermark at the cost of
negligible perceptual impact on the cover object. Furthermore,
once the algorithm was discovered, it would be very easy for
an intermediate party to alter the watermark.

V. DISCRETE COSINE TRANSFORM WATERMARKING

The DCT allows an image to be broken up into different
frequency bands, making it much easier to embed
watermarking information into the middle frequency bands of
an image. The middle frequency bands are chosen such that
they have minimized they avoid the most visual important
parts of the image (low frequency) without over-exposing
themselves to removal through compression and noise
attacks[1].

A. Steps of DCT watermarking

: | Entropy | Compressed

—

i | encoding Data

Quantization

'y

Quanftization
Table

Fig. 2. DCT Watermarking

1) Transforming from the RGB color of the original image
into the formation of Gray color

2) To divide the image into 8 x 8 blocks by JPEG
standard as below.

3) Transforms original 8 x 8 block into a cosine-frequency
domain

a) C(h) = if (h == 0) then 1/sqrt(2) else 1.0
--C(h) is a auxiliary function used in main function
F(uv)

b) Fuyv) = % x Cu) x C(v) 2x=0..7 2y=0..7 Dxy x
cos(m(2u + Du/16) x  cos(w(2y + 1)v/16)
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-Gives encoded pixel at row u, column v

-Dxy is original pixel value at row x, column y
-F(u,v) is new matrix value after DCT apply.

B. Extracting Watermarked Image

1) Perform DCT transform on watermarked image and
original host image.

2)  Substract original host image from watermarked
image.

3) Multiply extracted watermark by scaling factor to
display.

C. Advantages

1) DCT domain watermarking is comparatively much
better than the spatial domain encoding since DCT domain
watermarking can survive against the attacks such as noising,
compression, sharpening, and filtering.

2) It use JPEG compression method to apply DCT
watermarking as a parameter. One may use different
parameters related to image processing, and these parameters
might provide equal or even stronger robustness against
various attacks based on image processing.

3) Discrete cosine transform (DCT), where pseudo-
random sequences, such as M sequences, are added to the
DCT at the middle frequencies as signatures.

VI. DISCRETE WAVELET TRANSFORM WATERMARKING

The basic idea in the DWT for a one dimensional signal is the
following. A signal is split into two parts, usually high
frequencies and low frequencies. The edge components of the
signal are largely to the high frequency part. The low
frequency part is split again into two parts of high and low
frequencies. This process is continued an arbitrary number of
times, which is usually determined by the application at hand.

A. Steps of DWT watermarking

1) The first part of the watermarking process is, of course,
the encoder. The first step is to decompose the image into four
frequency bands using first resolutions of Haar wavelets at
first level. In second level, decompose image into seven
frequency bands using second resolutions of Haar wavelets. At
three level, decompose image into ten frequency bands using
third resolutions of Haar wavelets and so on.

2) The next operation is to add a pseudo random sequence
N, in fact a Gaussian distribution of mean zero and variance
one, to the coefficients of the medium and high frequency
bands (i.e. all the bands except the lowest one which is
represented by the top left corner in Fig. 3.
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3) The normal distribution is used because it has been
proven to be quite robust to collusive attacks . In order to
weight the watermark according to the magnitude of the
wavelet coefficients, we used one of the two following
relations between the original coefficients y and V the ones
containing the watermark:

J_’i,j:yi,j"'a'yi,jz'Ni,j 1)
2

HLz

LH: | HH: HL,

L, | HH

Fig. 3. Resulting Decompose image

4) It must be pointed out that the relations (1) and (2),
even though they are mathematically different, have the exact
same goal which is to put more weight to the watermark added
to high value wavelet coefficients. The parameter alpha is to
control the level of the watermark; it is in fact a good way to
choose between good transparency or good robustness or a
tradeoff between the two. Finally, the two dimension inverse
wavelet transform of is computed to form y the watermarked
image. Fig 4 gives a good idea of the main components of the
encoder that I have implemented for my project.

B. Advantages

1) The watermarking method has multi resolution
characteristics and is hierarchical. It is usually true that the
human eyes are not sensitive to the small changes in edges
and textures of an image but are very sensitive to the small
changes in the smooth parts of an image. With the DWT, the
edges and textures are usually to the high frequency sub
bands, such as HH, LH, HL etc. Large frequencies in these
bands usually indicate edges in an image.

2) The watermarking method  robust to wavelet
transform based image compressions, such as the embedded
zero-tree wavelet (EZW) image compression scheme, and as
well as to other common image distortions, such as additive
noise, rescaling/stretching, and half toning. This is advantage
over DCT.
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Fig. 4. Implemented watermarking scheme
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Fig. 8. Image is wavelet using DWT

In LSB, applying of visible image algorithm (Fig. 6(a)) , we
can see merge of two images, no intruder can access real
image except description. In LSB, applying of invisible image
algorithm, we do not see real image, another image is used. So
intruder does not take real image.

In DCT method, image is compressed using of number of
coefficient of pixels(Fig. 7). If number of coefficient is
increased, compressed of image also increased. So it is tough
to capture real image.

In DWT method, image is wavelet using wavelet algorithm
and high frequency sub band(Fig. 8). So intruder do not get
real image except descript of image.

VIIl. CONCLUSION

Digital Image Watermarking can protect image, video, audio
from unauthorized person, noise, copyright etc. DCT and
DWT domain watermarking is comparatively much better than
the spatial domain encoding since DCT domain watermarking
can survive against the attacks such as noising, compression,
sharpening, and filtering and also use JPEG compression
method and DWT is used embedded zero-tree wavelet (EZW)
image compression scheme and high frequency sub bands as
LH,HL,HH etc.
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