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ABSTRACT 
In our proposed research work different security 

attacks from the perspective of layer approach are identified. 
The impacts of security attacks on each layer are studied. 
Then we focus on security attacks on network layer in 
particular routing. Different solutions for different security 
attacks will be proposed. For this widely proposed Adhoc 
network routing protocols DSR and AODV are used.  
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1. INTRODUCTION 
 

An Adhoc network is a collection of mobile nodes 
forming a temporary network with out any additional 
infrastructure and no centralized control. Some of the 
applications of Adhoc networks are disaster management 
during earthquakes, military applications, students in a class 
room sharing information and floods etc. Adhoc network 
can be created on the fly each node in the Adhoc network 
acts both as a router and host. Adhoc network otherwise 
called as reconfigurable network. 

1.1. Characteristics of Wireless networks 

Relatively wired networks have the characteristics 
and their use field proven Technology. With wide use of 
fiber optics, wired networks have abundant bandwidth. 
Probability of error is negligible. But the link characteristics 
in wireless networks are different from that of wired 
networks. Some of the characteristics of wireless Networks 
are as follows. 

Bandwidth: bandwidth is one of the scarcest resources in 
wireless networks. Typical available band width in wireless 
networks (2-10 Mbps) is far less than that of wired networks 
(1Gbs). 

Range Issues: In wired networks data can be transmitted   
over large distance without attenuation. This is not the case 
with wireless networks. Radio signals suffers  from various 
transmission impairments and typical range is in meters. 

Power: The wireless nodes are battery operated and 
therefore nodes reduce the power at which they  transmit to 

conserve energy. Also the power at which nodes transmit is 
to be controlled to reduce interference. 

Collisions: Since all nodes can not listen to each other, 
simultaneous transmission by the nodes may result in 
collision. 

Link Errors: the probability of errors in wireless 
environment is high. As they are more susceptibility to 
environmental conditions. 

Unpredictable Link Properties: Wireless links are very 
unpredictable. 

Bandwidth available varies with environmental conditions. 
Signal propagation faces difficulties such as signal fading 
interference, and multi-path cancellation. 

1.2. Characteristics of Adhoc networks 

Apart from the characteristics mentioned above, 
Adhoc networks have some characteristics which make 
them different from wired and wireless networks. They are 
as follows. 

Mobility Induced Link Breakages: As the nodes in an 
Adhoc network are usually mobile, the nodes may go out of 
range of neighboring nodes resulting in break in the links 
between the nodes. These may leads   to break in the route 
between source and destination nodes. 

Sleep Period of Operation: To conserve energy, nodes in 
an Adhoc network may enter inactive state where by they do 
not transmit at some instants of time. 

Highly Unfavorable environmental conditions:   Adhoc 
networks are generally used in environments which are 
highly unfavorable for transmission and reception. 

Looping Problem:  Due to mobility temporary loops may 
result. 

Misbehavior: Some nodes may misbehave transmitting 
their own data and refusing to transmit data from other 
nodes. Since Adhoc network uses multi hop routing this has 
to be controlled. 

Addressing Problem:   In an Adhoc network is not possible 
to have fixed nodes Acting as DHCP server, but 
nevertheless. All the nodes should follow a uniform 
addressing mechanism.    
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2. Classification of Routing Protocols  

Routing in Adhoc network is a non trivial task. Routing 
protocols are in Adhoc networks can be classified in to two 
types. 

1. Proactive Routing protocols 

2. Reactive Routing protocols. 

In proactive routing protocols nodes pre-compute 
the roots by exchange information periodically. Examples 
are Destination Sequenced Distance Vector (DSDV) 
routing. 

In reactive routing protocols routes are pre-
computed. Examples are Dynamic Source Routing (DSR), 
Adhoc on demand distance vector routing etc.  3.GOals of a 
Security System  
1) Availability: Ensures survivability despite Denial Of 
Service (DOS) attacks. On physical and media access 
control layer attacker can use jamming techniques to 
interfere with communication on physical channel. On 
network layer the attacker can disrupt the routing protocol. 
On higher layers, the attacker could bring down high level 
services e.g.: key management service. 
2) Confidentiality: Ensures certain information is never 
disclosed to unauthorized entities. 
3) Integrity: Message being transmitted is never corrupted. 
4) Authentication: Enables a node to ensure the identity of 
the peer node it is communicating with. Without which an 
attacker would impersonate a node, thus gaining 
unauthorized access to resource and sensitive information 
and interfering with operation of other nodes. 
5) Non-repudiation Ensures that the origin of a message 
cannot deny having sent the message. 
4. Security Issues 
Attacks: 
    Use of wireless links renders an Adhoc network 
susceptible to link attacks ranging from passive 
eavesdropping to active impersonation, message replay and 
message distortion. Eavesdropping might give an attacker 
access to secret information thus violating confidentiality. 
Active attacks could range from deleting messages, injecting 
erroneous messages, impersonate a node etc thus violating 
availability, integrity, authentication and non-repudiation. 
Nodes roaming freely in a hostile environment with 
relatively poor physical protection have non-negligible 
probability of being compromised. Hence, we need to 
consider malicious attacks not only from outside but also 
from within the network from compromised nodes. For high 
survivability Adhoc networks should have a distributed 
architecture with no central entities, centrality increases 
vulnerability. Ad-hoc network is dynamic due to frequent 
changes in topology. Even the trust relationships among 
individual nodes also changes, especially when some nodes 
are found to be compromised. Security mechanism need to 
be on the fly(dynamic) and not static and should be scalable. 
  

Key Management 
     Cryptographic schemes such as digital signatures are 
often employed to protect both routing information as well 
as data. Public key systems are generally espoused because 
of its upper hand in key distribution.  

Distance Vector Routing Algorithm 

              Distance Vector Routing algorithms are also known 
as Bellman-Ford routing algorithms and Ford-Fulkerson 
routing algorithms.  Distance Vector Routing Algorithms 
operate by having each router maintain a table or a vector 
giving the best known distance to each destination and 
which line to use to get there.  This approach assigns a 
number, the cost, to each of the links between each node in 
the network.  Nodes will send information from source to 
destination via the path that result in the lowest total costs.   
Secure Routing 

The main assumption of the previously presented 
Adhoc routing protocols is that all participating nodes do so 
in good faith and without maliciously disrupting the 
operation of the protocol . However, the existence of 
malicious entities cannot be disregarded in any system, 
especially in open ones like Adhoc networks. The RPSEC 
IETF working group has performed a threat analysis that is 
applicable to routing protocols employed in a wide range of 
application scenarios . According to this work, the routing 
function can be disrupted by internal or external attackers. 
An internal attacker can be any legitimate participant of the 
routing protocol. An external attacker is defined as any other 
entity.  

The strongest assumption for an external attacker is 
that it is able to eavesdrop the communication between two 
legitimate network participants, inject fabricated messages 
and delete, alter or replay captured packets. Weaker 
assumptions of external attackers include the ability to inject 
messages but not read them, or read and replay messages 
but not inject new ones, or just the ability to read messages. 
Cryptographic solutions can be employed to prevent the 
impact of external attackers by mutual authentication of the 
participating nodes through digital signature schemes. 
However, the underlying protocols should also be 
considered since an attacker could manipulate a lower level 
protocol to interrupt a security mechanism in a higher level.  

Internal attackers have the capabilities of the 
strongest outside attacker, as they are legitimate participants 
of the routing process. Having complete access to the 
communication link they are able to advertise false routing 
information at will and force arbitrary routing decisions on 
their peers . One of the most difficult to detect problems in 
routing is that of Byzantine failures. These failures are the 
result of nodes that behave in a way that does not comply 
with the protocol. The reasons for the erroneous behavior 
could be software or hardware faults, mistakes in the 
configuration, or malicious compromises. Attempts to solve 
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the problem of Byzantine failures have been proposed for 
both infrastructure and infrastructure less networks.  

5. Specific attacks in routing protocols  

•      Location disclosure: Location disclosure is an attack that 
targets the privacy requirements of an Adhoc network. 
Through the use of traffic analysis techniques or with 
simpler probing and monitoring approaches an attacker is 
able to discover the location of a node, or even the structure 
of the entire network.  

•       Black hole : In a black hole attack a malicious node injects 
false route replies to the route requests it receives 
advertising itself as having the shortest path to a destination. 
These fake replies can be fabricated to divert network traffic 
through the malicious node for eavesdropping, or simply to 
attract all traffic to it in order to perform a denial of service 
attack by dropping the received packets.  

•      Replay: An attacker that performs a replay attack injects 
into the network routing traffic that has been captured 
previously. This attack usually targets the freshness of 
routes, but can also be used to undermine poorly designed 
security solutions.  

•       Wormhole: The wormhole attack is one of the most 
powerful presented here since it involves the cooperation 
between two malicious nodes that participate in the network. 
One attacker, say node A, captures routing traffic at one 
point of the network and tunnels them to another point in the 
network, say to node B, that shares a private communication 
link with A. Node B then selectively injects tunneled traffic 
back  into the network. The connectivity of the nodes that 
have established routes over the wormhole link is 
completely under the control of the two colluding attackers.  

•       Blackmail: This attack is relevant against routing protocols 
that use mechanisms for the identification of malicious 
nodes and propagate messages that try to blacklist the 
offender. An attacker may fabricate such reporting messages 
and try to isolate legitimate nodes from the network. The 
security property of non-repudiation can prove to be useful 
in such cases since it binds a node to the messages it 
generated .  

          Denial of service: Denial of service attacks aim at the 
complete disruption of the routing function and therefore the 
whole operation of the Adhoc network. Specific instances of 
denial of service attacks include the routing table overflow 
and the sleep deprivation torture . In a routing table 
overflow attack the malicious node floods the network with 
bogus route creation packets in order to consume the 
resources of the participating nodes and disrupt the 
establishment of legitimate routes. The sleep deprivation 
torture aims at the consumption of batteries of a specific 
node by constantly keeping it engaged in routing decisions.  

•   Routing table poisoning: Routing protocols maintain tables 
which hold information regarding routes of the network. In 
poisoning attacks the malicious nodes generate and send 

fabricated signaling traffic, or modify legitimate messages 
from other nodes, in order to create false entries in the tables 
of the participating nodes. For example, an attacker can send 
routing updates that do not correspond to actual changes in 
the topology of the Adhoc network. Routing table poisoning 
attacks can result in selection of non-optimal routes, 
creation of routing loops, bottlenecks and even partitioning 
certain parts of the network.  

6. Existing Solutions to Secure Routing 

There exist several proposals that attempt to architect a 
secure routing protocol for Adhoc networks, in order to 
offer protection against the attacks mentioned in the 
previous section. These proposed solutions are either 
completely new stand-alone protocols, or in some cases 
incorporations of security mechanisms into existing ones 
(like DSR and AODV). The design of these solutions 
focuses on providing countermeasures against specific 
attacks, or sets of attacks. Furthermore, a common design 
principle in all the examined proposals is the performance-
security trade-off balance. 

 
Fig.1: DVR Example 

 Since routing is an essential function of Adhoc 
networks, the integrated security procedures should not 
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hinder its operation. Another important part of the 

 
Fig.2 : DVR Flowchart 

analysis is the examination of the assumptions and the 
requirements that each solution depends on. Although a 
protocol might be able to satisfy certain security constraints, 
its operational requirements might thwart its successful 
employment.  

In order to analyze the proposed solutions in a 
structured way they are classified into five categories; 
solutions based on asymmetric cryptography, solutions 
based on symmetric cryptography, hybrid solutions and a 
category of mechanisms that provide security. However, this 
classification is only indicative since a lot of solutions can 
be classified into more than one category.  

1.1.1 Symmetric Cryptography Solutions  
This category presents solutions that rely solely on 

symmetric cryptography to secure the function of routing in 
wireless Adhoc networks. The most commonly utilized 
mechanisms are hash functions and hash chains. A one-way 
hash function is a function that takes an input of arbitrary 
length and returns an output of fixed length. 

 Hash functions have the property of being 
computationally expensive to reverse i.e. if h = f(m), it is 
hard to compute m such as f(m) = h. There are several well-
known hash functions that possess these properties such as 
SHA-1 and MD5 . A hash chain can be generated by 
applying repeatedly a given hash function to a random 
number known as the root of the chain. Simply stated, in 
order to generate a hash chain of length n hash function is 
applied n times to a random value p, and the final hash q 
that is obtained is called the anchor of the chain. In order to 
use a hash chain for authentication purposes an initial 
authenticated element of the chain is assumed, usually the 
anchor. Given this it is possible to verify the authenticity of 
the elements that come later in the sequence. Since hash 
functions are especially lightweight when compared to other 
symmetric and asymmetric cryptographic operations, they 

have been extensively used in the context of securing Adhoc 
routing and specifically in hop count authentication 
providing countermeasures against specific attacks, or sets 
of attacks  

1.1.2 Asymmetric Cryptography Solutions  
Protocols that use asymmetric cryptography to 

secure routing in mobile Adhoc networks require the 
existence of a universally trusted third party (TTP). 

 
 

Fig. 3: Broken link 

TTP issues certificates that bind a node’s public 
key with a node’s persistent identifier. Furthermore, the TTP 
can be either online or offline. In approaches that use an 
online TTP, revocation of the issued certificates is 
accomplished by broadcasting certificate revocation lists 
(CRLs) in the network. In offline systems revocation 
becomes a particularly complicated problem and usually 
involves the exchange of recommendations between the 
participating nodes.  

1.1.3 Hybrid Solutions  
In this category secure routing protocols employ 

both symmetric and asymmetric cryptographic operations. 
The most common approach is to digitally sign the 
immutable fields of routing messages in order to provide 
integrity and authentication, and to use hash chains to 
protect the hop count metric. 
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             Fig.4: rank calculation using XTC. 

Conclusion 

Cannot assure for confirmed data transmission are rectified 
using this system. It provides confirmed transmission of 
data, reduction of network density, and lesser consumption 
of energy, reduced bandwidth, portable network irrespective 
of geographical area and elimination of congestion. Each 
different scenario has its own set of security requirements 
and demands from the underlying routing protocol. Hence, 
an additional difficulty in designing a secure protocol lies in 
the application scenario that is going to protect, and how 
well it can handle different scenarios than the one it has 
been explicitly designed for. 

 

 

 

Further our simulations show that ARAN it is an efficient as 
AODV in discovering and maintaining routes, at the cost of 
using larger routing packets which result in a higher overall 
routing load, and at the cost of higher latency in route 
discovery because of the cryptographic computation that 
must occur. 
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