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Abstract

Phishing is a “con trick” by which consumers are
sent email purporting to originate from legitimate
services like banks or other financial institutions.
Phishing can be thought of as the marriage of social
engineering and technology. The goal of a phisher is
typically to learn information that allows him to
access resources belonging to his victims. The most
common type of phishing attack aims to obtain
account numbers and passwords used for online
banking, in order to either steal money from these
accounts or use them as ““stepping stones™ in money
laundry schemes. In the latter type of situation, the
phisher, who may belong to a criminal organization
or a terrorist organization, will transfer money
between accounts that he controls (without stealing
money from either of them) in order to obscure the
actual flow of funds from some payer to some payee.
Phishing is therefore not only of concern for
potential victims and their financial institutions, but
also to society at large[1].

In hacker's worlds, there is something called 'Key
Logger'. The purpose of key logger is to log every key
that you type in your keyboard, this includes every
single personal information that you have typed in
your keyboard while you surf the Net such as log in
into your online banking. Once your password has
been logged, the hacker can use your information to
their benefit[2]. Using Virtual Keyboard which
contains randomly generated keys adds another
security layer to authenticate yourself to their system.
Virtual Keyboard works just like regular keyboard,
one thing is you don't type it in your keyboard.
Rather, you will be using your mouse to type the
password by using virtual keyboard[3].

KEY WORDS Keylogging, Random Virtual
Keyboardm hackersker, Kernal based, Hook based,
RC4 & PRGA..

1.INTRODUCTION

Keyloggers : These are self installing programs and

they automatically install themselves either into a
web browser or as a device driver, which monitor
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data being input and send relevant data to a phishing
server[4]. Keyloggers use a number of different
technologies, and may be implemented in many
ways, including:

» A browser helper object that detects changes to the
URL and logs information when a URL is affiliated
with a designated credential collection site.

* A device driver that stores keyboard and mouse
inputs in conjunction with monitoring the user’s
activities and

» Keyloggers may collect credentials for a wide
variety of sites[5]. As with many crime ware
varieties, configurators are available to automate
construction of customized keyloggers. Keyloggers
are often packaged to monitor the user’s location, and
to transmit only credentials associated with particular
sites back to the attacker. Often, hundreds of such
sites are targeted, including financial institutions,
information portals, and corporate VPNs. Various
secondary damage can be caused after a keylogger
compromise. In one real world example, a credit
reporting agency was targeted by a keylogger spread
via pornography spam. This led to the compromise of
over 50 accounts with access to the agency, which in
turn were used to compromise as many as 310,000
sets of personal information from the credit reporting
agency’s database[6].

The British Hi-Tech Crime Unit foiled what would
have been one of the biggest computer crimes in
history, where fraudsters attempted to transfer $420
million from a London branch of Japanese bank
Sumitomo Mitsui. The thieves were believed to have
hacked into the bank's computer systems using
information gathered from keylogger programs,
which allowed them access to sensitive passwords
and other account information [7].
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The number of unique websites hosting keyloggers
hit an all time high in May, 2009 at 3,353. More than
90 percent of spam messages now use HTML to
present message content. More than 60 percent of
spam messages are sent directly to the recipient’s
mail server — without passing through any
intermediary relay agents.92.99 percent of spam
messages are written in English, with German being
the next most popular language.

South Korea accounts for the highest source of
phishing e-mails—16.33 percent. More than half
(55.78 percent) of the world’s phishing attacks have
fake Web sites hosted in the U.S.
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Fig.2

U.S. based businesses are the most targeted
organizations of phishing e-mails, accounting for
71.37 percent of all phishing e-mail.Image-based
spam has increased linearly since 2005, and
accounted for more than 40 percent of spam
messages by the end of 2008. The U.S., Spain and
France are the three largest originators of spam
worldwide.

Countries Percentage
US 41%

China 22%

Russia 6%
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USA and China each host over 1/3rd of the world’s
destination websites sent in spam messages.

1.1 DRAWBACKS OF EXISTING SYSTEM

Key loggers are key stroke recorders which can record
all keystrokes made on your keyboard! There are two
types of key loggers, hardware & software. Hardware
key loggers can be attached to keyboard, placed below
keyboard or even some key loggers come built in with
keyboard.

External key loggers are noticeable by the user,
while built in key loggers are not. There are various
types of software key [2] loggers. also, kernel based
& hook based are popular. Kernel based key loggers
resides at kernel level, which gains unauthorized
access to hardware (keyboard). Kernel based key
loggers can be in the form of keyboard drivers, so be
careful while installing drivers from unknown
sources.

2 TYPES OF KEYLOGGERS

Keyloggers can be mainly grouped in to 2 major are:
1) Hardware keyloggers, and
2) Software keyloggers.

2.1 Hardware Keyloggers

Hardware keyloggers depend on the hardware
components. They are not used in phishing attacks,
since these keyloggers require the physical presence
to install and to retrieve data from these. They cannot
be installed on a largescale also. They lack the
anonymity that phishers expect.

2.2 Software Keyloggers

Software key loggers are mostly written for
monitoring purposes. Even though they are
sometimes put into good use, they usually connote a
negative activity.
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Unique Phishing Keyloggers

Fig.3
They are the most important weapons in the arsenal
of phishers. There are many different variants of
keyloggers available now. As many as 212 unique
phishing keyloggers were reported by APWG in
May, 2009. Because of the ease in which they can be
written using any low level language and because of
their availaibity either as freeware or shareware, they
are mostly employed by phishers.
The key characteristics of a software key logger are:
= Consumption of limited memory resources
=  Ability to capture all the available keys on a
keyboard
= Ability to create encrypted log files
=  Monitoring application usage
=  Facility to capture desktop activity and
screenshots.
= Facility for sending the log files through
email, FTP, Network.
=  Ability to disable Anti Keyloggers.

When the security of a system is compromised there
is very likelihood of finding Trojans in that system.
Almost all Trojans contain code that captures the
keys used by the unsuspecting victim. Because of
their low resources usage they are not normally
traced. Key loggers are mostly used by phisher for
identity theft since they can send them all the
captured details in a mode defined by them.

3 ANALYSIS OF A KEYLOGGER

A keylogger can either acts as an executable or as a
device driver that replaces the existing I/O driver
with embedded key logging functionality. Most of
the keyloggers written for the Windows operating
system work on the principle of hooks. Every key
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logger consists of a dynamic linking library which
contains different functions and an executable file for
loading the dynamic linking library and setting the
hook. So the successful execution of a keylogger
depends on these two files. An understanding of the
inner working of a keylogger goes a long way in
writing an anti-keylogger.

4. PHISHING BY HOOKS

For keyloggers operating on a windows system, the
Windows hook mechanism is the lifeline. A hook is a
point in the system message-handling mechanism
where an application can install a procedure to
intercept message traffic before it reaches a target
Window procedure. A function can intercept events
before they reach an application through this
mechanism.

The function can act on events, modify or discard
them. Functions which receive the events are called
Filter Functions; every Filter Function is classified by
its type. Hooks provide powerful capabilities: Process
or modify every message; Record or play back
keyboard and mouse events; Prevent another filter
from being called; and many more capabilities.
Generally, there are two types of hooks: System-
wide, and Thread-specific. The System-wide hook is
used for filtering messages of all applications (IE:
when writing a key logger). And the Thread-specific
hook is used for filtering messages of a specific
thread. System-wide keyboard hook is used to
develop key loggers. To set a System-wide hook we
need a DLL.

The reason we need a dynamic linking library for a
System-wide hook is because we want the Filter
Function to be in any application address space. So
when you set the hook message filter function which
lies in the .dll , Windows maps the .dll automatically
into all applications' address space. Thus we get our
filter function called for every process. Therefore
when we dynamically link the hook which is in a
.DLL it becomes a System-wide hook (of course it
depends on the type of Filter Function too). A hook
procedure has the following prototype. A hook chain
is a list of pointers to hook procedures. When a
message occurs that is associated with a particular
type of hook, the system passes the message to each
hook procedure referenced in the hook chain, one
after the other.

A hook procedure can monitor or modify a message
passing through a hook chain. It can also prevent the
message from reaching the next hook procedure or
the target window procedure. The
SetWindowsHookEx function installs an application-
defined hook procedure at the beginning of the hook
chain.
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5. RANDOM VIRTUAL
KEYBOARD DESCRIPTION

(RANDVUL)

When User giving the username and password by use
of normal keyboard there will be the possibility of
tracing or hacking the username and password. This
will be unsafe in Banking system, distributed system
and important website. To avoid this type of problem
and to give more security to the user we use
Randomized virtual keyboard[6].

Randvul keyboard is the dynamic keyboard. The
format of keyboard will be changed depends upon the
time and client. So each client will have separate
keyboard format. When user trying to entering the
password and username through normal keyboard,
the software will not allow to enter the text in that
fields. User must enter the username and password
through Randomized virtual keyboard.

After entering username and password this will
be encrypted based on presented algorithm. So no
one can capture any procedure. This value will be
passed as primary key through network. This primary
key will be decrypted based on our own algorithm in
reverse process method.

So whenever the users open the keyboard the
keys automatically swapped from one place to
another.

5.1 HOW IT WORKS

So every time the users got different keyboards. The
key entered by users are not directly transferred to
online. The keys are encrypted in client side using
some user owned algorithm. The reason for using
own algorithm is, If we use general algorithms, it’s
file will then be uploaded to the attacker’s website
which he can use to his benefit.

These key loggers are easily and freely available on
internet and also integrated with other programs like
rookits making its detection is very difficult. So your
chance of being infected by such a malicious code
even if you have an updated antivirus/anti-Spyware
program is about 70%. See the brighter side, you still
are 30% safe. Sounds scary..huh!!!

So lets keep our focus to internet banking websites
and see how we BANK + USERS) can try to avoid
compromising login credentials may be chance to
identify by hackers. Using encryption algorithm, the
key values entered are encrypted and stored in
database in unrecognizable format. When we need to
login again using the keyboard, the key values are
decrypted and the works are reversed.

5.2. TECHNICAL STRUCTURE

The description of this process is , User enter the
username and password using virtual key and that
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values are encrypted and stored in database. To
explain this methodology, there is a design sample
secured randomized virtual keyboard in java
platform.

lISFR VKey
User Name ooooo
< ooono
Password oon
Encryption
7}
I C
Decryption
5.3 MODULES

5.3.1 Front view design of virtual keyboard
Front view design of virtual keyboard. We
can design this module either Microsoft Tech or Sun
Micro System Tech.
5.3.2 Random keyboard generation
Random keyboard generation. This module
will give random keyboard for every user. Alphabets
order will be differ for every user. So that we give
more security in distributed system and web
application.

5.3.3 ENCRYPTION & DECRYPTION

Username and password will be given new
form in this module. Our own algorithm will follow
conversion of the username and password. After
encryption that value will be passed to Database
server. In this module encrypted value will be
decrypted by same algorithm that has used in
encryption.

5.4 ALGORITHM DESCRIPTION

Sample Algorithm method wused for encrypt
and decrypt the key values is RC4 (Ron’s Code 4)
method. RC4 is a stream cipher symmetric key
algorithm.
It was developed in 1987 by Ronald Rivest and kept
as a trade secret by RSA Data Security. RC4 uses a
variable length key from 1 to 256 bytes to initialize a
256-byte state table. The state table is used for
subsequent generation of pseudo-random bytes and
then to generate a pseudo-random stream which is
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XOR-ed with the plaintext to give the cipher text.
Each clement in the state table is swapped at least
once. The RC4 key is often limited to 40 bits,
because of export restrictions but it is sometimes
used as a 128 bit key. It has the capability of using
keys between 1 and 2048 bits. RC4 is used in many
commercial software key. There are two counters i,
and j, both initialized to 0 used in the algorithm The
random algorithm is used in this keyboard to generate
random values each time. The design of this
keyboard using eclipse tools. The keyboard buttons
are designed Using java swing. Random() keyword
is used to generate random numbers between 1 to 36.
Because I use 36 keys includes a-z, 0 - 9 for giving
passwords|[8].

The password field protected from normal
keyboard entries. So users must use the randomized
virtual keyboards. Packages such as Lotus Notes and
Oracle Secure SQL. It is also part of the Cellular
Specification.

The RC4 algorithm works in two phases[17]:
1. key setup

2. Ciphering.
1) Key setup

Key setup is the first and most difficult phase
of this algorithm. During a N-bit key setup (N being
your key length), the encryption key is used to
generate an encrypting variable using two arrays,
state and key, and N-number of mixing operations.
These mixing operations consist of swapping bytes,
modulo operations, and other formulae[18].

In the attached project you can see how I do it in
the EncryptionKey set property of RC4Engine class.

2) Ciphering phase

Once the encrypting variable is produced from the
key setup, it enters the ciphering phase, where it is
XOR-ed with the plain text message to create an
encrypted message. XOR is the logical operation of
comparing two binary bits.

If the bits are different, the result is 1. If the bits
are the same, the result is 0. Once the receiver gets
the encrypted message, he decrypts it by XOR-ing
the encrypted message with the same encrypting
variable.

A permutation of all 256 possible bytes (denoted "S"
below). Two 8-bit index-pointers (denoted "i" and
"i"). The permutation is initialized with a variable
length key, typically between 40 and 256 bits, using
the key-scheduling algorithm (KSA).

for i from 0 to 255
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S[i] =1
Endfor

Once this has been completed, the stream of bits
is generated using the pseudo-random generation
algorithm (PRGA).  The key-scheduling algorithm
is used to initialize the permutation in the array "S".
"keylength" is defined as the number of bytes in the
key and can be in the range 1 < keylength < 256,
typically between 5 and 16, corresponding to a key
length of 40 — 128 bits.

First, the array "S" is initialized to the identity
permutation. S is then processed for 256 iterations in
a similar way to the main PRGA algorithm, but also
mixes in bytes of the key at the same time.

j=0

for i from 0 to 255

j =@ + S[i] + key[i mod keylength]) mod 256
swap(&SJi],&S[j])
Endfor
The pseudo-random generation algorithm (PRGA)
which is used to modify the key length of particular
key and randomly generating encryption algorithm
and is only decrypted by the reverse algorithm of
same.

In the attached project you can see how I do it in the
RC4 Engine class:

e  Encrypt: encrypt method
e Decrypt: decrypt method

In the algorithm the key stream is completely
independent of the plaintext used. An 8 * 8 S-Box
(S0 S255), where each of the entries is a permutation
of the numbers 0 to 255, and the permutation is a
function of the variable length

J-
1
. |

[ [I:I:[l,—EI5 L

X L
Fig. 5

This Fig. 5 displays how PRGA & RC4 algorithms

have implemented. This is the sample only, But the

users use any of their own method to give high

protections[36].

6. FEATURES

This random Virtual Keyboard adds another security
layer to authenticate the system.
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» The hacker not able to find which keys are
logged by user.

» It can deal with different algorithms by users
choice.

» Reverse typing option will helps to provide
more security.

» Randomly generating excess letters while
encryption and using trim option while
decryption.

» Centralized Saving Option.
7. IMPLEMENTATION

Overall we found that the Randvul Keyboard Was
examined in this study left a lot to be desired. The
experiment shows that it performed best use larger
more frequently logged-users. As shown in the
Table 1, the rate of false positive and false negative
are very low while using Randvul keyboard system
and it can handle various categories of keylogging
methods.  As shown in fig.3 data encryption and
decryption methods are very effective and they do
not allow any keylogging techniques.

8. CONCLUSION

The most common type of phishing attack that is
“Keylogging” aims to obtain account numbers and
passwords used for online banking, in order to either
steal money from these accounts or use them as
“stepping stones” in money laundry schemes.

The purpose of key logger is to log every key that
you type in your keyboard, this includes every single
personal information that you have typed in your
keyboard while you surf the Net such as log in into
your online banking.

Virtual Keyboard works just like regular keyboard,
one thing is you don't type it in your keyboard.
Rather, you will be using your mouse to type the
password by using virtual keyboard.

This is when password stealers were simple key
loggers. Whatever keys were typed in, they were
captured by the malicious code and logged into some
file in simple or encrypted form. This file was later
uploaded to attacker’s site or simply the logs were
mailed. This attack can be mitigated by virtual
keyboards.

This system works simply by clicking the
Randomized keyboard layout by a mouse. So the
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basic key loggers cannot capture the mouse clicks
and hence the passwords cannot be logged.

9. FUTURE WORK

The purpose of key logger is to log every key that
you type in your keyboard, this includes every single
personal information that you have typed in your
keyboard while you surf the Net such as log in into
our online banking. In future, The randvul keyboard
deals with the following options :

1. Different languages will be implementing by
using different algorithms.

2. Security enrichment via Voice Recognizing
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