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Abstract- Steganography is the science of hiding
messages in a manner that only the intended users
knows the presence of the secret message. Hiding the
information within a computer file also comes under
Steganography. In digital steganography these media
files are suitable because of their large size. LSB
insertion is one of the basic techniques prominently
used in steganography.

This paper presents an effective and secure technique
of LSB insertion mechanism. The technique involves
generation of random numbers and also selecting the
region of interest wherein which the required message
is embedded along the random pixels that are
previously generated. The technique also involves a
secret key which has to be provided by the recipient
for decoding the message from the image.
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1. Introduction

Ensuring the confidentiality is one of the biggest
challenges while transferring the data. Various
methods are used for providing security. One of the
methods is the steganography. The word
steganography ~ means  concealed  writing.
Steganography, the technique of hiding messages
in other files for transmission in a manner that an
observer could not identify the occurrence of
transmission, is gaining popularity with current
industry demands. It includes various techniques of
secret communications that veil the message. The
various methods include invisible inks, micro
dots, character arrangement, digital signatures,
convert channels, Least significant Bit insertion,
Masking & Filtering and spread-spectrum
communications.

Least Significant Bit insertion is one of the widely
known, elementary approaches for enclosing data
in a cover file. Least significant bit is the bit
position in a binary integer that gives the units
value. The LSB is also referred to as the right most
bit as the less significant bit is written to the right.
These least significant bits have an effective
property that they change briskly when there was
an slight change in the number. An effective
medium for hiding the data is an image. Slight
variation in its colour in altered image is
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indistinguishable from the original image. But LSB
insertion method is utmost susceptible to attacks, in
the manner of image manipulation. Modification of
a GIF or BMP format to a lousy confining format
like JPEG wipes out the covert data present in the
image.

Newer methods embed data in optically
unsubstantial parts of an image. Normally an image
is a set of pixels where the message can be
embedded.

2. Existing Systems:

There were quite few mechanisms proposed earlier
in LSB insertion technique. One of them is that
secret file is spread out through the image using a
secret key which specifies where and how the data
was spread out. Though this method provides better
security making the attacker inefficient in
estimating the presence of message, the receiver
must have the password besides the secret key so as
to recover the message.

Another proposed system is that it encloses the data
in LSB facet of cover image randomly using
disorganized system and then makes an effective
compensation of the steg-image called dynamic
compensation steganography. This model features
to be a successful one such that sample pair
analysis results in very negligible difference among
the original and embedded image.

Another method of LSB insertion technique is that
4L.SB insertion. The name itself suggests that the
message is embedded in the last four bits rather
than only LSB. Since no other protection
mechanisms are provided, this is more vulnerable
to security attacks.

3. Proposed System

In order to provide much security over the
previously mentioned steganography techniques,
the proposed system uses a random number
generation algorithm and also a password for better
authentication of the message. In the proposed
system, the image size is of 256 *256. The
proposed system is done using MATLAB. Since
MATLAB is used, the image is directly displayed
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in pixels. A password is selected for authentication
purpose during decryption process. The proposed
model has two phases
I Encryption Phase
e Embedding the password
e Random number generation
e  Selecting the region of interest
Il. Decryption Phase

Encryption Phase:

Embedding the password:

The password chosen which is in ASCII format is
first converted into decimal format and then these
decimal values are converted into binary format.
The pixel values of the image are converted into
binary. The password is then nested within the least
significant bit position of the pixel. The scenario
presents that when the pixels are arranged in a
matrix, the password is embedded in the first
column of the matrix.

Random number generation:

The proposed model ensures security by
embedding the data randomly through a selected
region of interest. The random number is generated
by using a random function generator such as

K=mod (((k*2) +1), 11)

k corresponds to the bit position. Since image is of
size 256 *256, mod 11 is appropriate value for
random numbers. This might vary depending on the
size of the image. The random function generates
random numbers based on the aggregation of bits in
the image which are stored in an array of size 9
which can be dynamically modified based on the
number of bits.

Selecting region of interest:

The region of interest is selected by addition of a
required value (say 100) to these random numbers.
The text which has to be transferred is also
converted into decimal from pixel and then to
binary. The text is then embedded into pixel values
specified by these random numbers. These binary
values are again converted back to the decimals
(pixels). Due to the random distribution of the
message, the image size and the pixel values may
vary. In order to reduce the redundancy, the image
is subjected to reshape which produces the image
of size 256*256. The size of the image does not
have significant change when compared to the
original image.
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The audio stream can also be transferred inside an
image. First the audio wave is subjected to silence
removal where the unnecessary nodes the wave are
chopped off. The silence removal reduces the
number of frames to be processed which in turn
reduces the processing time. The audio which is in
wave format is read as pixels in MATLAB. Since
the values of the sound signal range between -1 and
+1, sometimes there might be negative values
which would be difficult to process. So a constant
value is appended so that the values become
positive. The pixels are then transformed into
image.

Decryption Phase:

The receiver, on receiving the image has to provide
the password provided in order to decode the
message. The algorithm works as the reverse
process of encoding. When the receiver provides a
password, it is first checked for the length of the
password in order to reduce the unnecessary
calculations. And if the length matches, the
password is retrieved from the image and a bitwise
EXOR operation is performed on both the retrieved
password and the original password. If these two
matches then the decoding algorithm comes into
light.

Usually in MATLAB the data is stored in a reverse
order of the pixel, when stored using binary values.
So decoding algorithm mainly generates the
random numbers and extracts the message in an
reverse fashion. The decoding algorithm produces
array of binary values which are converted to
decimal values. The end of message is identified
when the decoding algorithm reads specific ASCII
value of a character which has been designated to
denote the end of a message.

While decoding the audio content, the constant
number is detained from the pixels values so that
original nodes are formed. The audio can formed
by applying wavwrite (MATLAB) function to the
pixels retrieved.

4, Results and Discussion

This paper clearly explains about hiding text with
in an image and sending it securely. The main
functionalities explained here are

e  Secure transformation of data

e Use of region of interest and random
number algorithm.
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A modified LSB technique is used to hide data in
images. The language MATLAB is used to enclose
the data within the image and send it. MATLAB is
a fourth generation programming language for
numerical computing. The basic data element of
MATLAB which is an array does not demand
dimensioning. The above image is a default image
in MATLAB whose size is 256*256. The pixel
values of above image are

156 159 158 155 158 157...

160 154 157 158 157 159...

156 159 158 155 158 156...and so on

The pixel values are converted into binary such as
00111001

00000101

00111001

For example, the ASCII values of password “joker”
are

106 111 107 101 114

Once the password entered is converted into
decimal form it is then converted into binary. The
password ‘joker’ is of 5 characters and each
character has ASCII value.So each character
contains 7 bits, so the size of matrix is 5*7. The
binary values look like

106--0101011
111--1111011
107--1101011
101--1010011
114—0100111
In MATLAB when decimal value is converted to

binary, it is stored in reverse fashion. For example
binary value for 118-1110110, but it is stored as
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0110111. So least significant bit is 1% bit of a pixel.
The 1% bit of each pixel should be replaced with
bits of the password. Since the size of password is
5*7, 1% bit in first 35 pixels contain the password.

The password is embedded into the image pixels at
the first least significant bits. The binary pixels are
modified as

00111001
10000101
00111001...

For example, if the text embedded is ‘vit’, the
ASCII characters of this string are first converted
into decimal and then to binary. The ACSII values
of given string is

118 105 116 57

where 57 represents the ASCII value of 9 which
shows the end of the string. Any character or
symbol can be taken as the representation of end of
string so that characters appearing after this value
are not considered. The binary values of the input
text are

0110111
1001011
0010111
1001110

The size of the matrix is 3*7 as the text is of 3
characters length. While using random number
generation algorithm, an array of length 9 is used.
For example, in the random number generation
algorithm k=mod(((i*2)+1),11) if the value of i is
taken as ‘0’ then k=mod(((0*2)+1),11) gives k=1
which are then stored in an array say L. Then L (1)
=1;

Similarly the random numbers generated are
3,1,4,9,8,6,2,5. Thus the random numbers are
generated which represents the pixels. In order to
select the region of interest a random number say
100, is appended (L=L+100) to these random
numbers which gives the region such as

101 103 107 104 109 108 102 105

In MATLAB when any array is initiated and if any
number is added to it after the loop, then it will be
added to each and every element of the array.

The data is embedded throughout the image

randomly in the pixels generated by random
number generation algorithm. The final pixel
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values after embedding data and the password look
like

00000101—101
10111001—102
10000101—103
00111001—104 and so on.

The random number generation algorithm uses only
9 values for 9 bits. There might be a case where the
data size exceeds the 9 bits. Hence an dynamic
modification condition such as

If mod(k,10)==0
L=L+10;

increases the size by 10 bits which can be further
extended as required dynamically. In the above
example, the data is of size 21 bits. Hence the
values
101,103,107,104,109,108,106,102,105...which are
up to 9 bits can be extended when an 10" bit
arrives such that the array resembles like
111,113,117,114,119,118,116,112,115 so that next
9 bits are embedded in these pixels. Again this can
be extended to 121,123,... so that all 21 bits are
embedded in the region of interest.

Finally the binary values are converted to decimal
format which may change the alignment of the
pixels and also a change in size of the image.
Hence the image is reshaped which is special
function in MATLAB.

5. Conclusion

Steganography provides many different
mechanisms to hide the data. This paper presents
an image steganography algorithm which uses LSB
insertion technique, random number generation
algorithm, region of interest selection. These
techniques are used for providing better security for
efficient data transmission. As this technique is
implemented only in an 256*256 image, it can be
further extended to larger and better quality image.
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