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Abstract 

Digital Watermarking provides techniques to hide watermarks 
into digital content to protect it from illegal copy or 
reproduction. The prevalent techniques of digital watermarking 
in spatial domain cause the watermarked image to loose its image 
quality termed as Robustness and fidelity. Several techniques 
have been devised to optimize the Robustness and fidelity with 
given information content. Recently, genetic algorithms have 
become quite popular in artificial intelligence area due to their 
evolutionary nature and their special significance for 
optimization in several areas. This paper is an attempt to propose 
the conceptual background of technique based on genetic 
algorithm which may help to optimize the fidelity and robustness 
aspect of watermarking. 

Genetic algorithm may help to search appropriate locations in 
cover images to insert watermark so that fidelity or robustness 
may be optimized. Based on a specific requirement, a suitable 
fitness function may be selected. 
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I. INTRODUCTION 
 Digital watermarking should provide the qualities like 

imperceptibility, robustness, security of cover image. This 
paper is an attempt to provide a conceptual understanding of 
the application of genetic algorithm to optimize the fidelity and 
Robustness of watermarked images using genetic algorithms. A 
large number of techniques have been developed in spatial 
domain and frequency domain like manipulating the bit plane 
of Least  Significant Bit  (LSB)[1], linear addition of 
watermark to cover image, using mid band coefficients of DCT 
transformed blocks to hide watermark[2], maximizing strength 
of watermark using Discrete Wavelet Transform(DWT) 
techniques[3], Using radial basis function(RBF)neural network 
to achieve maximum strength watermark[4], Embedding 
watermark in the DC components of transformed blocks[5] etc. 
Cox et al. [6] pointed that, in order for a watermark to be 
robust to attack, it must be placed in perceptually significant 
areas of the image. Kundur and Hatzinakos [7] embedded the 
watermark in the wavelet domain where the strength of 
watermark was decided by the contrast sensitivity of the 
original image. Delaigle et el. [8] generated binary m-

sequences and then modulated on a random carrier. A method 
for casting digital watermarks on images and analyzing its 
effectiveness was given by I.Pitas[9] and immunity to 
subsampling was examined. Cox and Kilan [10] presented a 
secure algorithm for watermarking images using spread-
spectrum techniques. An innovative watermarking based on 
Genetic Algorithm in the transform domain [11] was proposed. 
It was robust against watermarking attacks. It was robust 
because it used Genetic algorithm to train the frequency set for 
embedding the watermark. Dengeun Lee, Takeyung Kim, 
Seongwon and Joonki Paik [12] present a novel watermark 
extraction algorithm based on DWT and Genetic algorithm. 
Zhicheng , Hao Li , Jufeng Dai and  Sashuang Wang[13] 
proposed image watermarking based genetic algorithm. In 
order to improve the robustness and imperceptibleness of the 
image spread spectrum watermark algorithm, a new approach 
for optimization in 8x8 domain using genetic algorithm. Chien- 
Chang chen and Chien-Shian Lin [14] propose Genetic 
algorithm based image authentication approach to improve the 
image quality of a protected image. 

Ali Al-Haj [15] described an imperceptible and a robust 
combined DWT-DCT digital image watermarking algorithm. 
The algorithm extracted watermarks given digital image using 
a combination of discrete wavelet transform and the discrete 
cosine transform. Franco and Juan carlos[16]  provided a DWT 
based digital watermarking fidelity and robustness evaluation. 

However, these techniques suffer from the problems of 
unsatisfactory values of fidelity and robustness to various 
attacks as discussed in these papers. Specially, spatial domain 
techniques are known for poor values of fidelity although they 
are simpler to implement. This paper proposes a technique 
which employs genetic algorithm which uses normalized 
correlation of cover image and watermarked image as the basis 
of fitness function which needs to be optimized and works by 
searching appropriate embedding locations of watermarks 
within the cover image which are treated as populations of the 
genetic algorithm. 

Section II discusses the concept of genetic algorithm and its 
applicability in optimizing applications. Section III discusses 
the conceptual working of optimization of Robustness and 
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Fidelity using genetic algorithms. Conclusion is given in 
section IV followed by references. 

       genetic  algorithm  and  its application in  optimization  

Genetic algorithms[17,18] are search algorithms based on 
mechanics of natural selection and natural genetics. They 
combine survival of fittest among string structures with a 
structured yet randomized information exchange to form search 
algorithms with some of the innovative flair of human search. 
In every search, a new set of artificial creatures (strings) is 
created using bits and pieces of fittest of the old creatures. 
Conventional search techniques are not very suitable for 
optimizing non-linear functions with multiple variables. 
However, genetic algorithms this can be conveniently done. 

In the genetic algorithms, the parameters are represented by 
en encoded binary string called the “chromosome” and the 
elements in the binary strings or the “genes” are adjusted to 
maximize or minimize the fitness values. The fitness function 
has to be carefully selected specific to a particular application 
and the kind of optimization required. Thus, the entire process 
of genetic algorithm starts with a set of proposed solutions 
randomly generated and try to produce further possible 
solutions to achieve the desired optimization. 

 
Figure 1.  Flow Chart of Genetic Algorithm 

This is the reason of the wide application of genetic 
algorithms in optimization areas. The figure 1 shown  describes 
a simple genetic algorithm in its simplified form.  

The core components of the GA[14,18] are as under. 

1. Fitness Value 

2. Selection 

3. Crossover 

4. Mutation 

Fitness Function: A Measurement of how well the 
chromosome fit the search space.  

Selection : Selection is based on the survival-of-the-fittest 
mechanism. Chromosome are selected based on the fitness 
value. 

Cross Over: The Chromosome with the higher fitness 
values generate more offspring. 

Mutation: After Crossover , the strings are subjected to 
mutation . mutation of a bit involves flipping it changing 0 to 1 
and vice versa with a small probability.  

II. CONCEPTUAL  WORKING OF OPTIMIZATION OF 
ROBUSTNESS AND FIDELITY USING GENETIC 

ALGORITHM 
 

The entire process of Robustness and fidelity optimization 
using genetic algorithm can be explained using the following 
points. 

1. First of all a cover image and a watermark image is 
chosen. 

2. Now, an initial set of random locations is chosen to 
insert watermark bits inside the cover image. This set 
makes the initial population. 

3. The Selection of  fitness function is based on the to 
optimize Robustness and fidelity. So Fitness function 
is as follow. 

Fitness Value   = PSNR + α NC     ..(1) 

Fitness Value   =  NC + α PSNR    ..(2) 

In case (1), with the increase in the value of     α, the fitness 
value increases more with the increase in the value of NC 
rather than PSNR. Since, the value of NC has been taken to 
represent robustness, so ultimately the fitness value increases 
with the increase in the value of robustness. So, optimization 
of robustness takes place for a given value of fidelity. 
 
In case (2), with the increase in the value of     α, the fitness 
value increases more with the increase in the value of PSNR 
rather than NC. Since, the value of PSNR been taken to 
represent fidelity of the watermarked image , the fitness 
increases with the increase  in the value of PSNR. So, 
optimization of fidelity takes place for a given value of 
robustness. 
 
 (4) Now, one by one, the fitness values of individual 

populations ( random embedding positions) are calculated with 
the following procedure . 
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(a) Insert the watermark bits in the locations within the 
cover image as described by the selected population. 

(b) Find the correlation between the cover image and the 
watermarked image so obtained. This correlation is taken as the 
fitness value. 

(5) Now, the best fitness value and the corresponding best 
fit individual is selected. Also, the second most fit individual 
with the corresponding fitness value is selected. 

(6) Now, the crossover of the two individuals are done. 

(7) Now, the mutation process is done.  

(8) The entire process stops when a particular population is 
reproduced with a fitness value more than or equal to an 
acceptable value decided at the beginning of the entire search 
procedure. 

III. Conclusions 
In this paper, attempts have been made to demonstrate the 

utility of genetic algorithm in the area of improving the fidelity 
and robustness of digital watermarking. The role of fitness 
function proposed is to ensure the optimization of fidelity or 
robustness. 

As the genetic algorithms are very promising in field of  
optimization applications so they may be employed in digital 
watermarking area also to optimize its desirable characteristics. 
Several variations in genetic algorithm may be tried and tested 
for performance in fidelity and robustness optimization area 
which forms the further scope of research. 

 

 

 
Figure 2.  Block diagram for optimization of robustness and fidelity using Genetic Algorithm 

Where

 I :  Cover Image 

 D : Key( Destination location to insert                
watermark) 

I’ :  WaterMarked Image 

W’ :  WaterMark Extracted  after Attack   

W :  WaterMark 

I’’ :  Attacked WaterMarked Image   

f   :    Fitness Function 
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